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Abstract

Objective: to analyze the possibility of providing legal protection for
pseudonymized personal data of crypto assets users in the legal system
of Indonesia.

Methods: the work uses a comprehensive legal analysis based on the study
of the current regulatory legal acts of Indonesia in the field of personal
data protection. The research was carried out using legislative, conceptual
and comparative methodological approaches, including an analysis
of the Indonesian Law on Personal Data Protection, the EU General Regulation
on Personal Data Protection, and the British Data Protection Act.

Results: it was established that pseudonymization of crypto assets user
data in Indonesia is feasible from a legal point of view; however, the existing
legislation contains significant gaps. The current Indonesian Personal Data
Protection Law does not recognize pseudonymized data as a separate
category of personal data subject to legal protection. The authors point out
the problems with the implementation of the rule for controlling transfers
of crypto assets by physical traders. As additional information for the
re-identification of pseudonymized data is not stored separately, it increases
the risks of privacy violations.
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Scientific novelty: the authors provide a comprehensive analysis of the
legal mechanisms for protecting pseudonymized data in the context
of cryptocurrency transactions. A conceptual model is proposed for
improving national legislation on personal data protection. It implies
including pseudonymized data as a separate category of protected
information. Recommendations are given, which establish criteria for
the legitimate re-identification of pseudonymized data to ensure legal
certainty in the field of protecting crypto assets users.

Practical significance: the research results can serve as a theoretical
and methodological basis for reforming the Indonesian Law on Personal
Data Protection and creating an effective legal mechanism for protecting
crypto assets users. The proposed amendments to Article 4 of the said
Law will make it possible to include pseudonymized data in the list of
protected categories of personal data, which will provide legal certainty
for participants in the cryptocurrency market and increase the level of
their personal data protection in the digital economy.
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Introduction

The payment system has evolved; initially, it relied on physical money but now shifts
to e-money. The world was recently shocked by the emergence of cryptocurrency, which
is used as a payment method in trade transactions (Jati & Zulfikar, 2021). However, not
all countries, including Indonesia, recognize cryptocurrency as a legal means of payment.
Cryptocurrency in Indonesia cannot be used as a legal means of payment because, based on
Article 2 of Law Number 7 of 2011 concerning Currency, it is stated that the official currency
of Indonesia is the rupiah (Setiawan et al., 2023). However, cryptocurrency in Indonesia
has been recognized as an investment instrument, as explained in Article 1 of the Minister
of Trade Regulation Number 99 of 2018 concerning the General Policy for Implementing
Crypto Asset Futures Trading (Crypto Asset). Therefore, in Indonesia, cryptocurrency is
called a “crypto asset” (Ulya & Pambudi, 2024).

Crypto asset transactions are closely related to pseudonymisation data processing.
When crypto asset investors transfer crypto assets to a digital wallet, either in the form
of assets or conversion to fiat money (IDR), the transaction is recorded in the blockchain
system using a pseudonymisation wallet address or public address. On the other hand,
these transactions are also recorded or stored by physical traders of crypto assets as part
of the implementation of the travel rule principle, as regulated in Article 38, paragraph (1)
of BAPPEBTI Regulation Number 13 of 2022 concerning Amendments to BAPPEBTI
Regulation Number 8 of 2021.

As a result, pseudonymisation data processing is carried out by physical crypto asset
traders. However, additional information that could be used for re-identification is not stored
separately fromthe pseudonymisation data, increasing therisk of data leakage. A pseudonym
can still be linked to the data subject’s identity. Moreover, research has shown that data
stored within blockchains can be traced back to natural persons (obfuscated personal data
subjects) if processed using adequate technical methods, potentially revealing the identity
of the subject who owns the pseudonymisation data.

Unfortunately, the Personal Data Protection Law does not recognize pseudonymisation
data as a type that qualifies for protection. Therefore, it is necessary to regulate
pseudonymisation data as one of the categories protected under the Personal Data
Protection Law to ensure legal safeguards for crypto asset investors.

1. Concept of personal data protection
1.1. Personal data protection

Personal data protection cannot be separated from the definition of data. In Latin, data
is called datum, a part of information. The collection of data leads to the formation
of information. In the context of personal data, different countries use different terms;
some referto it as “personal information”, while others use it as “personal data”. However,
substantively, both terms have nearly the same meaning. Aside from these terminological
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differences, there are also variations in the interpretation of the concept of personal
data itself'. Indonesia uses the term “personal data”, based on Article 1, Number 1 of the

PDP Law?: “Personal data refers to information about an individual who is identified
or can be identified, either individually or in combination with other information, directly
or indirectly, through electronic or non-electronic systems”.

The provisions in the PDP Law define personal data as information that can be
identified or is identifiable through electronic or non-electronic means. In contrast, the
GDPR does not specify this distinction.

Personal data protection encompasses at least two key concepts: securing physical
personal data and establishing regulations that provide privacy guarantees for using
a data subject’s data. Fundamentally, data protection is closely related to safeguarding
the right to privacy (Yetno, 2021). This is also emphasized by Alan Westin, who stated
that data privacy is the right of individuals, groups, or institutions to determine for
themselves when, how, and to what extent information about them will be communicated
or collected by others3.

Conceptually, establishing an absolute or standard definition of privacy is
challenging, as the term remains a subject of ongoing debate among experts. Privacy
refers to an individual’s right to control personal information collection, use, disclosure,
and retention (Jose, 2023). The concept of privacy was first introduced by Samuel Warren
and Louis Brandeis, who stated that a fundamental human right must be protected,
known as “The Right to Privacy”, which means the following (Anand et al., 2020): “Privacy
is the right to enjoy life and the right to be left alone and this development of the law was
inevitable and demanded of legal recognition”.

Based on this explanation, the right to privacy encompasses the right to enjoy life, to be
left alone, and to seek legal protection for one’s privacy. According to the Big Indonesian
Dictionary, privacy is defined as freedom or personal freedom. Warren and Brandeis further
emphasize that privacy is the right to enjoy life and be left alone, ensuring everyone has the
right to maintain their privacy (Dewi, 2017). Therefore, the right to privacy is the fundamental
human right of every individual to maintain confidentiality and security (Anggen Suari &
Sarjana, 2023). Everyone's privacy must be protected because an individual’s privacy is
compromised when personal information is made public. Therefore, privacy protection

1 Djafar, W, Sumigar, B. R. F, & Setianti, B. L. (2016). Perlindungan Data Pribadi Usulan Pelembagaan
Kebijakan Dari Perspektif Hak Asasi Manusia. Lembaga Studi dan Advokasi Masyarakat.

2 Undang - Undang Nomor 27 Tahun 2022 tentang Perlindungan Data Pribadi. Pasal 1 angka 1. (2022).
Lembaran Negara Republik Indonesia, 196, Tambahan Lembaran Negara Republik Indonesia, 6820.

3 https:/clck.ru/3MEF5G
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is essential. However, many experts find it challenging to define and limit the concept of
privacy due to its broad scope. As a result, many countries combine the idea of privacy
with protecting personal data. This aligns with modern privacy theory, which Alan Westin
first developed in his book Privacy and Freedom, where he states that (Pelteret & Ophoff,
2016): “Privacy is the claim of individuals, group or istitution to determine for themselves
when, how, and to what extent information about them is communicated to others”.

Based on this statement, privacy is the right of individuals, groups, or institutions
to determine whether or not data about them will be communicated to other parties. Legal
experts further developed this definition in response to information and communication
technology advances, where an individual’s privacy data can be accessed, processed,
collected, and manipulated. As a result, one type of privacy right became known
as personal data privacy.

The 1945 Constitution of the Republic of Indonesia (UUD NRI 1945) regulates
the protection of humanrights. Aftertheamendmenttothe 1945 Constitution, the regulation
of citizens’ human rights became more comprehensive compared to the pre-amendment
Constitution, which only addressed them in general and brief terms. The amendments
to the 1945 NRI Constitution now include guarantees for protecting and fulfilling citizens’
rights, one of which is the right to privacy (Asrun, 2016). The protection of the right
to privacy is not explicitly regulated in the 1945 NRI Constitution. Still, the right to privacy
is implicitly protected under Article 28G, paragraph (1) of the 1945 NRI Constitution, which
states that*: “Every person has the right to protect themselves, their family, honor, dignity,
and property under their control, and has the right to a sense of security and protection
from the threat or fear of doing or not doing something, which is a human right”.

Based on the explanation above, the right to privacy is implicitly regulated in this
article. The explanation of this article aligns with the concepts of privacy discussed
earlier, which include the right to honor, dignity, and property, as well as the right
to a sense of security and protection from threats. In addition, privacy guarantees are
also regulated in Article 29, paragraph (1), and Article 30 of Law Number 39 of 1999
concerning Human Rights. However, Indonesian laws and regulations do not define the
right to privacy (Rohmansyah et al., 2023).

The right to privacy is related to personal data, where personal data is one of the
elements protected by law. Thus, everyone has the right to maintain their personal data’s
privacy (confidentiality and security) (Priskarini et al., 2019). The European Human Rights
Court also stated that the protection of personal data is fundamental and that respect
for a person'’s right to privacy is as regulated in Article 8 of the European Convention on
Human Rights (European Convention on Human Rights and Fundamental Freedoms)
(Sinaga & Putri, 2020). This is also in line with the provisions of Article 28G, paragraph (1)

4 Undang - Undang Dasar Negara Republik Indonesia Tahun. (1945). Pasal 28G ayat (1).

279

https://www.lawjournal.digital




Journal of Digital Technologies and Law, 2025, 3(2) elSSN 2949-2483

of the 1945 Constitution of the Republic of Indonesia, which protects personal data as
part of the right to privacy. Although Article 28G, paragraph (1) of the 1945 Constitution
of the Republic of Indonesia does not explicitly mention the right to privacy, this provision
implies a guarantee of the right to privacy (Soraja, 2021).

Apart from that, the explanation of Article 26 of the ITE Law Number 19 of 2016
clarifies that protecting personal data is one aspect of personal rights (privacy rights)
(Priliasari, 2023). So, personal data protection is part of each individual’s right to privacy.
The PDP Law defines personal data protection, as explained in Article 1, number 2 of the
PDP Law, which states that:> “Personal Data Protection is the overall effort to protect
Personal Data during Personal Data processing to guarantee the constitutional rights
of Personal Data subjects”.

Based on this explanation, the right to protect personal data is a constitutional
right of Indonesian citizens that the state must safeguard. Therefore, personal data
protection is part of the right to privacy, implicitly protected under Article 28G paragraph
(1) of the 1945 Constitution of the Republic of Indonesia. Consequently, personal data
protection is a constitutional right of citizens that the state must uphold to ensure they
receive their rights. Thus, personal data is an inseparable part of the right to privacy,
as protecting personal data is an integral aspect of the right to privacy guaranteed by
the 1945 Constitution of the Republic of Indonesia.

1.2. Meaning of pseudonymisation data

The definition of a pseudonym in the Big Indonesian Dictionary refers to a name used
to conceal one’s true identity (pseudonym). Pseudonymisation of data involves replacing
identifying characteristics with pseudonyms or, in other words, modifying the data so
that the data subject cannot be directly identified. This pseudonymisation can only be
associated with confidential identification data (additional data).

Pseudonymisation emphasizes techniques that replace, delete, or alter information
that identifies an individual while keeping that information separate. Data that has
undergone the pseudonymisation process remains classified as personal data and falls
within the scope of data protection law.

Pseudonymisation begins with original data, which is then disguised, resulting
in two data sets: pseudonymized data and additional information. Both datasets can
be used to reconstruct the original data. This means that pseudonymized data can be
linked back to the original data of the data subject using additional information. Thus,
pseudonymisation data retains data protection principles.

5 Undang - Undang Nomor 27, Pasal 1 angka 2. (2022), tentang Perlindungan Data Pribadi, Lembaran

Negara Republik Indonesia Tahun, 196, Tambahan Lembaran Negara Republik Indonesia, 6820.
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Article 4, paragraph (5) of the GDPR defines pseudonymisation as follows:
“pseudonymisation means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data are not
attributed to an identified or identifiable natural person”.

As explained above, pseudonymized personal data falls within the scope of the GDPR.
This definition clearly describes and emphasizes that data undergoing the pseudonymisation
process begins and remains classified as personal data. Pseudonymisation data is still
associated with a natural person who can be identified according to the definition of
personal data itself. The pseudonymisation process only prevents the direct identification
of the pseudonymisation data subject (Mourby et al., 2018).

Pseudonymisation, as described in Article 4, paragraph (5) of the GDPR, refers
to processing personal data so that it can no longer be associated with a specific data
subject without using additional information. Such additional information must be kept
separately and subject to technical and organizational measures to ensure that personal
data is not linked to an identifiable person. This provision clearly distinguishes between
anonymized data and pseudonymisation data. In the case of anonymous data, data
protection principles do not apply because the subject is not or can no longer be identified.
In contrast, pseudonymisation data must adhere to data protection principles because the
data belongs to an identifiable individual (Bolognini & Bistolfi, 2017). This is also explained
in Recital 26 of the General Data Protection Regulation (GDPR), which states: “The principles
of data protection should apply to any information concerning an identified or identifiable
natural person; personal data which has undergone pseudonymisation, which could
be attributed to a natural person by the use of additional information, should be considered
to be information on an identifiable natural person...” (Finck & Pallas, 2020).

So, even though pseudonymisation data can be reconnected to the original data of the
data owner, processors and personal data controllers must ensure that any additional
information used for re-identification is stored separately. This ensures that other parties
cannot access or use it without permission to re-identify the original data of the subject
that has undergone the pseudonymisation process (Huang & Zheng, 2023). Therefore,
re-identification can be prevented by ensuring that unauthorized parties do not gain access
to additional data or information that could be used to identify the pseudonymized data
(Kohlmayer et al., 2019).

6 General Data Protection Regulation (EU GDPR). (2018, May 23). GDPR-Text.com. https://goo.su/Ke5Byw
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Pseudonymisation is used as a new approach to controlling data distribution
to maintain the data owner’s privacy by applying pseudonyms, which hide the relationship
between the information and the data owner. This pseudonymisation aims to control
the flow of information to individuals to prevent the misuse of their information or
privacy. Additionally, pseudonymisation also functions to limit unwanted data disclosure
by unauthorized parties. One method of implementing pseudonymisation is encryption.
Data that undergoes the encryption process is transformed into specific codes that
generate a public key (Suryawijaya, 2023). Pseudonymisation can address privacy issues
(personal data protection), confidentiality, and integrity. The scope of a pseudonym
includes knowledge or information related to the holder and the pseudonym. Information
about pseudonyms must only be known by the holder or an authorized party because
it can refer to the data subject and reveal their identity if identified with additional data
(Kumar Rai, 2016).

1.3. Meaning of anonymized data

Anonymization is replacing, modifying, or deleting individual data or information so that it
cannot be re-identified. Therefore, pseudonymisation differs from anonymization in that
information processed through pseudonymisation is not entirely deleted or disguised but
is only replaced with a pseudonym, allowing it to be re-identified with the help of additional
information stored separately. Meanwhile, anonymization not only removes names but
typically disguises or completely deletes a person’s information, making it impossible
to identify the data subject (Hintze & El Emam, 2018).

Pseudonymisation and anonymization are two distinct terms, but they are often
confused in the context of personal data protection. Data that undergoes an anonymization
process will remove any information that could serve as an identifier for the data subject. In
other words, anonymous data permanently disconnects the personal data from a specific
identified or identifiable person. Meanwhile, pseudonymization does not remove all
identifying information from the data but only reduces the association of the data set with
a person’s real identity (Starchon & Pikulik, 2019). The EU Article 29 Working Party also
explains that “Pseudonymisation is not an anonymization method, as pseudonymisation
only reduces the linkage of a data set with the original data of the data subject'’s identity”»’.
Thus, data will be considered anonymous if the data that undergoes de-identification cannot
be changed or re-identified to the subject who owns the data (Mourby et al., 2018).

7 EU. (1995, October 24). Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and on the free

movement of such data. https://clck.ru/3MEFan
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Anonymization is intended to prevent the re-identification of data or individuals who
have gone through the anonymization process. Thus, anonymous data does not fall under
data protection principles. This is also explained in Recital 26 of the GDPR, which states
that...: “..The principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data subject is
not or no longer identifiable..."8.

Therefore, anonymous data does not fall under the principles of personal data
protection because it cannot be linked back to a specific identified or identifiable person.
On the other hand, pseudonymisation data still falls under the principles of personal data
protection because it can be linked back to an identified or identifiable natural person.
Thus, the GDPR obligates personal data controllers to separate additional information
that can be used to re-identify pseudonymisation data. In addition, the controller is also
obliged to consider all possible means or methods that specific individuals could use
to re-identify pseudonymisation data.

1.4. Meaning of aggregated data

Aggregate data is data produced through an aggregation process (grouping data). Data
aggregation is collecting and presenting raw data in summary form for statistical analysis.
Aggregate data is generally known as statistical data and is usually displayed as tables,
charts, graphs, or bar charts (Sinulingga, 2022). Therefore, aggregate data does not fall
under personal data protection because aggregate data cannot re-identify a person’s
identity. Thisisalso explainedin Recital 26 of the GDPR, which states that: “.. This Regulation
does not therefore concern the processing of such anonymous information, including for
statistical or research purposes”.

Thus, based on the explanation above, of the three types of data, namely
pseudodonymisation data,anonymous data, and aggregate data, only pseudodonymisation
data is subject to the principles of personal data protection. This is because
pseudonymisation data can be identified as the original data of the owner, with additional
information stored separately.

8 Resital 26 General Data Protection Regulation. (2022).
9 .
Ibid.
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2. The relationship between pseudonymized data protection of crypto asset
customers and crypto asset trading

Cryptocurrency is a currency not centralized by banks; it is created using computer
encryption technology recorded on a blockchain platform. Users use cryptocurrency
to store and make transactions, although not all countries legalize cryptocurrency as
a means of payment in trade transactions. For example, as regulated in Article 2 of
Law Number 7 of 2011, Indonesia stipulates that the legal means of payment is the
rupiah (Setiawan et al., 2023). So, in this case, cryptocurrency is not a legal currency
in Indonesia that can be used as a means of payment. This was also expressly stated
by Bank Indonesia, which declared that cryptocurrency cannot be used as a means
of payment in Indonesia. Furthermore, the prohibition on crypto assets as a means
of payment in Indonesia is explicitly regulated in Bank Indonesia Regulation Number 20
of 2018 concerning Electronic Money (Chang, 2019).

On the other hand, cryptocurrency can be used as an investment instrument in
Indonesia, as explained in Article 1 of the Minister of Trade Regulation Number 99 of
2018 concerning the General Policy for Implementing Crypto Asset Futures Trading
(Crypto Asset). Thus, cryptocurrency is recognized as a “Crypto Asset” in Indonesia
(Ulya & Pambudi, 2024). Crypto assets can be defined as private assets that rely on
a blockchain system to secure digital value or contractual rights. These assets can be
transferred, stored, or traded electronically. Abroad, crypto assets are usually known as
cryptocurrency, and cryptocurrency can be used as virtual currency in buying and selling
transactions (Pudjastuti & Westra, 2021). Meanwhile, crypto assets can only be used as
investment instruments in Indonesia.

Crypto assets are digital currency systems that are secured using cryptographic
techniques (Faozi & Segara Gustanto, 2022). Cryptography refers to encryption, which
converts text into signs or symbols. Cryptocurrency uses a technology called blockchain
(Ausop & Aulia, 2018). Therefore, cryptocurrency is a digital currency that stores
digital data related to users’ crypto asset transactions in the blockchain system. Thus,
cryptocurrency cannot be separated from the blockchain because it is connected, with
the blockchain functioning as a data storage system for crypto asset investors.

In computer systems, there are three types of networks, one of which is a distributed
network. Distributed systems are not subject to any central authority, so each system node
is part of a network and is directly connected to other system nodes (Suryawijaya, 2023).

Blockchainimplementsadistributed system,soall systemnodesinthenetworkhavethe
same rights and obligations to store information and are connected (Handoko et al., 2024).
Blockchain-based systems offer a higher level of transparency compared to existing
records and ledgers. Because of this transparency, changes are visible to everyone on
the network, and transactions cannot be changed or deleted once they are entered into
the blockchain. Blockchain provides transparency to everyone in the network, allowing
them to see the transactions in the blockchain system (Nanda Sari & Gelar, 2024).

https://www.lawjournal.digital
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Besides that, blockchain also implements a decentralized system, which aims to
eliminate the involvement of intermediaries (third parties), thereby increasing transparency
andtrustinthe system (Abdul Karim & Hadinata,2023). Decentralized blockchain essentially
allows everyone to connect to the network so that they have access to the blockchain
system (Suryawijaya, 2023). What's more, data that has been entered into the blockchain
cannot be changed or deleted. Data in blocks entered into the blockchain system can
also be traced back to previous blocks. With this blockchain system, transactions carried
out in the past cannot be changed, so they still leave clear traces. However, security in
blockchain systems is not perfect. This is because the blockchain system is transparent
and decentralized, meaning everyone can see transactions in the blockchain network
(Jamwal et al., 2024). Therefore, many experts study blockchain because it is considered
that security in blockchain technology is not yet entirely perfect for protecting blockchain
users’ data, as stated by researchers from the Open Data Institute (Utomo, 2022).

However, many users feel that this transparency is not a problem for privacy because of
pseudonymization, where only users with the private key can use it to redescribe the public
key. However, in the concept of personal data protection, the controller must be able to
guarantee that the data stored is kept confidential and available and that only authorized
parties can access the data. In reality, however, the data entered into the blockchain system
contradicts the principles of confidentiality and availability because everyone can see the
data entered into the blockchain system, as the blockchain is transparent (Tatar et al., 2020).
Even though the data entered into the blockchain system is Pseudonymisation, research has
shown that the data found in the blockchain can refer to individual people (disguised personal
data subjects) if this is done by connecting data available on the blockchain network to data
outside the network or by analyzing the context of transactions that occur on the blockchain
using network analysis. Moreover, the user’s real identity can also be revealed when using
information outside the network. Furthermore, if additional data is not stored separately
from the public key, it can reveal the user’s real identity. For example, a study shows that
it is still possible to re-identify crypto asset customers by tracking pseudonymous wallet
addresses and transactional data in the blockchain system (Tatar et al., 2020).

Therefore, crypto assets are closely related to the processing of pseudonymisation
data. In the crypto asset trading transaction mechanism, crypto asset transactions are
closely related to the pseudonymisation data process. When crypto asset investors carry
out transactions (exchange or transfer) of crypto assets, whether from crypto assets
to fiat money (IDR) or vice versa, or from one crypto asset to another, the transaction
will be entered into the blockchain system in the form of a pseudonymisation public
address/wallet address. As a result, everyone in the blockchain system can see
transactions made by crypto asset investors, even though they won't know the identity
of the user who created the transaction, as the public address/wallet address entered
into the blockchain system is Pseudonymisation. Furthermore, the transaction will also
be recorded or saved by the crypto asset trader as a financial record, which will be
reported to COFTRA to prevent crypto asset transactions from being used as a mode for

committing criminal acts such as money laundering.
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Thus, the physical trading of crypto assets cannot be separated from processing
personal data in pseudonymisation data, especially regarding pseudonymisation data
protection. This is because crypto asset trading transactions involve pseudonymous
wallet addresses recorded in the blockchain system. Moreover, physical crypto asset
traders are required to apply the Know Your Customer (KYC) principle, which involves
collecting customer personal data as part of anti-money laundering programs and
efforts to prevent the financing of terrorism and the proliferation of weapons of mass
destruction. Therefore, personal data collection activities by crypto asset traders can
result in “additional information” that may be used to re-identify the pseudonymisation
data of crypto asset customers (Atikah, 2023).

In addition, pseudonymous wallet addresses are collected by physical crypto asset
traders as a form of applying the travel rule principle. The travel rule is a regulation
that requires virtual asset service providers (crypto asset traders) to collect, store, and
transmit certain information about the sending and receiving assets in every transaction
carried out, including transactions that cross jurisdictional boundaries (Maulana, 2024).
This is in line with on-chain crypto asset trading transactions, where the user’s public
address/wallet address is recorded in the blockchain system and on the platform
used by crypto asset customers to carry out crypto asset trading transactions. This
raises the risk that the crypto asset customer’s public address/wallet address may be
re-identified with additional information obtained and collected by the crypto asset trader
as part of implementing the know your customer (KYC) principle (Alfin et al., 2024).

Thus, personal data is processed in pseudonymous form and carried out by physical
crypto asset traders. However, the implementation of the travel rule principle does not
consider the principle of protecting personal data in pseudonymisation form, where
“additional information” that can be used for re-identification should be stored separately.
Therefore, crypto asset tradingis closely related to protecting the pseudonymisation data
of crypto asset investors. Hence, regulations must guarantee the protection of crypto
asset investors’ pseudonymisation data processing in the crypto asset transaction
process.

3. Data pseudonymization and reidentification regulations
3.1. Indonesian Personal Data Protection Law

The protection of personal data is a constitutional right of Indonesian citizens. This
is also confirmed in Article 1, number 2 of the PDP Law, which states that personal
data protection is the overall effort to protect personal data in processing personal data
to guarantee the constitutional rights of personal data subjects. The personal data in
question refers to data about natural persons who are identified or can be identified
individually or in combination with other information, either directly or indirectly, through
electronic or non-electronic systems. Based on the explanation of Article 1, point 1
of the PDP Law, this article indirectly accommodates the meaning of pseudonymisation
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data. Pseudonymisation data refers to the alteration or replacement of identifying
data characteristics with a pseudonym so that it does not allow the data subject to be
identified directly without the help of additional information stored separately.

Unfortunately, the PDP Law does not regulate pseudonymisation data as one of the
types of data that receives protection. This can be seen from the provisions of Article 4,
paragraph (1) of the PDP Law, which divides personal data into two types: specific and
general personal data. Specific personal data includes health data and information,
biometric data, genetic data, criminal records, children’s data, personal financial data,
and other data by statutory provisions. Meanwhile, general personal data includes
full name, gender, nationality, religion, marital status, and/or personal data combined
to identify a person (Adhiwisaksana & Allagan, 2023). However, both types of personal
data, specific and general personal data, do not include pseudonymisation data as part
of the personal data that receive protection.

Even though Article 4, paragraph (3), letter f of the PDP Law includes “personal data
combined to identify a person”, the Elucidation to Article 4, paragraph (3), letter f of
the PDP Law only includes cell phone numbers and IP addresses. Implicitly, “personal
data combined to identify a person” means that the data functions to identify or link
the individual owner of the personal data. Therefore, it fundamentally differs from
pseudonymisation data, which is not intended to identify or link natural persons. Instead,
pseudonymisation data is meant to disguise the data subject’s identity, making re-
identification impossible without using additional information that is stored separately.

Moreover, the PDP Law also does not regulate the re-identification criteria considered
valid for pseudonymisation data. Additionally, the PDP Law does not regulate the
requirements for processing pseudonymisation data that has been re-identified and is
considered valid. The PDP Law does not address pseudonymisation data as data subject
to data protection principles. Thus, the PDP Law does not regulate the re-identification and
processing of re-identified personal data, which could result in personal data violations.

3.2. General Data Protection Regulation

The European Union issued the General Data Protection Regulation (GDPR), which
includes regulations related to de-identification, one of which is pseudonymisation.
The GDPR introduced the concept of pseudonymisation and contributed to popularizing
the idea of pseudonymisation data, which falls between personal data and anonymous
data. The GDPR emphasizes that the storage and protection of additional information
must be carried out separately in the definition of pseudonymisation information. This is
explained in Article 4, paragraph (5) of the GDPR (Joo & Kwon, 2023).

Article 4, paragraph (1) GDPR defines personal data, as “any information relating to
an identified or identifiable natural person (‘data subject’); an identifiable natural person
is one who can be identified, directly or indirectly, in particular by reference to an identifier

287

https://www.lawjournal.digital




Journal of Digital Technologies and Law, 2025, 3(2) elSSN 2949-2483

such as a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person” (Imakura et al., 2023). The personal data subject
to data protection principles according to GDPR are as follows (Joo & Kwon, 2023):

e N
Personal Data
Personal - J
; s ™
Information Pseudonymisation
General Data
- Data
Protection W
S

N
, e
Regulation Non-Personal Anonymous
Information L Data

The personal data subject to data protection principles
Sourse: (Joo & Kwon, 2023).

The GDPR protects pseudonymisation data, which is not considered anonymous
because it can be identified or re-identified using additional information that must
be stored separately (Limniotis, 2021). The GDPR provides data protection principles
for pseudonymisation data, as explained in Recital 26 of the GDPR, which states:
“The principles of data protection should apply to any information concerning
an identified or identifiable natural person; personal data which has undergone
pseudonymisation, which could be attributed to a natural person by the use of additional
information, should be considered to be information on an identifiable natural person”19.
The European Union includes pseudonymisation data within the scope of “personal
data”, so pseudonymisation data is protected by law (Wahyuningtyas, 2024).

However, the GDPR does not provide data protection principles for anonymous data,
as explained in Recital 26 of the GDPR, which states: “...The principles of data protection
should therefore not apply to anonymous information, namely information which does
not relate to an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the data subject is not or no longer identifiable...”".
This is because, in essence, anonymous data is intended to prevent re-identification, so
data that has gone through the anonymization process cannot be linked or re-identified
to a particular individual (Dat & An, 2024).

Therefore, Article 29 of GDPR obligates data controllers to separate additional
informationthat canbeusedtolink personal datathathasundergone a pseudonymisation
process. Additionally, the controller must also consider all means or methods that
may be used by certain parties to re-identify pseudonymisation data. This is a form

10 Resital 26 General Data Protection Regulation. (2022).
T Ibid.
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of legal protection against pseudonymisation data processing (Finck & Pallas, 2020).
Unfortunately, the GDPR does not provide further regulations regarding the criteria for
re-identification of pseudonymisation data that is considered valid. On the other hand,
the GDPR obligates member countries to establish legal rules that apply to violations
of the provisions of the GDPR, as regulated in Article 84 paragraph (1) of the GDPR.

3.3. Data Protection Act 2018

The General Data Protection Regulation (GDPR) affects European Union countries,
requiring them to adopt the GDPR into their respective national personal data protection
laws. Therefore, the GDPR obligates member countries to establish legal rules that apply to
violations of its provisions, as regulated in Article 84 paragraph (1) of the GDPR. In addition,
member countries must also encourage the preparation of codes of ethics that can support
the implementation of the GDPR, one of which is related to pseudonymisation data, as
regulated in Article 40 paragraph (2) letter d of the GDPR. Consequently, the UK established
data protection regulations, namely the Data Protection Act 2018, which regulates the re-
identification of pseudonymisation data. Article 171, paragraph (2) of the UK DPA 2018
defines de-identification and re-identification as follows'%:

“(a) personal data is “de-identified” if it has been processed in such a manner that it
can no longer be attributed, without more, to a specific data subject;

(b) a person “re-identifies” information if the person takes steps which result in the
information no longer being de-identified within the meaning of paragraph (a)".

Any person who re-identifies information that constitutes personal data, which has
been de-identified (pseudonymized) without the consent of the controller or responsible
controller or supervisor, constitutes a personal data violation, as regulated in Article 171
paragraph (1) of the DPA 2018. Therefore, provisions in paragraphs (1) and (2) of Article
171 of the DPA 2018 refer to or represent pseudonymization as outlined in Article 4,
paragraph (5) of the GDPR. Thus, anyone who re-identifies pseudonymisation data is
considered to have committed a personal data violation.

However, the 2018 DPA provides criteria for re-identification that are considered valid,
one of which is for the public interest, including the purpose of preventing or detecting
crime, when required or permitted by law or court order, and in the public interest, as
regulated in Article 171 paragraph (3) of the 2018 DPA. In addition, identification is
considered valid if it is based on reasonable confidence and for special purposes such
as academic research, as regulated in Article 171 paragraph (4). Furthermore, the 2018
DPA also regulates personal data violations concerning the processing of re-identified
personal data if it turns out that the data processing was carried out without permission
from the responsible party and the re-identification violates the provisions of Article 171
paragraph (1) of the 2018 DPA.

12 Data Protection Act. (2018), Article 171 Paragraph (2).
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The 2018 DPA also provides criteria for processing re-identified personal data
that is considered lawful, namely for the public interest, which includes the purpose
of preventing or detecting crime, required or permitted by law or court order, and in the
public interest, as regulated in Article 171 paragraph (6) of the 2018 DPA. In addition,
processing re-identified personal data is considered lawful if it is based on reasonable
belief and for specific purposes, such as academic research, as regulated in Article
171 paragraph (7). However, Article 171 paragraph (7) does not include “effectiveness
testing” as one of the criteria, whereas in Article 171 paragraph (4), “effectiveness
testing” is included in the criteria for re-identification that is considered valid.

4. Crypto asset customers' pseudonymisation data protection
challenges in Indonesia

The right to privacy is every person’s right to live without interference in their private
life, whether by other people or the state. Thus, the state is responsible and obligated
to regulate and recognize these rights. Privacy, as a right inherent to humans, can be
divided into several types, one of which is information privacy. Information considered
private can come in various forms depending on its intended use. Simson Garfinkel
divides it into five types: personal information, private information, personal identity
information, pseudonymous or anonymous information, and aggregate information
(Syailendra et al., 2024).

The right to privacy is implicitly regulated in Article 28G paragraph (1) of the 1945
Constitution of the Republic of Indonesia. Protecting personal data is closely related to
the right to privacy, as it constitutes one type of privacy right. Therefore, personal data
protection is part of human rights, as regulated in Article 28G paragraph (1) of the 1945
Constitution of the Republic of Indonesia (Priskarini et al., 2019). Therefore, Indonesia
established the Personal Data Protection Law as a form of protection for human rights,
specifically the right to privacy.

Unfortunately, the PDP Law cannot fully provide legal protection regarding
pseudonymisation data processing, particularly for crypto asset customers. This
is because the PDP Law does not regulate pseudonymisation data as one of the
types of data that receives protection. Thus, the PDP Law, particularly Article 4,
which governs types of personal data, does not yet accommodate the regulation of
“pseudonymisation data” as a protected data type. Even though Article 4 paragraph (3)
letter f states “personal data combined to identify a person”, the Elucidation to Article 4
paragraph (3) letter f only includes cell phone numbers and IP addresses. Furthermore,
pseudonymisation data is not intended to identify a person but to disguise the subject’s
identity, making direct identification impossible without using additional information
stored separately.

Thus, the PDP Law cannot fully guarantee personal data protection for crypto
asset customers by processing personal data as pseudonymisation data. Crypto
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asset transactions are closely related to the processing of personal data in the form
of pseudonymisation data because transactions (exchange or transfer) of crypto assets,
whether from crypto assets to fiat money (IDR) or vice versa, and from one crypto asset
to another, will be recorded in the blockchain system as a pseudonymisation public
address or wallet address.

Furthermore, the transaction will also be recorded or stored by the crypto asset
trader in the form of sender and user names, sender and recipient wallet addresses,
and sender and user addresses as a form of application of the travel rule principle. This
aligns with on-chain crypto asset trading transactions, where the user’s public address/
wallet address is recorded in the blockchain system and, of course, on the platform
crypto asset customers use for trading transactions.

Therefore, this processing poses a risk because the crypto asset customer’s public
address/wallet address could be re-identified using additional information obtained and
collected by the crypto asset trader as part of implementing the know your customer (KYC)
principle (Alfin et al., 2024). Thus, there are personal data collection activities in the form
of pseudonymisation data, which are carried out together with “additional information”
that can be used to re-identify the pseudonymisation data of crypto asset customers
(Atikah, 2023).

Personal data protection in electronic systems must be carried out by respecting
the privacy rights of personal data owners, as personal data is private. Thus, electronic
system organizers, in this case, physical traders of crypto assets, must protect the
electronic information collected as a form of application of the travel rule or know-
your-customer principles (Utomo, 2020). Unfortunately, the PDP Law cannot guarantee
protection for processing personal data in the form of pseudonymisation data
because, in essence, the PDP Law does not regulate pseudonymisation data as one
type of data with protection principles. Thus, this presents a challenge for protecting
pseudonymisation data for crypto asset customers because the PDP Law does
not yet accommodate legal protection arrangements for processing personal data
in pseudonymisation data.

Therefore, it is necessary to reformulate the PDP Law regarding regulating
the types of data that receive protection to ensure legal protection for crypto asset
customers. This aligns with the theory of legal protection put forward by Philipus
M. Hadjon, namely the theory of preventive legal protection, which involves establishing
regulations that can protect every citizen (Tirtakoesoemah & Arafat, 2019). Therefore,
it is necessary to establish regulations that govern pseudonymisation data as one type
that receives protection in the PDP Law as a guarantee of legal protection provided by
the government to crypto asset customers against processing personal data in the form
of pseudonymisation data.

This arrangement can provide legal certainty regarding legal protection for crypto
asset customers by processing personal data as pseudonymisation data by physical

https://www.lawjournal.digital




Journal of Digital Technologies and Law, 2025, 3(2) elSSN 2949-2483

traders of crypto assets. In reality, crypto asset customers currently do not obtain legal
protection against processing personal data through pseudonymisation data by applying
the travel rule principle. Additionally, storing “additional information”, which can be used
to identify pseudonymisation data, is not carried out separately, making it vulnerable
to exploitation by parties not authorized to re-identify pseudonymisation data illegally
(Ayunda, 2022).

Moreover, the number of crypto asset customers reported by the Republic of Indonesia
Ministry of Trade website reached 21.27 million people from February 2021 to September
2024. Although Pseudonymisation data leaks are currently not known to have occurred in
Indonesia, crypto-news websites have suspected or claimed that the personal information
of 13 million Binance users, including names, emails, telephone numbers, and residential
addresses, has been leaked. However, personal data leaks in the form of names, emails,
and telephone numbers can be a significant trigger for pseudonymisation data leaks. This
data can be used as “additional information” to re-identify the individuals who own the
pseudonymisation data.

In addition, re-identifying pseudonymisation data can also result in hacking crypto
asset customers’ private addresses (private key compromise). A private key compromise
refers to unauthorized access by a particular person to a crypto asset customer’s private
key. After investigation, it was discovered that 19 cases of private key compromise had
occurred, resulting in financial losses of $641.54 million in 2022 and $231.00 million in
2023 (Multazam et al., 2024). Therefore, Indonesia needs to build a robust and coordinated
information technology legal system to achieve legal certainty regarding protecting crypto
asset customers by processing personal data in pseudonymisation form.

This aligns with the legal convergence theory put forward by Danrivanto Budhijanto,
who adapted the 4C Convergence theory. The legal convergence theory focuses on the
unification of technological, economic, and legal variables in human relations in the digital
era. It highlights the need for the formation of laws, both at the national and international
levels, to accommodate these technological developments (Rizko Ramadoni et al., 2021).
Research has shownthatdatafoundinblockchains canreferto natural persons (obfuscated
personal data subjects) if handled in an adequate technical manner. This can be done
by connecting data available on the blockchain network to data outside the network
and analyzing the context of transactions that occur on the blockchain through network
analysis. Furthermore, the user’s real identity can be revealed when using information
outside the network (Jamwal et al., 2024).

Thus, it is necessary to regulate pseudonymisation data in the PDP Law to
guarantee legal certainty regarding the legal protection of crypto asset customers’
pseudonymisation data processing. Since the PDP Law does not regulate it, it poses a
challenge or obstacle for crypto asset customers to obtain legal protection concerning
pseudonymisation data processing.
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Conclusions

Protection of personal data is part of the right to privacy, which is implicitly regulated in
Article 28G paragraph (1) of the 1945 Constitution of the Republic of Indonesia as part of
the human rights of Indonesian citizens. Therefore, the state must protect the processing
of its citizens’ data, including that of crypto asset customers. Physical crypto asset
trading transactions are closely related to pseudonymisation data processing. On-chain
crypto asset transactions, in the form of exchanges or transfers, will be recorded
in the blockchain system as a wallet address or public address. In addition, physical
crypto asset traders will also record and store transaction details, such as sender
and recipient names, sender and recipient wallet addresses, and sender and recipient
addresses, as part of their obligation to apply the travel rule principle.

Even though, in principle, the protection of pseudonymisation data requires
that “additional information” that can be used to re-identify pseudonymisation data
must be stored separately, physical crypto asset traders have, in practice, processed
the pseudonymisation data of crypto asset customers. Unfortunately, the PDP Law
does not regulate pseudonymisation data as a type subject to personal data protection
principles. Moreover, physical traders of crypto assets are obligated to apply the know
your customer principle.

Thus, Article 4 of the PDP Law needs to be reformed by adding “pseudonymisation
data” as one type of personal data. This would give crypto asset customers legal
certainty regarding legal protection in processing personal data as pseudonymisation
data. Additionally, the PDP Law must accommodate criteria for re-identifying
pseudonymisation data that is considered valid to guarantee legal certainty for crypto
asset customers. Therefore, legal protection for crypto asset customers in processing
personal data in pseudonymisation data will be achievable (not impossible) because
regulations will govern it.
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Llenb: aHann3 BO3MOXHOCTK ob6ecreyeHuss NpaBoOBOM 3aLMTbl NCEBAOHM-
MUW3NPOBAHHbIX NEpPCOHasbHbIX AaHHbIX NoNb3oBaTenen KpUnToakTUBOB
B NpaBoBoi cucteme NHAOHe3UU.

MeTopabi: B paboTe NPUMEHSIETCS KOMIMNEKCHbIV NPaBOBOI aHann3, 0CHo-
BaHHbIN Ha W3yYeHUU [ENCTBYIOLWMX HOPMATUBHbIX MPaBOBbIX aKTOB
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peannM3oBaHO C MCMOJ/Ib30BaHUEM 3aKOHOAaTesNIbHOro, KOHLENTyanbHOro
W CPaBHUTENIbHOrO METOA0I0MMYEeCKMUX MOAXOA0B, BK/OYAKOLWMX aHanms
NONOXXEHUN UHAOHE3NINCKOro 3akoHa O 3aluMTe NepCoHalbHbIX AaHHbIX,
O6wero pernameHTa EBponeinckoro cotosa no 3aute NepcoHasbHbIX AaH-
HbIX U 6pUTaAHCKOro 3akoHa O 3aluTe AaHHbIX.

PesynbTaTbl: yCTaHOB/IEHO, YTO NCEBAOHUMM3ALUUA AaHHbIX MOMb3oBaTe-
nen KpunToakTMBoB B NHAOHE3MM ocyllecTBUMa C NpaBOBOW TOYKU 3pe-
HUS, OQHAKO CYyLLEeCTBYHOLLEE 3aKOHOAATENbCTBO COAEPXKWUT CYLLECTBEH-
Hble Npo6enbl. JeicTBYOWMIA 3aKOH O 3alinTe NepCcoHasbHbIX AaHHbIX
NHOoOHEe3Mn He nNpusHaeT NceBAOHUMU3MPOBAHHbIE AaHHble B KayecTBe
OTAENbHOM KaTeropum MNepCcoHanbHbIX AaHHbIX, MNOANEeXalux nNpaBoBOWM
3alwuTe. BbisiBneHa npo6seMaTUYHOCTb peanusauun npaeuia KOHTpons
nepeeBofoB (U3NYECKMMU Tpengepamu KpUNTOAKTMBOB, MOCKOJbKY
JononHuTenbHasa nHpopmMauma ansa pengeHTudukaumm nceBgoHMMU3NPo-
BaHHbIX JAHHbIX HE XPaHUTCA OTAENbHO, UTO YBENNYUBAET PUCKU HapyLLe-
HUS KOHDUAEHLMANBHOCTM.
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HayyHasa HOBM3HA: NpoBeAeH KOMMJIEKCHbIN aHanM3 npaBoOBbIX Mexa-
HU3MOB 3alluUTbl MNCEBAOHUMU3UPOBAHHbIX fAaHHbIX B KOHTEKCTe
KPUMNTOBa/OTHbIX onepauuii. MpeanoxeHa KoHUeNTyanbHasa MoAelb
COBEepLUEHCTBOBAHUA HaLMOHA/IbHONO 3aKoHoJaTeNlbCTBa O 3alluuTe
nepcoHasnbHbIX AaHHbIX MYTEM BKJIHOYEHUS MCEBAOHUMU3NPOBAHHbIX
JlaHHbIX B KaYecTBe OTAEe/IbHOM KaTeropun saluiiaemMoin MHbopMaLmu.
Paszpa6oTaHbl peKOMeHAauumn no yCTaHOBNEHUIO KpUTEPUEB 3aKOHHOM
penaeHTUbUKaLmMmM MNCeBAOHUMU3NPOBaAHHbLIX JaHHbIX Ana obecne-
YeHUs NMpaBoOBOW onpefaeNieHHoCcTU B cdepe 3alUTbl Nosib3oBaTenei
KPUMNTOAKTUBOB.

MpakTuyeckaa 3HAYMMOCTb: pe3ynbTaTbl UCCNEA0BAHUS MOTYT CIYXXWUTb
TEOPETMKO-METOLONOMMYECKOM OCHOBOW ANsl peOpMUPOBaHNS UHOOHE-
3MIACKOro 3aKoHa O 3aliuTe MepcoHanbHbIX AaHHbIX U co3aaHus addek-
TMBHOIO MPaBOBOr0 MexaHU3Ma 3aLuTbl NOSIb30BaTENeN KPUNTOAKTUBOB.
MNpeanoxxeHHble U3MEHeHNs B CT. 4 yKasaHHOro 3akoHa NO3BOJIAT BKIIHO-
YNTb NCEBAOHUMU3NPOBAHHbIE JaHHbIE B NEpPeYeHb 3allmLLiaeMblX KaTero-
pviA NepcoHanbHbIX AaHHbIX, YTO 06eCneYnT MpaBoOBYO OMNpefeNeHHOCTb
ANA y4aCTHUKOB KPUMTOBAIFOTHOIO PbiHKA U MOBBICUT YPOBEHb 3aLUUTbI UX
nepCcoHasbHbIX AaHHbIX B YCNOBUAX LMPPOBOA IKOHOMUKM.
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