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Abstract

Objective: to identify the main risks and problems in the field of third-party
payments in China; to analyze the current legislation on the regulation of this
sector; and to propose scientifically sound ways to improve the effectiveness
of regulation of such payment systems.

Methods: the study used a set of general scientific methods, including
analysis, induction and synthesis. The authors comprehensively analyzed
the current state and legal regulation of third-party payments in China in
order to develop practical recommendations for the introduction of effective
regulatory mechanisms in this area. A comparative-legal analysis of existing
regulations and international experience in regulating financial technologies
was performed.

Results: it was found that third-party payments have become an integral
part of e-commerce, effectively solving the problems of high transaction
costs and shortage of credit resources in Chinese e-commerce.
The analysis showed that the payment industry is facing serious
challenges, including insufficient regulation, financial and technological
risks. The authors revealed a market competitive structure according
to the “2+1+N” model with the dominance of large payment platforms.
Practical recommendations were developed to improve legal mechanisms
ensuring the stability and security of the third-party payments sector,
including the creation of a single regulator and increased supervision of
deposited funds.
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Scientific novelty: the study complements the scientific base in the field of
financial technology regulation, systematizing the main risks of the third-
party payments sector and analyzing the modern regulatory framework.
It takes into account the latest changes in the industry, which allows the
authors to form a comprehensive understanding of the legal challenges in
this area. For the first time, an integrated risk assessment model for third-
party payment systems was proposed.

Practical significance: the findings have practical implications forimproving
regulatory efficiency, which is relevant both for third-party payment service
providers and for financial regulators when developing policies in the field
of financial technology and digital payments. The results can be used
to improve the legislative framework and create specialized financial
supervisory authorities.
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Introduction

Third-party payment refers to a payment service provided by a non-banking institution
for fund transfer, payment and settlement through the Internet or mobile devices
(Liu et al., 2020; Thakor, 2020; Fan et al.,, 2023). With the development of financial
technologies and the rise of e-commerce, third-party payment has expanded decisively
and serves as an essential component of the financial system. In China, the competitive
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pattern in the payments industry can be summarized as a “2+1+N" structure: Alipay and
WeChat Pay account for nearly 60 % of transactions; UnionPay provides key clearing and
settlement services; and a few third-party licensed payment companies are competing
for market share in this field. The proportion of China’s online payment users compared
with all Internet users has remained steady at approximately 85 percent in 2022.

Payment by third parties have been advantageous for both the economy and society.
A major aspect of e-commerce is currently involving third-party payment by effectively
solving the problems of high cost and lack of credit in e-commerce (Tang et al., 2021;
Zhao & Sun, 2012; Qiu, 2025). Third-party payment is becoming increasingly important
in the payment system, and the potential risks brought by new technologies and business
models have put forward higher requirements for regulation. This work investigates
the potential risks associated with third-party payment by reviewing the relevant
regulatory framework, and proposes possible solutions to improve the effectiveness
of regulation.

1. Development status and regulatory framework of third-party payment
1.1. Current development status of third-party payment

There is no standardized definition of third-party payment. In the particular case of China,
the exponential development of e-commerce is a prerequisite for the introduction of third-
party payments. For e-commerce, electronic payment is an essential and vital instrument.
The emergence of the third-party payment service is in line with the development
of e-commerce, and is also one of the specific forms of online payment innovations. Alipay
was introduced as a payment instrument for secured transactions to solve the trust issue
that hindered the development of e-commerce marketplace of Alibaba (Ye et al., 2023;
Du, 2025), and now it is one of the biggest payment platforms worldwide. The third-party
payment service is based on large-scale online portals, and uses the credit of the banks
with which it cooperates as its credit guarantee (Yao et al.,, 2018; Lee & Shin, 2018).
In this context, third-party payment refers to a payment service provided by a non-banking
institution for the purpose of transferring, paying and clearing funds via the Internet or
mobile devices. Third-party payment includes online payment and offline payment. Online
payment is usually used for e-commerce transactions, where users complete the payment
through the third-party payment platform; offline payment is mostly observed in physical
stores, where users complete the transaction through mobile devices. Figure 1 shows
China’s third-party payment market share in 2023".

T Market share of leading third-party online payment providers in China in 3rd quarter of 2023. Statista.

https://clck.ru/3MEJeK
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Figure. 1. China's third-party payment market share

The data presented in Figure 1 on third-party payment market share shows that
Alipay, WeChat Pay, and UnionPay ranked the top three with market shares of 34.5, 29,
and 10.2 %, respectively, and the sum of the market shares of these three reached 73.7 %,
indicating a high degree of concentration in the market.

Figure 2 presents the data on the scale of third-party payment, which grew from
99.27 trillion yuan in 2016 to 337.87 trillion yuan in 2022, and it is predicted that the
scale of China’s third-party transactions will maintain its growth in the future, and is
expected to reach 644 trillion yuan by 20282,
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Figure. 2. Scale of China's third-party payment transactions

1.2. Regulatory framework of third-party payment

Third-party payments need to be addressed by the regulation framework due to their
increasing significance in the payment system and the potential threats involved. China's
third-party payment regulatory framework has a long process from absence to existence,
from loose to strict regulation.

2 \bid.
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Prior to 2010, China had no clear regulatory organization and regulatory framework for
third-party payment, and the third-party payment sphere was relatively unorganized, with
high level of risks associated with payments. The People’s Bank of China (PBOC) as the
central bank of the country promulgated the “Administrative Measures for the Payment
Services Provided by Non-financial Institutions” in 2010, which states that the PBOC
supervises all aspects of the third-party payment institutions’ operations, including
the issuance of licenses, the continuous and stable operation of the institutions, risk
management and control, risk disposal, and the withdrawal from the market. This clearly
establishes that China adopts an institutional regulatory model for third-party payment
institutions. Adoption of the regulation represents the commencement of legislation
on third-party payment (Liu Zhaolu, 2018; Chen & Wang, 2024).

China has been emphasizing regulations on third-party payments as the sector
thrives, and has successively introduced a series of legislations and regulations,
including the strengthening of the entry of payment institutions, the supervision of fund
security and the supervision of anti-money laundering. From 2010 to 2023, the People’s
Bank of China (PBOC), the China Banking Regulatory Commission (CBRC), the State
Administration of Foreign Exchange (SAFE) and other financial regulators issued many
relevant regulations and legislations to ensure that the third-party payment industry
operates in a stable and prudent condition. Table summarizes China’'s main regulations
and legislations related to third-party payments.

China’'s main regulations and legislations related to third-party payments

Regulations Date Main content

Administrative Measures for the 2010.06.14 The document clearly stipulates that third-party payment

Payment Services Provided by institutions should submit applications to the Central Bank for the

Non-financial Institutions issuance of a license for the provision of payment services.
Third-party payment institutions are obliged to meet the
qualifications for registration, which raises the entry threshold, and
clarifies the issue of attribution of customer provisioning funds

Measures for the Supervision 2012.08.01 The document emphasizes that third-party payment institutions
and Administration of Combating should set up a special anti-money laundering and anti-terrorist
Money Laundering and Financing financing department to take charge of anti-money laundering

of Terrorism by Financial measures. Third-party payment institutions are required to verify
Institutions the authenticity of users’ identities

Measures for the Custody 2012.06.07 The document clarifies the depository and use of funds in transit,
of Clients’ Reserves of Payment and strictly bans diversion by third-party payment institutions
Institutions

Announcement of the China 2014.04.09 The document stipulates that third-party payment is applicable to the
Banking Regulatory Commission online payment business of non-bank payment institutions. At the
on the Results of the Review of same time, it makes clear regulations on account management,
Regulatory Documents identity verification and information protection, transaction limits

and risk control, supervision and management, and penalties

Notice of the State Administration 2015.01.29 The document specifies that payment institutions engaged in

of Foreign Exchange on the Pilot cross-border payment activities are subject to the supervision
Cross-border Foreign Exchange and administration of the SAFE

Payment Business of Payment

Institutions
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End of Table
Regulations Date Main content
Administrative Measures for 2016.07.01 The document requires that payment institutions should follow
Online Payment Business of Non- the principle of mainly serving e-commerce development and
bank Payment Institutions providing small, fast, convenient and micro payment services.

They should offer online payment services based on customers’
bank accounts or prescribed payment accounts. Meanwhile,
establish and improve the risk reserve fund and transaction
compensation systems to safeguard customers'’ rights

Notice of the General Office of the 2017.01.13 The document requires that the proportion of customer reserve

People’s Bank of China on Matters funds be determined by the People’s Bank of China based on
concerning Implementing the the business types of payment institutions and adjusted as
Centralized Deposit of the Funds needed for management. Customer reserve funds are included in
of Pending Payments of Clients of deposit accounts with no interest

Payment Institutions

Notice of the General Office of the 2018.06.29 The document specifies that payment institutions increase

People’s Bank of China on Matters the centralized deposit ratio of payment institutions’ customer
concerning Complete Centralized reserve funds, and requires 100% centralized deposit by January
Deposit of the Funds of Pending 14,2019

Payments of Clients of Payment

Institutions

Notice of the General Office of the 2018.11.20 The document requires that payment institutions should cancel
People’s Bank of China on Matters the remaining reserve funds accounts in commercial banks
concerning Implementing the before January 14, 2019, and open “centralized provisioning
Centralized Deposit of the Funds depository accounts” in the branch of the People’s Bank of China
of Pending Payments of Clients of where the legal person is located

Payment Institutions

Regulation on the Supervisionand  2023.12.09 The document is the first administrative legislation in China’s

Administration of Non-Banking payment industry, which raises the level of non-bank payment

Payment Institutions supervision and aims to comprehensively strengthen the
supervision of non-bank payment institutions

Since 2010, with the rapid development of e-commerce and mobile payment,
the central bank has issued relevant regulatory legislations, issuing a large humber of
licenses to encourage the development of the non-bank payment industry and officially
including non-bank payment institutions into the regulatory framework. The number
of users of non-bank payment institutions continues to grow due to the convenience they
offer,and as aresult anincreasing amount of customerinformation is being concentrated
on these platforms, but there are significant vulnerabilities in the management
of customer information by non-bank payment institutions compared to experienced
and regulated traditional banks. As a result, regulators are gradually strengthening
this aspect of supervision to protect customer information security. The central bank
stopped issuing new licenses after 2015, and at the same time, introduced more strict
rules to regulate the development of the industry, with a particular focus on the safety
of customer funds and the security of personal information (Junwen et al., 2019).

After decades of development, China has established a payment and clearing system
centered on the central bank’s payment and clearing system, with the joint participation
of commercial banks, clearing agencies and non-bank payment institutions, which
is widely accessible and efficient. China has implemented an institutional regulatory
model in the field of third-party payments, but with the development of Internet
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finance, the boundaries between various financial and non-financial institutions are
gradually becoming ambiguous, and the drawbacks of the institutional regulatory
model are gradually becoming apparent. In 2023, State council issued “Regulation on
the Supervision and Administration of Non-Banking Payment Institutions”, which is the
first administrative legislation in China’s payment industry. The content of the regulation
mainly includes four aspects: (a) to clarify the definition of non-bank payment institutions
and the licensing of their operation; (b) to improve the regulations on payment services;
(c) to protect the legitimate rights and interests of users; and (d) to clarify the supervisory
responsibilities and legal liabilities. The document provides a clearer definition of the
rights and obligations of all parties in the payment industry, and enables the supervisory
authorities to exercise their administrative functions in accordance with the regulatory
framework?3.

2. Risks Related to Third-Party Payments
2.1. Inadequate regulation

Third party payment sector is regulated by the People’s Bank of China. However, due
to its issuance of departmental regulations, the legal status of regulatory regulations
is low. This limits the strength of its regulation. This leads to inadequate supervision
and regulatory loopholes. In the regulatory system, there is the problem of common
supervision by multiple departments, which leads to poor coordination among regulatory
departments and unclear regulatory responsibilities. In addition, the lack of uniform
standards and norms for supervision makes it difficult to effectively regulate the
third-party payment industry (Ding, 2021).

Secondly, compared with the traditional financial industry laws and regulations
system, third-party payment as a new industry, rapid development. Targeted special laws
and regulations are still scarce and lagging behind. Although China has promulgated
a «Management Measures» to make specific provisions on the access and supervision
of third-party payment, it cannot meet the rapid development of Internet technology and
the large-scale use of third-party payment, which has led to the emergence of a variety
of riskissues. Itisimpossible to prevent legal problems arising in the third-party payment
industry in a timely manner, and there are still a large number of gaps in supervision
(Liu Jin, 2018). At the same time, there are also some gaps and shortcomings in the
third-party payment regulatory rules in cross-border payment, risk prevention, user
information protection, which makes it difficult to fully protect the rights and interests
of users. Especially in cross-border payment, the regulatory regulations are weak
and difficult to regulate, and it is easy to have capital outflow and security loopholes.

3 Regulation on the Supervision and Administration of Non-Banking Payment Institutions. Order No. 768 of the

State Council of the People’'s Republic of China. (2023, September 12). Chinalawinfo. https://clck.ru/3MEJjF
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2.2. Financial risk

Sinking fund risk. Sinking funds refer to unused idle funds in society. As an intermediary
between buyers and sellers, the third-party payment platform does not have the ownership
of the funds during the whole transaction process, but with the continuous growth
of the transaction scale, the amount of funds deposited on the third-party payment platform
becomes very huge (Ding, 2021). As China’s largest third-party payment platform, Alipay
holds a large amount of funds that have not yet been timely transferred to the counterparty’s
account, and this large amount of funds is temporarily stagnated in the Alipay system.
The flow of large amounts of funds may be exploited by some speculators to engage in
malicious market manipulation and cause abnormal market volatility. At the same time,
the flow of a large amount of money may create pressure on the market and affect market
stability.

Cash-in disorder. Alipay relies on network electronic information technology, but due
to the virtual nature of the network, some users may maliciously use fake transactions
to cash out. This compromises users’ personal information and causes losses to users’
private property (Xiong, 2023).

2.3. Technology risk

With the rapid development of technology, hacker attacks, data leakage and other
security issues are becoming increasingly serious. If the technical protection measures
of online payment companies are not in place, they may suffer serious security
incidents, resulting in consequences such as leakage of user information and theft
of funds. In addition, technological upgrades may also pose a challenge to online
payment companies, e.g., the application of new technologies may require companies
to invest a large amount of money in upgrading and transformation, while technological
failures may lead to difficulties for companies. Third-party payment platforms have
the commonality of survival based on financial technologies, operational risks in the
fintech sector also exist in these payment platforms based on the functioning of fintech
(Xu et al., 2020; Yao & Li, 2022; Huang et al., 2024).

3. Recommendations on Enhancing the Effectiveness of Third-Party
Payment Regulation

3.1. Establish a comprehensive legal framework

Continuously improve the laws and regulations on third-party payment, clarify
the responsibilities and obligations of all parties, and provide legal guarantees for the
safe and stable development of the payment market. Establish a unified third-party
payment regulatory authority to specifically supervise the field, ensure the compliance
of third-party payment institutions and punish violations. Update laws and regulations on
third-party payment in a timely manner to ensure that there is a law to follow (Ding, 2021).
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3.2. Supervision of funds

The regulatory authorities will be responsible for the supervision of third-party payment
institutions regarding the clearing, custody, and risk management of their activities.
A firewall will be established between the deposited funds and the operating funds, and
different financial institutions will be selected for specialized supervision to prevent
misappropriation of funds (Zhang, 2018; Zhu, 2024). In strengthening the management of
reserve funds, it is necessary to clarify the legal ownership of the precipitated funds and
the fruits thereof, and to strictly control and screen the investment fields and investment
directions of the precipitated funds, curb money laundering, and strive to establish and
improve the relevant legal supervision system.

The use of fundsis strictly in accordance with the Bank'’s audit procedures to improve
the management of deposited funds. Second, third-party payment institutions are
required to keep users’ funds in separate accounts from their own funds, and conduct
regular inspections and reports to ensure the safety of funds and the smooth operation
of clearing. At the same time, regulators will also review and guide third-party payment
institutions on risk management and contingency plans to ensure that risks can be dealt
with in a timely manner when they arise, so as to safeguard the stability and security
of the market.

3.3. Technical assurance

The technical systems of third-party payment institutions are monitored and audited
to ensure that their systems are stable, reliable, secure and efficient. At the same time,
regulators may also use encryption technology to protect user information to ensure
that it is not illegally accessed or misused (Xu et al., 2020; Yao & Li, 2022).

Third-party payment plays an important role in e-commerce, and the government
should strengthen supervision and establish an appropriate regulatory system to
protect consumers’ rights and interests. Regulatory authorities should strengthen the
formulation and adjustment of regulatory policies, improve the regulatory system and
unify the market order. Third-party payment platforms must unswervingly strengthen
internal risk control management, actively introduce new technologies. Make every effort
to create a safe and reliable network environment, thereby effectively guaranteeing the
safety of funds. Only under the premise of achieving security, stability and compliance
can third-party payment achieve healthy, stable and comprehensive development and
play an important role in the e-commerce ecosystem.

Conclusion

Third-party payments have had a markedly beneficial impact on economic and social
development. Third-party payment has become an essential part of e-commerce,
effectively solving the problems of high cost and lack of credit in e-commerce.
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The rapid development of third-party payments poses significant regulatory challenges.
The financial innovation of third-party payment is bound to bring a lot of payment risk
problems. Therefore, it is necessary to seriously summarize, review and study the
current status of the development and regulation of third-party payment in China, so as
to provide practical evidence fortheimplementation of effectiveregulation. Theregulation
of third-party payment should be scientific, rigorous and effective. The construction
of the regulatory framework requires multi-dimensional considerations, meeting
regulatory requirements to ensure standardized operation and laying the foundation
for the stable development of the industry; focusing on the future to leave space
for innovation and promote the progress of the industry; attaching importance to risk
control and establishing a sound prevention and control system; protecting the
sustainability of innovation and encouraging reasonable innovation; at the same time,
safeguarding the rights and interests of payers and consumers and protecting their
legitimate rights and interests. On the premise of safety, stability and compliance, it is
urgent to promote the standardized and orderly development of the third-party payment
sector, which is crucial to precisely controlling risks and guaranteeing the stability of the
payment sector.
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KnioueBble cnoea AHHOTaUuUA

6e30MacHOCTb, LLenb: BbIABUTb OCHOBHbIE PUCKK U Npo6ieMbl B chepe nnaTexen TpeTbeit
3aKOHOAaTeNbCTBO, CTOpOHOI B KnTae, npoaHanuanpoBaTh JeiCTBYlolllee 3aKOHOAAaTe/IbCTBO
nnaTeXu TpeTbei CTOPOHOW, O perynMpoBaHUM JaHHOro CeKTopa M NPeasioXnTb HayyHO 060CHOBaHHbIe
nnaTexHas nnatdopma, Hanpas/ieHnsi NoBblleHna 3hGHEKTUBHOCTA PEryIMPOBaHUA MOA0GHbIX
npaso, MnaTeXHbIX CUCTEM.

perynnpoBaHue, MeTopabi: uccnefoBaHme NPoOBOANIOCH C MPUMEHEHNEM KOMISIEKca 06LLe-
puck, Hay4YHbIX METOAOB, BKJIOYAIOLIMX aHanus, MHAYKUMIO U cuHTes. OcyliecT-
LMppoBas IKOHOMMUKa, B/IEH BCECTOPOHHUI aHaNIM3 TeKyLLEero COCTOSHUA PasBUTUA U HOPMaTUB-
LMdpoBbIe TexHosornm, HOro MPaBOBOr0O PEry/IMPOBAHUSA MnaTeXel TPeTbel CTOpoHoW B KuTae
SNEKTPOHHasA KoMMepLunA C Uenbi BbIpaboTKM MNPaKTUYECKUX PeKoMeHAauuin ANA BHeApeHUus

3 HEeKTUBHbBIX MEXAHU3MOB PETYNIMPOBAHUS faHHOW cdepbl. MpuMeHsncs
CpaBHWTENIbHO-MPaBOBOM aHaNiu3 CYyLeCTBYHOLMX HOPMaTUBHbIX aKTOB
¥ MEXAYHapOAHOro OrbiTa PEryMpoBaHUs GYHaHCOBbIX TEXHONIOTUNA.

PesynbTaTbl: YyCTAHOBMIEHO, YTO MJaTeXW TpeTben CTOPOHOW cTanu
HEOTBHEMIEMOI COCTaB/IAOLWEN 3NEKTPOHHON KOMMepLMK, 3hdEKTUBHO
pelas npobsieMbl BbICOKUX TPaH3aKLUMOHHbIX N3aepXXeK n aeduumTa Kpe-
OUTHbBIX PECYPCOB B KUTANCKOW 3/1EKTPOHHOM KOMMepuuu. MNMpoBeaeHHbIN
aHanus rnokasar, 4yTo nnaTeXxHas UHAYCTPUA CTaNKMBaeTCs C Cepbe3HbIMU
Bbl30BaMM, BKJlOYasi HeAOCTAaTOYHOCTb PeryMpoBaHusi, (GpUHaHCOBble
N TEXHONOrMYeckne puUcCKU. BblsiBieHa KOHKYpeHTHast CTPyKTypa pblHKa
no mogenn «2+ 1+ N» ¢ JOMUHUPOBAHNEM KPYMHbIX MNNaTeXHbIX nnat-
¢opM. PaspaboTaHbl NpakTUYeckrMe peKoMeHAaLuu Mo COBEPLUEHCTBO-
BaHMWIO NPaBOBbIX MEXaHU3MOB A5l obecrneyeHnss cTabunbHOCTU U 6e30-
NacHOCTM (PYHKLMOHMPOBAHMSA CEKTOpa CTOPOHHUX MiaTeXewn, BKto4vas
CO3[aHue eANHOro perynsitopa U ycwuieHne Hags3opa 3a [enoHUpOBaH-
HbIMW CPeACTBaMM.
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Hay-ma;l HOBU3HaA: nccnegoBaHmne OOMOJIHAET Hay4HYHO 6a3y B 06nacTu
perynupoBaHuna d)VIHaHCOBbIX TEXHONOrnMN, cucreMatTnusnpysa OCHOBHbIE
PUCKU MHOYCTPUN CTOPOHHUX nnaTexen un aHann3npya CoBpeMeHHYyr HOp-
MaTUBHYHIO NMpaBOBYHO 6a3y Cy4yeTomMm nocnegHux W3MEHEHUI B oTpac/yin, 4To
no3sondeTr CCI)OpMVIpOBaTb KOMMJ/IEKCHOE NMOHMMaHue MNpaBOBbIX BbI30-
BOB B [JaHHOW cd)epe. BI'IepBbIe npennoXeHa nHterpypoBaHHad Moaesb
OLEeHKU PUCKOB ANA nnaTteXXHblIX CUCTEM TPETbUX CTOPOH.

MpakTuyeckas 3HaYMMOCTb: MPeACTaBMEHHbIe B paboTe BbIBOAbI UMEIOT
NpUKNagHoe 3HayeHne ANa NoBbllLeHUs 3hdEKTUBHOCTH perynmpoBaHus,
YTO aKTyaslbHO KakK A5t NOCTaBLLMKOB NAaTeXHbIX YCNYr TPETbUX CTOPOH,
Tak 1 ans GUHAHCOBBIX PErynATOpoB Npu pa3paboTKe NONUTMKK B 06na-
CTU PUHAHCOBBIX TEXHONOMUI U UMGDPOBbLIX NnaTexxel. PeaynbTaTbl MOryT
6bITb UCMOJIb30BaHbl MPY COBEPLUIEHCTBOBAHUM 3aKOHOAATeNbHOW 6a3bl
¥ CO3JaHunK creuuanusmpoBaHHbIX OpraHoB hMHaHCOBOIo Hag30pa.
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