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Abstract

Objective: to develop universal organizational and legal principles for
building an information security governance system that will allow each
organization to create its own effective information security governance
system, taking into account its unique business goals and tasks.

Methods: the research integrates the key elements of information security
governance, such as vision, strategy, goals, policies, standards, processes,
and matrices. Vision and goals set the direction of an organization’s
development; policies and standards provide a conceptual framework
for information protection; processes allow for systematic achievement
of objectives; and matrices provide tools for evaluating and monitoring the
entire structure. The proposed principles are consistent with international
standards, regulatory requirements, and best practices in the field
of information security.

Results: the research showed that the developed information security
governance system allows for a clear distribution of roles and
responsibilities among the employees, ensuring effective implementation
of the governance system. The authors also analyzed the existing
principles of information security, integrating them into a security strategy
that meets the corporate goals. The proposed universal system complies
with regulatory legal requirements and can be adapted for organizations
of any scale and profile.
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Scientific novelty: the paper represents a practical approach to the
implementation of an information security governance system based on
the authors’ experience, international standards, control systems and legal
acts. Unlike existing approaches, the proposed system is flexible and can be
adapted to any organization, which makes it a universal tool for information
security governance.

Practical significance: the research provides a structured approach to
creating a universal information security governance system that can be
used by organizations lacking knowledge and resources to implement
such initiatives. The authors propose a general structure that can be
adapted depending on the organization’s assets, the employees’ training
and awareness of information security issues. This makes the paper a
valuable resource for professionals seeking to increase information
security in their organizations.
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Introduction

Historically information security (infosec) was started when ancient Egyptians, Greeks
and Romans were practicing techniques to secure their messages such as Cryptography.
One of the first and most famous people to secure message communications was Julius
Caesar. He was invented and used the Caesar cipher to secure his private communications
for military purposes. After that, there were many contributions were made to confront this
challenge and it became more necessary by agencies which a major portion of their duty is
to guarantee infosec. Afterwards, many techniques were invented in the middle ages such
as steganography which hides data throughout date as a part of security through obscurity
(Rao & Nayak, 2014; Hadi et al., 2023; Wu et al., 2021).

In 1889, British government enacted the Official Secrets Act by created a framework
and codified classification schemes to secure and control sensitive data. Moreover, Cyber
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schools and security Government Codes were established as mandatory need in 1919.
These codes were then applied and put into implementation in World War | to secure
sensitive data communications. By this time, a lot of securing methods and algorithms
were invented such as classification algorithms, Cryptography algorithms code-breaking
algorithms were (Ohki et al., 2009).

In World War Il, one of the most important information security devices were designed
and developed by German called Enigma Machine. It was electro-mechanical device that
used for encryption and decryption messages coding warfare. After that, a mathematician
and cryptanalyst Alan Turing who was working in British Government Code and Cipher
School gained notoriety to solve the mystery of the German code and decipher it. In this
era, many technological advancements in infosec, securing communication, encryption, and
computer science were developed to made it easier to share an information and sensitive
data (Rastogi & von Solms, 2005).

Between 1960 and 1990, infosec was significantly developed as digital electronic and
informationtechnologyadvanced. Duringthis period, firstmainframe computers wasinvented
also, time-sharing systems became more important with more data protection mechanisms
access development. Furthermore, ARPANET networked systems development with the
design of Data Encryption Standard (DES) which was based on symmetric-key encryption
standard. Afterwards, Local Area Networks (LANs) and Personal Computers (PCs) came
to the scene and organizations started to implement Intrusion Detection Systems (IDS),
Intrusion Prevention Systems (IPS) and Firewalls to protect their information all over
networks. By the end of the 1980s, infosec became an important aspect of computer and
network operations which laid the groundwork to the era of Cybersecurity’ (Bendovschi, 2015;
Johnston & Hale, 2009).

From 1990 to 2024, infosec was rapidly advanced and due to the expansion of security
concepts and security appliances. The main reasons behind that the invention of the
internet in the 1990s that created real challenges in the world of infosec such as converting
normal protocols into securing protocols (HTTP to HTTPS) by adding security protocols
(SSL). Moreover, new technologies and other challenges were discovered such as IloT,
blockchain, cloud-computing, quantum-computers and Artificial Intelligence these created
many attack-vectors by involving cyberattacks which made infosec of an organization
harder to be achieved. Eventually, the mandatory need to assign and design an ISG to every
organization is essential to secure organization data (Corriss, 2010; Moulton & Coles, 2003;
AlGhamdi et al., 2020).

Nowadays, the activities that represent the main focus of the infosec is the
management within all assets such as people, risk, incident, vulnerability and also
business continuity plan. On the other hand, metrics and other instruments are are used
to measure and evaluate in order to achieve an effective ISG program by monitoring

T Gregory, P. H. (2018). CISM®: Certified Information Security Manager Exam Guide. New York: McGraw Hill
Education.
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process and procedures od organization improvement. However, addressing infosec as
a critical business challenge is necessary because the lack in securing data leads to
serious issue in organizations which indicates the lack of commitment and knowledge
of senior executives and boards of directors. Moreover, public and private organizations
have challengesto handleinfosec at board-level due to lack of knowledge or cybersecurity
skills2 (Carcary et al., 2016; Rocha Flores et al., 2014).

First of all, employees, seniors even board members should appreciate the importance
of having ISG, otherwise it cannot be applied effectively. Second, a solid IT governance
program must exist in order for ISG to be implemented successfully. A good ISG framework
need to be supported by a good IT framework and they should be integrated together in order
to achieve organization objectives and goals. Strategically, IT framework contributes to the
overall performance of the organization by supporting operational efficiency. An organized
method for overseeing IT processes and assets is offered by ISG architecture. Eventually,
to put it simply, the cooperation between ISG and IT governance is necessary to guarantee
that infosec of public and private organizations are not only put into its place but also align
with their overall business aims (S. H. von Solms & R. von Solms, 2010).

In this paper, an efficient ISG (included Cybersecurity) is proposed for public and private
organizations that helps them to secure and control their assets and IT. Since, infosec
assigns the broader desire of protecting all forms of information, Cybersecurity is a branch
of infosec that specified to secure digital information. Therefore, what is applied in the
ISG framework includes necessarily Cybersecurity. Moreover, the proposed ISG framework
should work under laws and regulations which makes it successively implemented (Fig.).
Eventually, a cooperation between IT management and ISG should exist in order to make it
easier and serve the organization needs.

Business
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Source: (H., von S.S. & Solms, 2010).

2 Gregory, P. H. (2022). CISM Certified Information Security manager all-in-one exam guide. New York:

McGraw Hill.
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The rest of this paper is structured as follows: In Section 1, a key question is asked
about the aim and the reason beyond the ISG with details. In Section 2, roles and
responsibilities are introduced with RACI chart and Organization elements. In Section
3, Some of top ISG frameworks are presented to consider them as example to design
a customized ISG framework that inspired by them. In Section 4, the proposed ISG
framework is presented with laws and regulations plus the actions that should be
provided by the organization to ensure a good ISG framework is Implemented. the ISG
framework is concluded at the end.

1. Why do organizations should have ISG framework? What is the aim of it?

In this section, the mandatory needs of organizations having its own ISG is presented.
Generally, ISG becomes very necessary for Public and private organizations due to the
rapid advancements in technologies and social media era as discussed earlier in the
previous section. Consequently, many government organizations in different sectors
are highly depend on their information and IT infrastructure. Therefore, this dependency
could reach a level where organizations keep focusing on products/services that
information-related to keep their business operations. Moreover, it is necessary for these
organizations to secure their assets and data by recognizing their business priority and
apply Confidentiality, Integrity, and Availability (CIA) concepts®.

The aim of designing ISG framework is to work along with their business needs
which should contain a strategy to secure/control infosec efficiently. Furthermore, formal
security controls are established to explain and ensure activities and desired results.
IT and security programs are structured and executed consistently in order to support
business priorities. Meanwhile, formal controls and measurement of processes provides
managing with clear insights into security governing of the organization. By aligning
security management along with procedures that is used in corporate and IT governance
ensures efficiency of ISG program. Security management should be integrated into IT and
corporate governance processes. Eventually, through security management, strategic
planning the proposed ISG program can ensure an overall governance in both public and
private organization (Rebollo et al., 2015).

After all, for effective ISG framework implementation, the C-level executives
of organization should take the responsibility of data protection in their organizations,
here are some activities that should be included in the organization ISG framework
(Rebollo et al., 2015):

a) risk management: organization risks should me managed to mitigate exist and future
risks of the organization. However, in some cases management should compromise and
accept a certain level of risk to sustain the organization functionality.

3 Gregory, P H. (2020). CISA Certified Information Systems Auditor all-in-one exam guide. New York: McGraw-Hill.
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b) compliance: organization should have restricted to laws and regulations applied in
their country also, it should have their own policies and standards to protect their data and
assets.

c) incident Response Management: organization executives should establish strategy
to handle incidents in order to control sudden event, minimize its impact and support
the organization’s capability to mitigate the after effect.

d) business Continuity Plan (BCP): it ensures that the organization should stay
functional during and after any incident or disaster. Also, this is essentially including
a Disaster Recovery Plan (DRP) to maintain the operations in the organization.

e) Disaster Recovery Plan (DRP): it is a part of BCP which is focused on restoring
the organization data, infrastructure, IT systems, after incident or the disaster. DRP should
have emergency team which have done backups (mirrors), multiple sites (hot, cold) and
documentation.

f) security Awareness: it is important to keep all members of the organization at a certain
level of awareness in infosec and what ISG framework brings to the table by subjecting
multiple training programs thought a year especially IT and management staffs.

Through these activities, C-level executives are played important roles in managing
and directing the organization’s information systems, ensuring resilience against potential
threats and fostering a strategic approach to security governance.

2. Job titles, roles and responsibilities in organizations

The department of infosec in any organization is imaged of being the «department
of no» and viewed as an obstacle to business activities. This image emerged from
infosec managers who were occasionally overly cautious about risks, oversighting
organizations in terms of expand, introduce innovative products and services. As
aresult, this reputation creates a hesitation among IT members and other business
units to interact with security professionals without fearing that cooperation may impede
their job. Moreover, a good implementation of ISG happens when organization members
grasps their duties and restrict to roles and responsibilities. Also, organizations should
establish formal roles and responsibilities that assigns every employee to instructions on
how to preserve organization data and assets. Consequently. these roles should be tied
to job titles by indicating an employee’s place within the organization. Job titles are
valued by the organizations in order to ensure that everyone should be rolled based on
their titles. Generally, job titles are attached with employee’s position which reflects their
authority level, here are some job titles that are listed in order of seniority (Nicho, 2018):

a. Chairman, Board of Directors.

b. Member, Board of Directors.

c. Chief Executive Officer.
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d. President.

e. Executive Vice President.

f. Senior Vice President.

g. Vice President.

h. Executive Director.

i. Senior Director.

j. Director.

k. Senior Manager.

I. Manager.

m. Supervisor.

Theabovelist covered some of seniority ranks butin larger organizations there are other
titles such as first (e.g. first vice president), general (e.g. general manager) and assistant
(e.g. assistant director). Further, the responsibilities are much like roles defining the tasks
expected from someone. Ininfosec, organizations assign specificroles and responsibilities
to employees and team members in order to guarantee the organization’s ISG strategy
and goals.

2.1. Standard method of governing organizations

Many organizations used non-standard methods for governing infosec such as doing
some security experience here and there. However, there is a standard method which used
widely to define roles and responsibilities in organizations known as the Responsible-
Accountable-Consulted-Informed (RACI) chart. Itis designedto assignroles to employees
and teams to perform tasks and activities. Moreover, the chart basically describes who
to do what in that organization. For instance, assigns a manager for a project plus that
manager should work as security analyst. Also, it gives responsibilities to each employee
at any seniority level as follow (Bettwy et al., 2016):

i. Responsible: Any employee who is responsible of a task.

ii. Accountable: Any employee who is responsible of result of a task.

iii. Consulted: Any employee who has experience and can be consulted in a topic.

iv. Informed: Any employee who gets prior notice during or before an action.

Table 1 contains an example of assign roles and responsibilities in an organization.
First, employees in organizations must have their own roles and belong to a team.
Moreover, every employee should get a specific training course that give him a set
of skills in order to accomplish their tasks. In addition, RACI chart urging employees in
the organization to have their own tasks and this is called Separation of Duties (SoD). SoD
means that no single employee has the full control of a critical process of activity that
may affect the organization’s functionality. For example, the provisioning of employee
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account, the provisioner, approver and requester must not be at the same department as
a part of preventing the conflicts of interest (Von Solms et al., 2011).

Table 1. Assign roles and responsibilities in RACI chart

Activity Responsible Accountable Consulted Informed
Audit user account 1A 1AM AO IT SD, IT SM, EUM
Provision user account ITSD IT SM AO IT SD, EUM, ST
Approve user account AO Ccoo EUM, ST EU, IA,IT SD
Request user account EU EUM IT SD, EUM AO, ST

* EU: End User, EUM: End User Manager, SD: Service Desk, EUM: End User Manager, AO: Asset Owner, ST:
Security Team, IA: Internal Audit, SM: Service Manager, IAM: Internal Audit Manager.
Source: (Von Solms et al., 2011)

2.2. Standards and security frameworks of organizations

A successive organization is the one that operates under well designed ISG framework
which based on standards that works along with its vision and strategy. However, design
a strategy is not easy which includes policies, standards, process and matrices that
supports the overall vision of the organization. In this section, many standards are
presented that applied in world-wide organizations such as Google, Meta4, Amazon, ...,
etc. Moreover, if security professional along with C-level executives are decided
to design ISG framework to an organization and selected a control framework alone, it is
often considered as a mistake. Arguably, this ISG framework should exemplified and
take advantage of some world-wide standards and security controls to avoid mistakes/
issues in order to provide a good start in governing the organization. Many standards
and control frameworks are listed in Table 2 that can be useful as a start point to design
ISG framework for public and private organizations (Tan et al., 2010; Fazlida & Said, 2015;
Ula et al., 2017).

Table 2. Some standards and control frameworks

No. Standards and frameworks Explanation

1 National Institute of Standards and Technology NIST is used by U.S. Department of Commerce to standardize
(NIST) economic security, innovation, industry and technology
comprehensive

2  International Organization for Standardization/ ISO/IEC two main international standards that are used
International  Electrotechnical Commission for infosec, technology, industry and business practices
(ISO/IEC)

4 The organization is recognized as extremist, its functioning is prohibited in the territory of the Russian

Federation.
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End of Table 2

No. Standards and frameworks Explanation

3  Control Objectives for Information and Related COBITisaframeworkthatis usedto governingIT and managing
Technologies (COBIT) enterprises by set some guidelines and best practices for IT
organizations

4 Payment Card Industry Data Security Standard PCI-DSSis a combination of infosec standards that established

(PCI-DSS) to protect sensitive information of payment cards

5  Health Insurance Portability and Accountability HIPAA is an actin U.S. law that enacted to protect information
Act (HIPAA) of people’s health privacy plus to secure medical data

6  Information Security Forum (ISF) ISF is a combination of security controls and best practices

that used to manage risks in infosec

7  Information Technology Infrastructure Library ITILis an IT service framework is designed to for management
(ITIL) purposes that included managing IT infrastructure,
environment, services and processes

Source: (Ula et al., 2017).

3. Top ISG/Cybersecurity frameworks

In this section, some of the top countries in ISG and cybersecurity field are presented.
Meanwhile, there are some Arabic countries that are listed with the highly ranked and
powerful countries such as United Arab Emirates and Saudi Aribia. These countries are
highly recommended examples to be follow in such sensitive and valuable field. The
following are the countries including their ISG frameworks, Laws and regulations to control
Information (Shingarev & Kazakova, 2021; Creemers, 2023; Priyadarshini & Cotton, 2022;
Carr & Tanczer, 2018; Singh & Alshammari, 2020; Al Neaimi et al., 2015):

Russia’s ISG framework: it implies laws such as Federal Service for Technical and
Export Control (FSTEC) which was enacted to secure products, Federal Law No. 149-FZ to
protect data and the role of Federal Security Service (FSB) in Cybersecurity. Consequently,
local laws of data urged that Russian citizens’ information has to be stored in the country
(Shingarev & Kazakova, 2021).

China’s ISG framework: it includes ministries like Ministry of Public Security (MPS)
which oversights infosec in China. In addition, the Chinese Cybersecurity Law enacted in
2017 withthe National Security Law (NSL). Eventually, the law of Cyberspace Administration
of China (CAC) that controls internet regulations (Creemers, 2023).

US’s ISG framework: itinvolves laws such as Federal Information Security Management
Act (FISMA) and Cybersecurity Enhancement Act (CEA) of 2014. Also, National Institute
of Standards and Technology (NIST) which established standards. Cybersecurity and
Infrastructure Security Agency (CISA) that coordinated agencies such as the National
Security Agency (NSA) that handles Cybersecurity activities (Priyadarshini & Cotton, 2022).

UK's ISG framework: it contains acts and strategy National Cyber Security Strategy
(NCSC) and Data Protection Act (DPA) 2018. Moreover, the Computer Misuse Act (CMA)
in 1990 assigns cyber offenses. The UK government involves international cybersecurity

cooperation (Carr & Tanczer, 2018).
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Saudi Arabia's ISG framework: it involves laws such as the Saudi Arabia
Cybersecurity Law (SACL) in 2019 that controlled by the Communications, Space and
Technology Commission (CITC) and National Cybersecurity Authority (NCA). Saudi
Central Bank (SAMA) oversight the financial transactions in the financial sector (Singh
& Alshammari, 2020).

UAE’s ISG framework: it includes laws like UAE Cybersecurity Law of 2019 and
oversight by the National Electronic Security Authority (NESA) and Telecommunications and
Digital Government Regulatory Authority (TRDA). Dubai English Speaking College (DESC)
that oversights the cybersecurity in Dubai (Al Neaimi et al., 2015).

4. A proposed information security governance framework

Before proposing any new framework, or development an existing framework, it is
imperative to explain two fundamental concepts: Governance and Corporate Governance.
Governance pertains to protect the interests of owners by guiding, managing and
supervising on their behalf, with the Board of Directors acting as their representatives.
Corporate Governance is defined as response to the separation between management
and ownership within private and public organizations. Moreover, it aims to maintain this
separation by providing incentives to both the management and board to pursue aims
which are in line with the interests of the company and its shareholders.

The proposed framework for ISG should include some elements to ensure an
effective protection and management of an organization’s information assets, achieving
both discipline between owners and management plus granting owners the authority to
oversee the organization. Additionally, by establishing a secure environment for sharing
and storing information, organizations can not only enhance productivity, consumer
benefits and business efficiency but also support security measures. Conversely, any
insecure work environment presents significant risks, potentially resulting in substantial
harm to corporations and governments, with possible adverse effects on citizens and
consumers. This is particularly critical for businesses operating in crucial organizations
such as finance, electricity generation, banking, or healthcare, where the stakes are
exceptionally high. Table 3 includes the key questions essential for establishing
effective ISG.

Table 3. Some important questions/actions for effective ISG

Actors/Actions Ecx(::g&ri:t; BUSiE‘ZZZ Unit Msaennaig:er ClO/CISO
Governance/Business What am | required to do?
Drivers What am | afraid not to do?
Roles and Responsibilities How do | accomplish my objectives?
Metrics/Audit How effectively do | achieve my objectives?

What adjustments do | need to make?
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The ISG framework serves as a tool to implement the strategy and vision of the C-level
executives to achieve high performance of business operations and decision-making
in organizations. It falls under their purview to manage as part of their oversighting
the organization and protect its data and assets by guaranteeing the efficient integration
of infosec throughout their organization.

To design an effective ISG framework that can be globally affirmed and accepted,
there are some global laws and regulations that should be taken into consideration.
Consequently, these laws and regulations can be a great advantage due to their structures
and well-designed by use it as a law experiences of other countries to legislate and enact
our Laws and Regulations. Table 4 shows some key laws and regulations that has been
used over the globe in governing infosec.

Table 4. Global laws and regulations examples®

No. Laws and Regulations Explanation
1 General Data Protection It mandates organizations to protect the personal data of individuals within
Regulation (GDPR) the European Union (EU) and imposes strict requirements for data privacy and
security.

2  California Consumer Privacy Act It applies to businesses that collect personal information of California
(CCPA) residents and requires them to implement measures to protect the privacy
and security of such information.

3  Sarbanes-Oxley Act (SOX) It requires companies to establish and maintain internal controls over financial
reporting, which includes measures to protect the integrity and confidentiality
of financial data.

4  Federal Information Security It is a US federal law that establishes security requirements for federal
Management Act (FISMA) information systems and provides a framework for managing cybersecurity
risks in federal agencies.
5  Cybersecurity Maturity Model It developed by the U.S. Department of Defense (DoD) to assess and enhance
Certification (CMMC) the cybersecurity posture of defense contractors and subcontractors.
6  Data Protection Laws (DPL) Various countries have enacted their own data protection laws, such as the

Personal Information Protection and Electronic Documents Act (PIPEDA) in
Canada and the Personal Data Protection Act (PDPA) in Singapore.

Conclusions

In this work, a new ISG (includes cybersecurity) framework is proposed to protect
information and assets of public and private organizations by taking advantage of some
laws and regulations. This framework can be compared to the existed frameworks
that have been implemented in the world-wide organizations. In addition, it focuses on
cooperation between continuous improvement and risk management which aligns with
the business model of the organization that includes regulations and laws requirements.

5 Manning, W. (2010). CISM Certified Information Security Manager certification exam preparation course in
a book for passing the CISM: The how to pass on your first try certification study guide. Brisbane, Australia:

Emereo Pty Ltd.
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Meanwhile, any organization should have its own ISG framework and a committee (BoD)
to implement it. For successive ISG in a country, the committees in all organizations
should be connected to each other by a higher committee of ISG or Cybersecurity that can
implement the overall governance. Furthermore, this ISG framework acts as a weapon
to implement governance of infosec plus ensures that the overall process works along
with the business goals and objectives effectively. Finally, this ISG framework offers
a real security program which can be applied by the authors to any private and public
organization.
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YHuBepcanbHas cucTema ynpaenenus
MHhopMaLMOHHOU 6e30MacHOCTbIO:
OpraHu3aLNOHHO-NPABOBbIE NPUHLMMbI

Mycapak Axmep Xagu

X

TexHonornyeckui yHusepcutet, bargag, Upak

Moxammep Hapgxm Ab6gynpepgxa

Bargapckuin yHnsepcuteT, bargag, Npak

KnoyeBble cnoBa

3aKOHO.aTeNbCTBO,
3awuTa nHhopmauuu,
UHpOpMaLMOHHas
6€30MacHOCTb,
MHMOPMaLNOHHbIE
TEXHOJIOr UMK,
Knbep6e3onacHoCTb,
OopraHusaLMoHHasn CTPYKTYpa,
npaeo,

npaBOBOE perynpoBaHme,
yrnpasrieHue
NHpOpPMaLMOHHON
6€30MacHOCTbHO,

LundpoBble TEXHONOMUK

B KoHTaKTHOe nnuo

AHHOTauUuA

Lienb: paspaboTka yHVMBepcasibHbIX OpraHW3aLVOHHO-NPABOBbIX MPUHLMMOB
MOCTPOEHWSI CUCTEMBI YNpaBieHnst UHHOPMaLMOHHON 6e30MacHOCTbIO, KOTO-
pble NO3BOJNIAT KaX A0 opraHu3auum co3fatb CO6CTBEHHYO 3P (EKTUBHYIO
cucTeMy ynpaBfieHust MHGOPMAaLMOHHOM 6e30MacHOCTBIO C YYETOM €e YHU-
KanbHbIX 6U3Hec-Lienei 1 3agau.

MeTofbl: OCHOBaHbl Ha WHTerpauuu K/tOUYEBbIX 3/IEMEHTOB YyrpaBieHus
MH(OpPMaLIMOHHOW 6e30MacHOCTbIO, TaKUX KaK BUAEHWe, cTpaTerus, Lenu,
NONUTMKKM, CTaHAapTbl, Npoueccbl U MaTpuupl. BugeHue u uenu sapatot
HanpaBneHne pasBUTUS OpraHM3aLum, NOANTUKKN U CTaHaapTbl o6ecrneynBatoT
KOHLIeNTYyaslbHY0 OCHOBY AJ1s1 3alWMTbl MHPOPMaLIMK, MpoLecChbl MO3BONSOT
CMUCTEeMATUYECKMN AOCTUraTb MOCTaB/IEHHbIX 334ay, a MaTpuLbl NpefocTas-
NSAOT UHCTPYMEHTbI A1 OLLEHKWU U KOHTPONSI BCeit CTPYKTYpbl. MNpeanoxeH-
Hbl€ NMPUHLMMbI COMJIacYHOTCA C MEXAYHApOAHbIMW CTaHAapTaMu, HOpMaTUB-
HbIMM TPe6GOBaHMUAMM U JYYLLIMMU NPAKTUKaMK B 0611aCTV MHOPMAaLMOHHO
6e30MacHOCTMH.

PesynbTathl: paspaboTaHHasi cuctema ynpasneHus MHGOpMaLMOHHON 6es-
OMacHOCTbIO MO3BOJIAET YETKO pacrpeaesnvTb ponu U 06s13aHHOCTU cpeau
COTPYAHUKOB opraHu3auum, obecnedmsas appeKkTMBHOE BHEAPEHME CUCTEMDI
ynpaBrieHusi. ABTOPbI TaK)XXe aHannsupyoT CyLLECTBYHOLME NPUHUMMbI 6e30-
NnacHOCTM MHGOPMALMOHHBIX TEXHONIOMUIA, UHTErPUPYS UX B CTpaTeruio 6es-
OMacHOCTK, KOTOpasi COOTBETCTBYET LeNiiM opraHusaumun. MpegnoxxeHHas
YHUBepcasnibHas cUcTeMa COOTBETCTBYET HOPMATUBHbIM MPaBOBbIM TpPeto-
BaHMSAM M MOXXET 6bITb afanTMpoBaHa AJ1s UCMOMb30BaHNs B OpraHM3aLmsax
noboro Macwitaba u npoduns.
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HayuHas HoBU3Ha: 3aK/HOYaeTCsi B NPeACTaBNEHNM NPAKTUYECKOro Noaxoaa
K BHEAPEHWIO CUCTEMbI ynpaBfieHWs WHGOPMALMOHHOM 6e30MacHOCTbIO,
OCHOBAHHOIO Ha OMbITe aBTOPOB, @ TaKXXe Ha MUPOBbIX CTaHAapTax, CUCTe-
MaXx KOHTPOJA M NMPaBOBbIX akTax. B OT/iMuMe OT CyLLecTBYHOLLMX MOAXOA0B
npegnaraemMasi CUCTeMa ABNIETCA MMOKON U MOXKET 6bITb ajanTMpoBaHa nog
cneumnduky nto6ov opraHM3aLm, YTo IeNaeT ee yHMBEPCanbHbIM UHCTPYMEH-
TOM /1 yrpaBieHnst UHPOPMaLMOHHO 6€30MacHOCTbHO.

MpaKTuyeckass 3HAYMMOCTb. COCTOUT B MPEOCTaB/IEHNN CTPYKTYpUpPOBaH-
HOrO MOAXOAa K CO3AaHMI0 YHUBEpCasbHOW CUCTeMbl ynpaeneHuss uHbop-
MaLMOHHO 6€30MacHOCTbIO, KOTOPbIN MOXET 6bITb UCMOIb30BaH OpraHn3a-
LIMSIMU, UCMbITbIBAOLLMMM HEAOCTATOK 3HAHWUI U PECYPCOB ANS peanusaumm
Nofo6HbIX UHULMATUB. ABTOpbI MpeanaraloT O6Lyl0 CTPYKTypy, KoTopas
MOXET 6bITb ajanTMpOBaHa B 3aBUCUMOCTM OT aKTUBOB OpraH13aL/uK, YPOBHS
MOATrOTOBKM COTPYAHUKOB U MX OCBEAOMJIEHHOCTM B BOMpOCax MHbopma-
LIMOHHOW 6e30MacHOCTU. ITO AenaeT HacTOsALLYHO paboTy LiEHHbIM PECYPCOM
[LNA CNeLmManmcToB, CTPEMALLMXCA MOBbICUTb YPOBEHb 3aLLUTbI UH(hOPMaLIMK
B CBOMX OpraHusaLusx.
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