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Abstract

Objective: toidentify the mainissues of victimization as aresult of cybercrime
growth in the world in general and in Nigerian society in particular from
the standpoint of sociological approaches, using a Tripartite Cybercrime
Framework (TCF), which comprises geopolitical, psychosocial and socio-
economic categories of cybercrime.

Methods: the methodology is based on the sociological research method.
The data collection included the distribution of a questionnaire among
896 participants from the academic environment, including students and
university staff, and the analysis of the responses. The presented data were
analyzed using descriptive statistics, with special attention to the issues of
gender inequality, socio-economic factors, the impact of educational level
on vulnerability to online fraud and victimization as a result of cybercrime
through the prism of the ideal victim concept and the socio-economic gap
between North and South.

Results: the article presents an analysis of the Tripartite Cybercrime
Framework. The survey showed that 65.20% of the participants had been
victims of cybercrime. There were more men among the victims (64.69%).
The authors found patterns in the distribution of cybercrimes. All cybercrimes
against the respondent were socio-economic ones, which underlines the
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high frequency of cybercrime and the relevance of countering it in Nigerian
society. Special attention was paid to the issues of gender inequality,
socio-economic factors, and the impact of education on vulnerability
to cybercrime. The article considers from the viewpoint of the ideal
victim concept. The study results provide an idea of the prevalence and
distribution of specific types of cybercrime in the socio-economic category
among the studied population.

Scientific novelty: For the first time, the study uses the Tripartite Cybercrime
Framework (TCF) to study victimization as a result of cybercrime in Nigerian
society. The research novelty is also due to the fact that the conceptual
foundations of countering cybercrime that have developed in the global
North are not fully applicable in Nigeria.

Practical significance: the results obtained demonstrate the need to apply
carefully calibrated gender-based, inclusive and contextual approaches
to the development of a national legal policy to combat cybercrime.
The results can be used to justify the law-making decisions which are
being developed in the field of preventing and countering manifestations
of cybercrime, as well as to form the basis for legal measures to protect
cybercrime victims.
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Introduction

While cybercrime is a global issue, spatial characteristics influence local human behavior
and can be revealed or hidden by spatial elements (Hall & Yarwood, 2024; Lazarus &
Button, 2022). This article aims to shed light on the reported cybercrime experiences
and provide empirical evidence through quantitative analysis. Cybercrime has
emerged as a significant societal concern in Nigeria, and its prevalence has increased
in recent years (Ibrahim, 2016a; Idem & Olarinde, 2023). Many scholars have examined
victims of cybercrime in various contexts, such as Australia (Cross, 2020; Drew &
Webster, 2024), China (Wang, 2023), Portugal (Murca et al., 2024), the United Kingdom
(Lazarus et al., 2022b) and Russia (Timofeyev & Dremova, 2022). Only a few studies
haveinvestigated the victims of cybercrimein Nigeria. Unlike in many nations, especially
such as Australia (Cross, 2020; Drew & Websters, 2024; Meikle & Cross, 2024) and the
United Kingdom (Button et al., 2014, 2015; 2021), victims of cybercrime in Nigeria are
under-researched.

For instance, Aborisade et al. (2024) conducted a study through interpretative
phenomenological analysis and one-on-one semi-structured video interviews; ten
victims of Nigerian romance fraudsters from six different nations were examined.
In addition, Tade and Adeniyi (2017) examined data generated through in-depth
interviews with ATM fraud victims, revealing that victims suffered post-fraud trauma and
often relied on friends, parents, and relatives to cope with the aftermath. However, none
of these studies utilized quantitative methods to explore respondents’ demographic
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characteristics and experiences of cybercrime. This study aims to address this gap
by investigating the demographic characteristics and experiences of respondents
regarding cybercrime. Specifically, it sought to examine the prevalence, characteristics,
and reporting dynamics of cybercrime experiences among respondents. To achieve this,
the study aims to contribute to the under-researched topic of cybercrime victimization
in Nigerian society using data collected via a distributed survey.

1. Literature Review
1.1. Cybercrime and Cyber Criminology

The idea that the division between the physical and digital worlds hinders the
understanding of offline social cues, which also affect the digital realm, has been
explored by various scholars (Jaishankar, 2007; Ibrahim, 2016a; Powell et al., 2018).
While researchers have emphasized the connection between offline and online life,
they have used different terms to convey this concept. For instance, McGerty (2000)
stated that «nobody lives only in cyberspace,” Jaishankar (2007, 2011, 2018) introduced
the concept of «cyber criminology,» while Powell et al. (2018) rebranded it «digital
criminology». These variations in terminology reflect the contestation of ownership
within scholarly discourse on this topic.

The concept of «cybercrime» encompasses unlawful activities conducted via the
Internet and Information Communication Technology (ICT), including «cyber-dependent»
and «cyber-enabled crimes» (Button et al., 2023; Ibrahim, 2016a; Hall & Yarwood, 2024;
Musotto & Wall, 2022). While often used interchangeably to refer to all online unlawful
activities, itis common for security agencies, researchers, and the media to group various
digital offenses under «cybercrime,» ignoring their unique attributes (Lazarus, 2019).
Cyber-dependent offenses occur even without digital technology or networks, while
cyber-enabled crimes are amplified by networks. We focus on cyber-enabled crimes.
However, the conflation of «cyber-enabled crimes»' and «people-centric cybercrimes»
(Gordon & Ford, 2006) makes it difficult to differentiate financially motivated crimes
like «online fraud» from psychologically motivated ones like «revenge pornography»
(Ibrahim, 2016a; Lazarus, 2019). We now utilize Nigerian-oriented frameworks and
perspectives on cybercrime, particularly Ibrahim (2016a), to contribute to ongoing
discussions on online fraud victimization, addressing the oversight of Nigerian scholars’
insights, as Cross (2018a) pointed out.

T McGuire, M., & Dowling, S. (2013, October). Cybercrime: a review of the evidence: Research Report 75.

https://clck.ru/3F25c7
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1.2. Tripartite Cybercrime Framework (TCF)

Empirical literature (De Kimpe et al.,, 2020; Lazarus et al., 2022b) has utilized the
Tripartite Cybercrime Framework (TCF) to distinguish between cybercrimes driven by
psychology (psychosocial cybercrime), economics (socioeconomic category), and
geopolitics, as illustrated in Fig. 1, derived from Ibrahim’s (2016a) original formulation.
Ibrahim (2016a) specifically clarifies that while cybercrimes in a Nigerian context are
primarily financially driven, not all cyber-enabled crimes, such as revenge pornography,
possess this attribute. Drawing from these classifications, we highlight the unique
characteristics of cybercrimes in Nigeria as a subset of offenses. Cybercrime is indeed
a global crime. However, it also exhibits spatial characteristics, influencing human
behavior in specific regions and manifesting in spatial elements that may be concealed
or revealed (Hall & Yawood, 2024; Lazarus & Button, 2022).

Geopolitical
v

r===-- > Individuals

1

' i)
Motives of Cybercrime Psychosocial ==1
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I . .

Lef =) Institutions
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Figure 1. Tripartite Cybercrime Framework (TCF)

1.2.1. Geopolitical Cybercrime

Geopolitical cybercrime involves cybercrimes driven by political motives, often involving
state actors, non-state activists, or their representatives (Ibrahim, 2016a; Lazarus, 2019).
These activities may include cyber espionage or attacks on critical infrastructure.
However, cybercrime originating from Nigeria rarely falls into this category, unlike other
nations such as the United States and China (Ibrahim, 2016a). For instance, state-
sponsored hacking groups may target foreign government agencies to gatherintelligence
for political advantages in diplomatic negotiations or military strategies (Akoto, 2021;
Makridis et al., 2024). The primary motivation for geopolitical cybercrime is political,
aligned with the geopolitical category of TCF (Ibrahim, 2016a).
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1.2.2. Psychosocial Cybercrime

Psychosocial cybercrime involves digital offences primarily driven by psychological
motivations, intending to cause distress, anguish, or harm to individuals (Ibrahim,
2016a; Lazarus, 2019). Monetary gain is not the primary objective in such cases.
Examples include cyberstalking, cyberbullying, and online abuse, targeting victims on
social media platforms to harm them psychologically and undermine their credibility.
Perpetrators derive satisfaction from causing distress, emphasizing the psychosocial
nature of these crimes (lbrahim, 2016a; Lazarus, 2019). While revenge pornography
offenders often blame and humiliate victims, this is not the primary motive for fraud,
which is money.

1.2.3. Socioeconomic Cybercrime

Socioeconomic cybercrime involves the pursuit of financial gains through deceptive
practices facilitated by computers or internet technologies. This encompasses illegal
activities such as online fraud, romance scams, copyright theft, and illegal downloads of
digital content (Ibrahim, 2016a). Nigeria is particularly vulnerable to practices within
this category, which include prevalence, impersonation, manipulation, counterfeiting,
forgery, and fraudulent misrepresentation. Notable examples include online romances
(Drew & Webster, 2024; Lazarus et al.,, 2023) and pig butchering fraud (Wang,
2023; Whittaker et al., 2024). These fraudulent schemes are primarily motivated by
financial gain.

However, the geopolitical, psychosocial, and socioeconomic categories are not
rigidly defined, and instances of overlap can occur. For example, hacktivists may release
stolen personal information to convey political messages, which has psychological and
geopolitical implications. Nonetheless, the TCF serves as a useful tool for categorizing
the distinct characteristics of various cybercrimes in Nigeria and beyond. Nigeria lacks
substantial documentation of other types of cyber offences, such as cyber espionage,
cyberstalking, and revenge porn, which are more prevalent in countries such as Belgium,
Canadaandthe United Kingdom (Ibrahim,2016a). Therefore, the conceptual framework of
the cybercrime framework in the Global North may not fully apply in Nigeria, representing
Africa south of the Sahara (Ibrahim, 2016a). The complexities of cybercrime in Nigeria
are worth noting.

1.3. Complexities and Challenges of Cybercrime in Nigeria

Recent conference papers shed light on various aspects of cybercrime prosecution,
regulation, and its impact on Nigeria. Idem et al. (2023a) identified key challenges
hindering cybercriminal prosecution in Nigeria, including the lack of robust legislation,
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ineffective law enforcement, slow legal processes, and limited forensic analysis
capabilities. Building on this, Idem et al. (2023b) emphasize the urgent need for reform
within cybercrime regulatory agencies to protect Nigeria from its status as one of the
top three countries with the highest growth of cybercrime. Similarly, Idem (2023)
suggests that Nigeria's Cybercrimes Law has played a significant role in regulating and
deterring various forms of cybercrime, safeguarding online businesses, and promoting
internet enterprises. These three related studies collectively spotlight the multifaceted
challenges posed by cybercrime in Nigeria and emphasize the importance of legislative,
regulatory, and socioeconomic interventions to address them.

Furthermore, while Ojolo and Adewumi (2020) and Lazarus et al. (2023) illuminate
the normalization of cybercrime within Nigerian society, highlighting factors such
as economic instability, corruption, and peer influence as significant drivers of its
prevalence, Lazarus et al. (2022a) draws parallels between internet scammers (Yahoo
Boys) and Nigerian corrupt politicians (“Yahoo Men”). Similarly, Olaiya, Lamidi, and Bello
(2020), Monsurat (2020), and Adeduntan (2022) emphasize the influence of political
corruption, peer pressure, economic hardship, and inadequate social support systems.
Additionally, Ojolo and Singh (2023) and Aransiola and Asindemade (2011) uncovered
the lucrative nature of this activity and the complicity of corrupt law enforcement
officers and asserted that financial incentives intersect with institutional vulnerabilities
to sustain illicit practices online. Collectively, the above studies suggest that cybercrime
is acomplex phenomenonrooted in socioeconomic disparities, institutional deficiencies,
and cultural influences. Nonetheless, there is a clear pattern that incidents of cybercrime
have risen in recent years.

1.4. The Rise of Economic Cybercrime in Nigeria

The Rise of Economic Cybercrime in Nigeria has become a concern for various
stakeholders. Idem and Olarinde (2023) highlight the negative effects of cybercrime on
youth development, the economy,and governancein Nigeria. They identify unemployment,
poverty, corruption, and ineffective governance as primary drivers of youth involvement
in cybercriminal activities and offerrecommendations to combat theseissues. According
to the analysis of cybercrime and cybersecurity incident reports posted by the Economic
and Financial Crimes Commission (EFCC) from 2019 to 2022, online fraud has been on
a sharp rise?. This is how this information is summarised to give the idea of cybercrime
incidence in Nigeria, when the number of sentences dramatically increased in four years
of observation.

2 EFCC. (2022). https://goo.su/TJjHS
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For example, between 2019 and 2022, the EFCC witnessed a substantial surge
in reported cybercrime incidents. In 2019, 877 individuals reported cybercrime incidents,
which escalated to 1890 incidents in 2020, representing a 115.5 % increase compared
to the previous year. By 2021, reported incidents further rose to 2400, reflecting
a staggering 173.7 % increase compared to the baseline of 2019. Projections for 2022
indicated acontinued upwardtrend, with2900reportedincidents comprising a substantial
230.7 % increase compared to the initial figures of 2019. These statistics highlight
the exponential growth of online scams and underscore the exigency for scholarly
inquiry into victimization patterns within the country. Our analysis reveals a marked
surge in cybercrime activities, substantiated by the escalating number of convicted
cybercrime incidents reported by the EFCC. These findings spotlight a significant uptick
in cybercrime within Nigeria over the specified timeframe, emblematic of the activities
of cybercriminal entities, predominantly recognized as Yahoo Boys (Aborisade, 2023;
Lazarus & Okolorie, 2019; Ogunleye et al., 2019; Ojedokun & Eraye, 2012).

1.5. Victims-Oriented Studies

The actions of Yahoo Boys have global repercussions, prompting an increase in research
focused on victims of online fraud. Many studies have been conducted on the topic
of victimization, but most of them have focused on Western societies and Asian nations
like China. A few studies have looked into African nations like Nigeria, but they are relatively
uncommon. For instance, studies by Button et al. (2014), Meikle and Cross (2024), Drew
and Websters (2024), Cross (2020), Cross (2018b), and Whitty (2019) primarily concentrate
on victims from Western societies and Asian nations like China (Tao, 2022; Wang, 2023;
Wang & Topalli, 2024), while only a few researchers such as Aborisade et al. (2024) have
studied victimization in African nations like Nigeria. This imbalance could be stemming
from the Western media’s exclusive coverage of victims from Western countries, as well
as priorities of research funding allocation. Such tendencies perpetuate and inadvertently
marginalize victims from a Nigerian context. This study seeks to address this disparity by
emphasizing that the detrimental impact of Yahoo Boys extends beyond local boundaries
to the global arena. By shedding light on the experiences of victims in African nations
like Nigeria, we aim to challenge the prevailing Western-centric narrative and highlight the
universality of the issue. Through an inclusive approach, we endeavor to contribute to a
deeper understanding of online fraud and its impact on victims worldwide.

1.6. Cybercriminals in a Nigerian society (Yahoo Boys)

Several qualitative investigations have investigated Nigerian cybercriminals both within
Nigeria (Aransiola & Asindemade, 2011; Lazarus & Okolorie, 2019; Ogunleye et al., 2019;
Ojedokun & Eraye, 2012) and outside Nigeria (Lazarus, 2024), thereby providing insights
into the diverse facets of these offenders. The empirical literature cited above consistently
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indicates that men (and boys) are the primary perpetrators of cybercrime. These
individuals fundamentally coordinate socioeconomic digital crimes on the internet, as
shown in Figure 1. In contrast to their male counterparts, according to testimonials,
female undergraduates who commit online fraud mostly do so from subordinate
positions to their male-dominated superior positions (Ogunleye et al., 2019). Although
the research above findings specifically pertained to Nigerian society’ emphasizing that
males are the predominant perpetrators of these cybercriminal activities, only a limited
number of studies, including Aborisade et al. (2024), have investigated the experiences
of cybercrime victims in Nigeria.

1.7. Convergence and Divergence in Prior Research

In the Nigerian context, many research endeavors have produced convergent findings
using a variety of data sources. These include interviews with frontline law enforcement
officers (Lazarus & Okolorie, 2019), analysis of scam emails (Genc et al., 2021; Rich, 2018),
examination of music lyrics (Adeduntan, 2022; Lazarus et al., 2023), interviews with Nigerian
parents (Aborisade, 2023; Ibrahim, 2016b), interviews with online fraudsters (Aransiola
& Asindemade, 2011; Lazarus, 2024; Ojedokun & Eraye, 2012; Ogunleye et al., 2019),
exploration of tweets (Lazarus & Button, 2022), and consistency and concurrence among
these studies substantially enhance the credibility of empirical research as a whole, thereby
reaffirming the fundamental understanding about characteristics of online offenders and
they category of cybercrimes they commit. Furthermore, studies not based on empirical
evidence support the empirical literature (Idem et al., 2023a, 2023b). This verifies these
attributes and brings together evidence from diverse research methodologies. Only
a limited number of studies have been conducted on victims of cybercrime in Nigeria,
notably Aborisade et al. (2024), Mba et al. (2017), and Tade and Adeniyi (2017).

1.8. Novelty of Current Work

This study is distinct from previous research in several respects. Although previous studies
have investigated cybercrime victims in Nigeria (Aborisade et al., 2024; Mba et al., 2017; Tade
& Adeniyi, 2017), no distributed questionnaires have been employed. Previous approaches,
such as those by Aborisade et al. (2024) and Tade and Adeniyi (2017), relied on qualitative
methods, whereas Mba et al. (2017) sourced data from a Nigerian forum hosted at www.
topix.com, supplemented by Web engine searches to identify similar online and active scam
posts. While empirical literature such as De Kimpe et al.'s (2020) study in Belgium has used
the TCF as a reference point, none has ever examined cybercrime by explicitly considering
the Tripartite Cybercrime Framework (TCF) excerpt for Lazarus et al. (2022b) study which
merge the TCF and feminist epistemology of crime. While Lazarus et al. (2022b) explored
perceptions of cybercrimes aligned with the TCF categories in the United Kingdom, our
study aims to address this gap by examining cybercrime victimization in Nigeria through
the lens of the TCF classifications. We will use «the Socioeconomic Theory of Nigerian

Cybercriminals» proposed by Ibrahim (2016a) as a framework for our research.
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2. Methods and materials

We employed a distributed survey approach to collect data from a diverse cohort
of students, staff, and workers from various sectors. Our questionnaire explores Ibrahim'’s
(2016a) framework, which categorizes cybercrime into socioeconomic, geopolitical,
and psychosocial dimensions, to expose the nuances and particularities of cybercrime
types in Nigeria. The survey targeted voluntary participants with diverse demographic
backgrounds to contribute to the understanding of cybercrime experiences. While
participants’ responses were anonymized and kept confidential, ethical approval was
obtained from one of the universities in Nigeria to ensure academic and research guidelines
adherence. The survey was meticulously designed and distributed through established
survey platforms to ensure its efficiency and broad reach. Participants provided informed
consent before participation, and stringent measures were implemented to safeguard
their anonymity and confidentiality throughout the data collection process.

2.1. Data Analysis

We conducted a nearest-neighbor analysis to identify the geographical clusters and
sectors most affected by cybercrime. By employing a combination of simple statistical
methods and advanced spatial statistics, data analysis yielded valuable insights into
the prevalence and characteristics of cybercrime in the studied population. Moreover,
statistical analysiswas employedto discerntrends and patternsin cybercrime occurrence
rates over a specified period. Descriptive statistics such as means and medians were
computed using Excel spreadsheets to facilitate the calculation of relevant counts and
percentages. While this method has its limitations, however, we offer the following
justifications for this approach:

1. Exploratory Analysis. Descriptive statistics serve as a valuable tool for conducting
exploratory analysis, enabling researchers to gain an initial understanding of the data
by summarizing key characteristics like central tendency and variability. Since this
is a preliminary study, this approach allows for the identification of basic patterns in
cybercrime experiences among participants without assuming underlying relationships,
which may not be misleading, given the complex sociocultural fabric of Nigerian society.

2. Data Presentation. Descriptive statistics are crucial for presenting critical
findings in a clear and concise manner, making them accessible to a broad audience,
including undergraduate students from various disciplines. Given that the study focuses
on cybercrime experiences among university students and workers in Nigeria, descriptive
statistics provide a straightforward way to communicate important findings about the
prevalence and characteristics of cybercrime in this population.

3. Simple Data Structures. The investigation tool used in the study has a relatively
simple structure with few variables and straightforward relationships. As such,
descriptive statistics are well-suited to address the research question and objectives
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of this preliminary inquiry. More complex analytical techniques may not be necessary.
They could introduce unnecessary complexity, making descriptive statistics an efficient
way to analyze and summarize data, providing valuable insights into cybercrime
victimization experiences among the study population.

3. Results

This section presents the findings from the quantitative analysis of 896 responses,
delineating the frequencies and percentages associated with each category identified
in the study as illustrated in Table 1. Almost all participants (99.78 %) provided
informed consent, indicating a high level of willingness to participate in the study.
Only a small fraction (0.76 %) chose not to provide consent, suggesting that most
participants were willing to participate.

Table 1. Summary of Our Findings

Item Type Frequency Percentage
Informed consent response Yes 896 99.78
No 7 0.76
Gender of the respondents Male 584 64.69
Female 312 34.52
Educational level Masters’ Students 522 57.80
Doctoral Candidates 21 2.36
Teachers and Admin Staff 12 1.35
Experience of cybercrime as victims Yes 588 65.20
No 301 33.40
Gender of cybercrime victims Male Victims 303 51.53
Female Victims 285 48.47
Type of Cybercrime E-Banking/Payment-Card Fraud 554 61.45
Identity Theft 67 7.43
Others 295 32.68
Reported? Yes 322 35.74
No 577 63.94
Stolen Money reversed/Suitable Action Taken?  Yes 54 5.99
No 835 92.61

3.1. Gender Dimension

The findings of this study shed light on the gender dynamics within cybercrime
victimization, revealing a notable disparity in the experiences of men and women.
Data analysis indicates that among individuals affected by cybercrime, 303 men
(51.53 %) and 285 women (48.47 %) reported adverse outcomes. This disparity is
further underscored by the overall distribution of cybercrime victims, with 64.69 %
male and 34.52 % female. These figures suggest a gendered pattern in cybercrime
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victimization, with a higher proportion of men experiencing negative consequences
compared to women. The data also highlights the need for gender-sensitive approaches
in addressing cybercrime and implementing interventions to mitigate its impact on both
male and female victims. Additionally, the relatively balanced distribution between male
and female victims underscores the importance of considering gender dynamics in
understanding and responding to cybercrime phenomena.

3.2. Educational Level

The participants had a diverse range of educational backgrounds. 37.80 % were
undergraduates, 57.80 % were master’s students, 2.36 % were doctoral candidates, and
1.35 % were teachers and admin staff. This diversity in educational level enriches the
sample’s heterogeneity and makes the findings more generalizable.

3.3. Confirmed Negative Experience of Cybercrime

A significant proportion of participants (65.20 %) reported experiencing adverse incidents
related to cybercrime, highlighting its pervasive impact on the study population.
Conversely, 33.40 % indicated that they had not experienced any cybercrime incidents,
revealing a subset of individuals unaffected by this type of crime.

3.4. Type of Cybercrime

The study found distinct prevalence patterns in cybercrime incidents. E-Banking/
Payment-Card Fraud was the most common type, accounting for 61.45 % of reported
incidents. Identity Theft accounted for 7.43 % of incidents, while other forms collectively
constituted 32.68 % of cases, such as online job scams. These findings provide insights
into the prevalence and distribution of specific cybercrime types among the study
population: the socioeconomic types.

3.5. Reported Incidents

The study found that 35.74 % of participants reported cybercrime incidents to relevant
authorities or entities, indicating a moderate engagement with reporting mechanisms.
In contrast, the majority (63.94 %) did not report any incidents, suggesting potential
underreporting and areas for improvement in reporting practices.

3.6. Stolen Money Reversed/Suitable Action Taken

Among participants who reported cybercrime incidents, only a minority (5.99 %)
indicated that stolen funds were reversed or appropriate actions were taken in response.
Conversely, the vast majority (92.61 %) reported no remedial actions, suggesting
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challengesin achieving restitution or resolution following cybercrime victimization. While
these findings provide valuable insights into cybercrime prevalence, characteristics,
and reporting dynamics among participants, further exploration is warranted to compare
with prior empirical literature and to discern implications for policy, practice, and future
research endeavors.

4. Discussion

In the discussion section, we build upon insights garnered through a distributed survey
approach to advance understanding cybercrime victimization across diverse demographic
spectra. This section discusses four primary themes: (1) Disparities in Cybercrime
Experiencesbasedongender;(2) the pivotalrole of Socioeconomic pertainingto Cybercrime
in Nigeria; (3) the correlation between Educational Attainment and vulnerability to online
fraud; and (4) an exploration of Cybercrime Victimization through the lens of ideal
victimization, juxtaposed with the North-South socioeconomic Divide.

4.1. Gender Dimension of Online Fraud Victimization

Our study’s analysis of gender disparities in cybercrime victimization (Table 1, section
3.4 of the article) both aligns with and diverges from findings in prior research.
For example, Lazarus et al. (2022b) assert that while women tend to perceive
psychosocial cybercrimes, such as revenge pornography, as more severe than men,
no discernible gender disparities exist in socio-economic cybercrimes like credit card
online fraud. Notably, unlike the above authors, our study does not explicitly explore
perceptions of cybercrime and shows a gender difference in socioeconomic cybercrime
victimization, contributing to the discourse. Moreover, numerous studies have delved
into the intricate dynamics of cybercrime victimization, shedding light on various
influencing factors (Nasi et al., 2023). Kadoya et al. (2021) research in Japan identified
gender and marital status as potential determinants of victimization, indicating that
males and married individuals are more susceptible to fictitious billing fraud. Similarly,
Whitty’s (2019) study in the United Kingdom underscores gender variations in cybercrime,
particularly evident in romance fraud, where women are disproportionately victimized.
Although our study did not specifically inquire about marital status or romance scams,
our findings resonate with those of Kadoya et al. (2021) and Whitty (2019), corroborating
the significance of gender in cybercrime victimization.

The variability in gender disparities across different contexts is further illuminated by
studies conductedin Finland (Né&si et al.,2023) and the Netherlands (Weijer et al., 2020).
While Finnish research found no statistically significant gender differences, a Dutch
study revealed that females were likelier to report traditional crimes to the police, while
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males exhibited greater proactivity in reporting cybercrime incidents (Néasi et al., 2023;
Weijer et al., 2020). Consequently, it is plausible to assert that the gender differences
identified in our study may be attributed, in part, to disparities in crime reporting
behavior. This underscores the multifaceted nature of cyber victimization reporting,
often leading to cybercrimes being reported to organizations other than the police.
Furthermore, gender differences significantly impact susceptibility to online fraud,
with psychological traits such as risk-taking and low self-control further contributing
to vulnerability (Norrisetal.,2019). Although our study did not investigate psychological
traits and their association with online fraud victimization, our findings agree that
gender differences significantly influence susceptibility to online fraud. Despite these
gender-related nuances, gender alone plays only a partial role in predicting cyber
victimization, with other factors such as fraudster motivation and target vulnerability
exerting considerable influence as well.

4.2. The centrality of Socioeconomic Dynamics of Cybercrime

Our research has identified clear prevalence trends in cybercrime incidents
(Table 1), notably highlighting E-Banking/Payment-Card Fraud as the most dominant
type, comprising 61.45 % of reported cases. ldentity Theft comprised 7.43 % of
incidents, while various other scams, including online job scams and phishing schemes,
collectivelyaccounted for32.68 % of cases, all fallingwithinthe socioeconomic category
of cybercrime (Table 1). It reinforces that cybercrime exhibits spatial characteristics
as it traverses and manifests in various regions, exerting an impact on human conduct
within particular localities while also being capable of being obscured or revealed
by spatial elements (Hall & Yawood, 2024; Lazarus & Button, 2022). The Tripartite
Cybercrime Framework (TCF) delineates cybercrimes into three principal motivational
components — socioeconomic, psychological, and geopolitical — underscoring the
distinction between socioeconomic and psychosocial cyber offenses (Ibrahim, 20163;
Lazarus, 2019; Lazarus et al., 2022b).

Unlike countries like Canada, Russia, China, and the United Kingdom, Nigeria lacks
substantial documentation of other cybercrime categories, notably geopolitical, such
as cyber espionage, and psychosocial, such as revenge pornography (Ibrahim, 2016a).
The geopolitical and sociocultural contexts of different nations significantly shape
their behavior in cyberspace. For instance, while revenge pornography is prevalent
in Western nations like Portugal (Murca et al., 2024), the United Kingdom, Canada,
etc. (Harper et al., 2023), it may not be as pronounced in Nigeria. Furthermore, unlike
Nigeria, countries like the United States, Russia, China, and the United Kingdom
confront significant challenges with nation-sponsored cyber espionage (Akoto, 2021,
2024; Markridis et al.,2024). These social and contextual nuances challenge the notion
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of cyberspace and physical space as distinct entities with clear boundaries, as
highlighted by Jaishankar (2007, 2011, 2018). As a result, the conceptual frameworks
commonly utilized in “the Global North” may not entirely apply in Nigeria, representing
Africa south of the Sahara (Ibrahim, 2016a). The complexities of cybercrime in Nigeria
are notable. Although our survey data originated from a single institution, the findings
offer insights into the prevalence and distribution of cybercrime types within the
socioeconomic classification.

However, while Nigeria may lack substantial documentation of certain cybercrime
categories, it does not necessarily mean that psychosocial cybercrimes, such as
cyberstalkingand cyberbullying, are non-existentornegligible. One possible explanation
is thatthe sociocultural fabric of Nigerian society prioritizes socioeconomic cybercrime
types, such as online scams. This emphasisis evidentin the exclusive focus on financial
crimes reported by the EFCC, the elite enforcement agency in Nigeria. Additionally,
the lack of documentation could stem from other factors, such as limited resources
or infrastructure for detecting and reporting such cybercrime types. Furthermore, while
sociocultural and geopolitical contexts influence cyberspace behavior, it is essential
to acknowledge that geopolitical cybercrime types often do not affect ordinary citizens
like the students and teachers we studied in this research. As a result, our inquiry did not
cover geopolitical entities, leading to potential oversight in our findings.

4.3. Educational Attainment and Online Fraud Victimizations

One significant discovery from our research pertains to the educational backgrounds
of the participants. While over 99 % of them possessed or were in the process of obtaining
a university degree, the distribution across educational levels varied considerably.
In particular, among the participants, 37.80 % were undergraduates, 57.80 % were
master’s students, 2.36 % were pursuing doctoral degrees, and 1.35 % were educators
and admin staff (Section 3.4 of the article). Despite this educational diversity, over 65 %
of all participants reported being victims of cybercrime, a finding that both align with
and diverges from prior studies.

Existing research indicates that the likelihood of falling victim to online fraud is
influenced by several factors, among which educational attainment plays a significant
role. Studies have demonstrated that individuals with lower levels of education are
more susceptible to consumer fraud (Whitty, 2018). However, research also suggests
a nuanced relationship between education level and fraud victimization. For instance,
individuals at the extreme ends of educational attainment, such as those with no high
school degree or graduate degree, are less likely to become victims of fraud (Schoepfer
& Piquero, 2009), indicating a U-shaped pattern in this relationship.
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Moreover, individuals who have completed higher education and spend more time
online are found to be at greater risk of being targeted by fraudsters (Paek & Nalla, 2015).
This association underscores the impact of routine online activities on victimization risk,
highlighting the role of online interactions in cybercrime vulnerability. Additionally, older
individuals, who typically have higher levels of education, are identified as particularly
vulnerable to cyber-fraud victimization (Whitty, 2019). This demographic often exhibits
traits such as high impulsivity, engagement in risky online behaviors, and addictive
tendencies, all of which heighten their susceptibility to online scams.

4.4. Cybercrime Victimization, Ideal Victims, and the North-South Divide

The outcomes of our investigation underscore the pervasive impact of cybercrime
in Nigeria, with a notable majority of participants (65.20 %) reporting personal
victimization experiences (Aborisade et al., 2024). This prevalence underscores
the widespread nature of cybercrime and its substantial effect on the study population.

Conversely, 33.40 % of respondents indicated no encounters with cybercrime incidents,
revealing a subset of individuals within Nigeria unaffected by this criminal activity. This
contrast initiates discussions surrounding ideal victimization and the interplay between
the Global North and West Africa (Nigeria), a subject rarely explored in online fraud
literature.

The operations of groups like the Yahoo Boys, originating in Nigeria but impacting
globally, have garnered increased attention to victims of online fraud. However, existing
research predominantly centers on victims from Western societies (Button et al., 2014,
2015; Cross, 2020; Drew & Webster, 2024) and some non-Western contexts like China
(Tao, 2022; Wang, 2023), with limited studies dedicated to West African nations such as
Nigeria (Aborisade et al., 2024). It is plausible that the unequal distribution of research
attention on certain issues is due to the tendency of Western media to focus on high-
profile victims from Western countries. Additionally, research funding often prioritizes
Western-centric perspectives, resulting in a lack of attention and resources for other
regions, including West African nations such as Nigeria (Mosbah-Natanson & Gingras,
2014). These biases perpetuate assumptions and inadvertently marginalize victims
from non-Western contexts, thus highlighting the concept of «ideal victims» where ce
rtain victims may be considered more “ideal victims” than others. Online fraud victims
in Western societies such as the United States, the United Kingdom, and Australia are no
less significant than their counterparts in Nigeria.

Building upon Christie’'s (1986) seminal work on ideal victims, which delineates

the traits of an ideal victim, our study investigated the dynamics of online fraud
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victimization within the Nigerian context. Christie (1986) posits that ideal victims are
perceivedto embodyspecifictraitsaligningwithsocietalnormsofinnocence, vulnerability,
and lack of culpability, eliciting positive societal reactions. This public response could
potentially prevent crimes against potential victims or bring criminal actors to justice.
Other scholars have utilized this concept to examine facets of cybercrime (Hock &
Button, 2023; Loyens & Paraciani, 2023). Utilizing this concept, we explore not only
the dynamics of scams targeting Nigerians but also global societal responses, including
research funding allocations, to crimes affecting Nigerians as victims. We argue
that power dynamics between the Global North and South, alongside the structure
of the global economy, shape victim perception, with victims from the West perceived
as more deserving of «ideal victim» status than Nigerians, thus influencing both regional
and global responses to crimes perpetrated against Nigerians. Given the significant rise
in online fraud victimization in Nigeria, for example, from 2019 to 2022, the issue is
deeply concerning.

However, it is worth noting that the power dynamics and economic structures that
shape victim perception are complex and multifaceted and should not be oversimplified
orreducedto asinglefactor. Also, regional agencies and Nigerian authorities are primarily
responsible for their citizens rather than shifting local responsibilities to external bodies
and international communities (e.g., Western nations) to support victims of online fraud
within Nigerian society. Finally, while online fraud victimization is indeed a serious issue
in Nigeria, the phenomenon is not unique to the country and occurs in many other parts
of the world as well.

Conclusion

Our study, derived from 896 participants, has presented insights into cybercrime
victimization, focusing on gender disparities, socioeconomic factors, educational
attainment’s influence on online fraud vulnerability, and cybercrime victimization
through the lens of ideal victimization juxtaposed with the North-South socioeconomic
divide. Our analysis has highlighted gender differences in cybercrime victimization
experiences, with a higher proportion of men experiencing negative consequences,
aligning with prior research like Kadoya et al. (2021). We have offered fresh insights into
this discourse, emphasizing the variability in gender disparities across contexts and the
need for gender-sensitive approaches in addressing cybercrime. Secondly, our study has
emphasized socioeconomic factors’ pivotal role in cybercrime prevalence, particularly
in Nigeria. The prevalence patterns of cybercrime incidents, especially E-Banking/
Payment-Card Fraud, have underscored socioeconomic dynamics in cybercrime
perpetration in Nigeria, highlighting the centrality of the socioeconomic cybercrimes
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category in Nigeria. Thirdly, we have shed light on the correlation between educational
attainment and vulnerability to online fraud. While over 99 % of our participants were
university-educated, the distribution across educational levels has varied, impacting
susceptibility to cybercrime. Our findings align with existing research (Whitty, 2018),
underscoring the nuanced relationship between education level and fraud victimization.
Last but not least, considering the North-South socioeconomic divide, we have explored
cybercrime victimization through the ideal victimization lens. Drawing upon Christie’s
(1986) ground-breaking work, we have delved into online fraud victimization dynamics
within Nigeria, highlighting disparities in research attention and global responses
to cybercrime affecting non-Western contexts. Our findings have emphasized the need
for gender, inclusive, and contextual, sensitive approaches to cybercrime research and
policymaking in Nigeria and beyond, given the global power dynamics discussed. These
insights have informed the development of multidimensional and contextually sensitive
approaches to address cybercrime and mitigate its impact on vulnerable populations
worldwide.
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AHHOTaUuA

Lienb: BbIBNEHWE OCHOBHbIX MPO61eM BUKTUMU3aLUK B pesynbTaTe pocTa
KN6epnpecTyrnHoOCTM B MUPE B LLeSIOM U B HUFEPUINCKOM 06LLLeCTBE B YacT-
HOCTU C NO3MLMUIA COLMUONOrMYECKUX MOAXOA0B N C MOMOLLbIO TPpeX4acTHOM
KoHuenuun knbepnpectynHoctu (Tripartite Cybercrime Framework, TCF),
COCTOSILLEeN N3 reonoIMTUYECKUX, NMCUXOCOoLManbHbIX U COLManbHO-3KOHO-
MMWYECKUX KaTeropui KnbepnpecTynHoOCTU.

MeTofbl: OCHOBY METOAONIOMMN COCTaBMAIN COLMONIOTMYECKMIN METOZ, Ucchne-
noBaHus. MNpouecc c6opa AaHHbIX BKOYan pacrnpocTpaHeHne OMnpOCHUKaA
cpegyn 896 y4aCcTHUKOB U3 akafeMn4eckoun cpefpl, B TOM 4Yncne CTYAeHTOB
N COTPYAHWKOB YHUBEPCUTETA, U aHaNn3 OTBETOB PECNoHAEHTOB. peacTas-
JIEHHble AaHHble aHaNn3npoBaInChb C MOMOLLbIO OnMcaTeNIbHOM CTaTUCTUKMY,
0co60e BHUMaHWe Nnpu 3ToM 6bI10 YAe/1eHO BOnpocaM reHAepHOro HepaBeH-
CTBa, COLManbHO-3KOHOMMYECKMM (haKTopaM, BIVSIHUIO YPOBHSA 06pa3oBa-
HUA Ha YA3BUMOCTb K OHMaWH-MOLUEHHUYECTBY U BUKTUMMU3ALMU B pesysb-
TaTe KUGEeprnpecTynieHnid Yepe3 MpuaMy KOHLENUUWM WAeanbHOW KepTBbl
1 coLmanbHO-9KOHOMUYECKOro paspbiBa Mexay Cesepom u lOrom.

PesynbTaTbl: B CTaTbe NpeacTaBfieH aHanus TpexyacTHOW KoHuenuuu
KM6eprnpecTynHocTU. Ha ocHOBe M3y4eHUs AaHHbIX, NOYYEHHbIX B XOAe
aHKETMPOBaHWUS, yCTaHOBJ/EHO, YTO 65,20% y4acTHMKOB onpoca Koraa-nnéo
CTQHOBWM/IUCb XKepTBaMu KMOeprnpecTynHUKOB. BbisiBNeH reHAaepHbIN
NMepeKkoc Cpean XepTB KN6eprnpecTynieHnin B CTOPOHY My>XUuH (64,69%).

CTaTbsi HaxoAWUTCsi B OTKPbITOM AOCTyNe W PacrnpoCcTpaHsieTcsl B COOTBETCTBUM C nuueH3ueir Creative Commons «Attribution» («ATpubyums»)
4.0 BcemupHas (CC BY 4.0) (https:/creativecommons.org/licenses/by/4.0/deed.ru), no3sonstoLLen HeorpaHUYeHHO UCNONb30BaTb, PACNPOCTPaHATDL
W BOCMNpOM3BOAUTL MaTepuan npu ycnoBuu, 4To opuruHasabHasa paﬁoTa ynomMsHyTa C CO6I‘I}0AeHMeM npasun ULUTUPOBAHUA.
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YcTaHOB/IeHbl 3aKOHOMEPHOCTU B pacrnpefeNieHun KubepnpecTyrnieHuit.
Bce KubepnpecTynsieHnss NpoTUB OMPOLUEHHbIX UL, OTHOCUIIUCh K KaTe-
ropun CoLManbHO-3KOHOMMUYECKUX, YTO MOAYEpPKMBAET pacnpocTpaHeH-
HOCTb KN6epnpecTynHOCTU U aKTyaslbHOCTb NPOTUBOAEACTBUA il B HUre-
puiickoM couuyme. Ocoboe BHUMaHWE yaesieHO BOMpocam reHAepHoro
HepaBeHCTBa, CoLNaNbHO-9KOHOMUYECKUM (akTopaM, BIMAHUIO YPOBHSA
o6pa3oBaHus Ha yA3BMMOCTb K KubepnpecTyrnsieHusam. Mpobnema BUKTU-
MU3aLUM PacCMOTPEHa C TOUYKU 3peHUs KOHLIeMLUMU uaeanbHON KepTBbl.
PesynbTraTbl UCCMefOBaHUA MO3BONIAOT MOMYYUTb MpeAcTaBfieHne
0 pacnpoCTpaHeHHOCTU U pacrpeaeneHn KOHKPeTHbIX BUAOB Kubepnpe-
CTYMHOCTM COLManbHO-9KOHOMMYECKOW KaTeropuu cpeau uccreayemon
rpynnbl HacesneHus.

Hay4yHas HoBM3Ha: B uccnefoBaHWW BrepBble UCMNOMb3yeTcA Noaxon
TPex4yacTHOW KoHuenuuu kubepnpectynHoctn (TCF) ans u3ydyeHus BUK-
TMMMU3aLuK B pesynbTaTe KU6epNpPecTynIeHNN B HUTEPUACKOM O6GLLECTBE.
HoBu3Ha npefcTaBneHHOro uccrnefoBaHuss 06yCNOBIEHA ELLE U TEM, YTO
CNOXMBLUMECA Ha rnobanbHoM CeBepe KOHUEeNTyaslbHble OCHOBbI NPOTU-
BOAENCTBUA KNOEPNPECTYMHOCTH HE BMNOJIHE NPUMEHUMbI B Hurepum.

MNpakTuyeckas 3HAYMMOCTb: MOMyYeHHble Pe3ynbTaTbl AeMOHCTPUPYIOT
Heo6X0AMMOCTb MPUMEHEHMS TLLATENbHO BbIBEPEHHbIX FeHAEPHbIX, UHKIHO-
3MBHbIX M KOHTEKCTYyasIbHbIX NMOAXOAOB K pa3paboTke HaLMOHaNbHOW npa-
BOBOI MNOJIMTUKK 60pb6bl C KNGEPNPECTYNHOCTbH, MOTYT 6bITh MOJIOXEHbI
B 060CHOBaHWe paspabaTbiBaeMblx MPAaBOTBOPYECKMX PeLLeHMU B 061acTu
npeaynpexaeHus U NpoTUBOAENCTBUSA NPOSIBIEHUSIM KUGEPNPecTYNHOCTY,
a TaK)xe B OCHOBY MPaBOBbIX MEP 3aLUUTbI XXePTB KUGEPNPECTYNIEHUA.
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