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web platforms Results: the impact of social networks on the rights of minors was studied,

in terms of their negative influence, possible risks and the spread of social
conflicts. The main provisions of the legislation of Spain, France and the USA
were analyzed in order to identify the key points regarding the activities
of minors in social networks and the Internet, the need for them to express
their consent to the publication of personal information. The most common
conflicts caused by sharenting were described, as well as possible flexible
legislative solutions to disputes concerning family relations and social
networking activities. Suggestions were formulated for resolving conflict
situations and digital identity issues arising in abusive sharenting.

Scientific novelty: the study summarizes various scientific opinions and
legal approaches to sharenting as a new phenomenon, which is rapidly
developing due to the wide popularity of social networks and Internet activity
of children and their parents, generating socio-legal conflicts.
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Practical significance: the research shows that minors are particularly
vulnerable in the information and telecommunication environment. In many
cases, excessive disclosure of their personal data occurs not only because
of their own actions, but also because of the actions of their family members,
usually parents. A comparative legal study of the adopted legislative
measures and their interpretations in the legal doctrine allows characterizing
the current legal situation with regard to minors in the digital space as
fragmentary and proposing legislative approaches and solutions to avoid or
minimize possible conflict situations and risks, such as digital harassment
or privacy violation, which may arise in the process of further technological
development and the spread of sharenting.
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Introduction

Minors participate in social networks because they see them as potential tools to
fulfill a series of interests, whether personal or social. Unlike adults, social networks
have a vital consideration in that they are a confirmation of one’s own existence; non-
participation in this virtual space means marginalization in social relations. However, the
Internetis a relatively hostile environment, and although itis also a space for building and
consolidating social relationships, it is a place where many socio-legal conflicts arise,
such as digital harassment or the violation of the right to privacy (Marcelino Mercedes,
2015; Memedovich et al., 2024; Ahmed et al., 2023; Mola et al., 2023).

One of the keys to these conflicts is that when an Internet user makes his or herimage
or any relevant personal data public, he or she automatically loses control over it, since
it enables other users to access this information, download it later and share it. In many
cases, parents themselves ignore the risks of inappropriate use by their children, as all the
content that is posted on the network can be turned against them (Duran Alonso, 2022).
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To this complexity is added the growing phenomenon of minor «influencers», those
who, in addition to uploading content on social networks, receive financial compensation
for doing so. This figure has undergone a professionalization in recent years and considers
social networks as commercial and advertising platforms, so the content generated is
predisposedto attract followers and alsocommercial brands (Jiménez-lglesiasetal., 2022).

Special attention deserves the issue of «sharenting», this booming phenomenon refers
to the exposure on social networks of all kinds of information (especially images and
videos) of a minor, but by their parents, who act as digital managers of the former (Ferrara
etal., 2023; Kopecky et al., 2020). As in the case of «influencers», by sharing content about
their children, the parents receive a financial compensation (Garcia Garcia, 2021).

1. Notion of sharenting and its causes

Sharenting is the activity of disseminating images, videos and comments on social
networks that include every day or intimate moments in the lives of underage children
by their parents or other close relatives. This phenomenon is linked to the expansion
of social networks and, although it apparently offers many benefits to parents such
as obtaining validation (through comments or a «like»), this can be a potential danger
by transmitting information constantly and excessively, information that should remain
in the sphere of privacy (Ordofiez Pineda & Calva Jiménez, 2020; Aydogdu et al., 2023).

The reasons why a parent shows all this content on the network can be very different:
Sometimes the goal is simply to make an album of photos and videos to share with family
contacts; Given the nature of social networks, one of the motives may be to give a good
image as parents or to generate collaborative synergies with other families; In other
cases, the objective is economic, since in exchange for the dissemination of content,
parents receive monetary or in-kind compensation (in the form of sponsorships, gifts, etc.)
(Azurmendi et al., 2021).

This last reason is the one that most concerns the law, since «sharenting», from
a psychological point of view, behaves as a digital representation of the concerns and
frustrated successes of parents through their children. This behavior is even more
pronounced when the content is monetized, because in this case the image of the children
is transposed with the professional development of the parents, and even more so when
these activities are the only economic source of the family (Ranzini et al., 2020).

Parents on behalf of the family and as co-responsible for the digital identity of their
children have the duty to protect these rights, therefore the motivation is quite relevant,
firstly, because it will involve a dissemination in a different medium. Thus, it is not the
same the dissemination of photographs in a family WhatsApp group than in a digital
platform such as Instagram* or YouTube**. It is also not the same that the information is
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published in private mode, allowing access to a restricted group (the family) than in public
mode, allowing indiscriminate access (Montoro Lopez, 2022).

The dissemination of videos and photos can have serious negative consequences
on a child’s personal development (Yiseul Choi & Lewallen, 2017).

2. Social networks as a cause of sharenting

Social networks are the most important technological phenomenon of the last twenty years.
However, the concept of social networking is not as modern as you might think, although it
is true that today it refers to web platforms where users connect with each other, in other
times this concept simply referred to communities that were connected in some way, for
example, through friendship, work or other values (Oliva Marafon, 2012; Yang et al., 2022;
Verswijvel, et al., 2019).

Among all the social networks that exist, a simple classification can be made in terms
of their objectives:

— Social networks of a personal nature, such as Facebook*** and Twitter****,

— Professional social networks, such as LinkedIn*****,

— Thematic social networks, such as YouTube and Instagram*.

A priori, one could point to the former as the main networks that have a greater «family»
presence and act as a way of propagating «sharenting», however, this classification, although
simple in its premise, is complicated because the boundaries in terms of objectives between
one social network and another are very blurred.

Thus, YouTube** is a platform that collects channels according to a series of themes
(cinema, photography, etc.), but it can also collect «family» channels that include videos
of minors in their daily lives, some of which may even be monetized.

The impact that YouTube** has among minors is very high, so many brands and
advertising agencies are interested in channels that have a minor in front of the channel.
This is for several reasons, one of them because family channels and with minors generate
greater confidence in their products, which in turn causes users who are minors tend
to consume them if they are displayed on these channels (Duran Alonso 2022).

The same is true for Instagram*, an application that emerged in 2010 with the sole
purpose of sharing professional photographs, however, in 2018 it is consolidating as
a social network to use because of its features (stories, «hashtags», better circulation
of content). It is currently ranked in active profiles above other social networks, especially
among young people (Bard Wigdor & Magallanes Udovicih, 2021).

These social networks cannot be viewed as watertight compartments; content is often
multi-platform, and it is much more common for users to use two or more social networks
at the same time than for them to limit themselves to a single social network. In this area,
minors are the most vulnerable group and establishing a balance between technology and
privacy is the great challenge that exists.

397
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3. The legal approaches and measures to protect minors
in social networks

The protection of fundamental rights is more pronounced in the case of minors,
the general rule being that for there to be an intrusion on the right to honor, privacy
or self-image there must be validly given consent.

However in Spain, in the case of minors, since they have a limited capacity to act,
the Organic Law 1/1996 on the Legal Protection of Minors establishes that this capacity
is interpretedrestrictively and alwaysinthe bestinterest of the minor. It also differentiates
the criterion of sufficient maturity (established at fourteen years of age), by which,
if obtained, the minor could exercise his/her rights by him/herself (Duran Alonso, 2022).

The problem lies in the fact that there is no uniform regime in the case of minors,
the Organic Law on Data Protection follows a chronological criterion regarding
the processing of data, while the Civil Code gives more importance to contractual
consent. For example, in the case of minors of sufficient maturity, consent must be
given by the minors themselves; however, as we shall see, most cases of «sharenting»
take place at a very early age (Toral Lara, 2020).

However, some legal currents understand that regardless of whether or not minors
have sufficient maturity, parents, when exercising parental authority, must always protect
the personality assets of the minor. The Public Prosecutor’'s Office may act ex officio
if it is considered that their privacy has been exposed and their rights have been violated
(De Lama Ayma4, 2006).

The United States was the pioneer in the protection of children under thirteen
years of age with the 1998 Children’s Online Privacy Protection Act (COPPA Act), which
established methods for digital platforms to ensure the consent of minors. Thus, with the
COPPA Act, the YouTube platform already classifies and identifies content that is directed
at minors, and therefore does not collect personal data directed at this audience either.
(Duran Alonso, 2022).

The case of France is also a good example aimed at establishing protective laws,
in 2020 with Law 2020/1266, on the commercial exploitation of the image of minors under
sixteen years of age, establishing limitations in terms of schedules, compatibility with
school hours and recording time, and also the regulation of the right to be forgotten, including
measures regulating the right to be forgotten of minors, whereby social networks could
remove the content of the minor if requested by the latter even against the authorization
of their parents (Cremades Garcia, 2021)

In the case of Spain, the publication of images must be consented to by the minor
if he/she is over fourteen years of age; if he/she is under fourteen years of age, the consent
of both parents must be required. In the case of opening an account in a social network,
it will always be a requirement that the minor is over 14 years old, since creating an account
implies the formalization of a contract and authorize the processing of data that may
interfere with the honor, privacy and self-image (Santos Morén, 2011).
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Consent must always be specific and informed, the purpose sought and the actual
use of the data must also be assessed. Parents may not interfere with their children’s
social networks, except in the case of legitimate interference to protect the best
interests of the child. In this regard, consent must be obtained, and judicial authorization
will only be necessary if it is a serious interference with their fundamental rights
(Toral Lara, 2020).

4. The problem of digital identity transposition: abusive sharenting

More and more parents are «sharenting» with a purpose that goes beyond sharing
information with a family or friendship circle. The large virtual platforms have made
it easier for them to exist and to do business with family-type content, partly because they
are more suitable and convenient for advertising sponsors, and also because they allow
those who generate such content to make economic profit (Garcia Garcia, 2023).

This form of «sharenting», which is defined by some researchers as «abusive
sharenting», involves minors participating as protagonists or co-protagonists with their
parents in videos of varying content. Consent in this case is not in doubt in principle, since
the vast majority appear under the direction of one of the parents (Azurmendi et al., 2021).

Obtaining business in this modality has a series of objectives that can be varied:

— The monetization of a blog, account on a social network or family YouTube channel.

— The payment for the inclusion of advertising, obtaining sponsorship or sending gifts
from advertisers.

— Also, the professional dedication to the only Internet activity (such as a YouTube
channel) (Azurmendi et al., 2021).

Unlike other virtual activities in which only adults are involved, a parent’s digital identity
has an implicit meaning of inescapable connection with that of their children. Therefore,
through these activities some parents seek to individualize and transpose their own digital
identity through their children, while others adopt the notion of a kind of relational identity
in which the parent’s and the child’s identities converge (Holiday et al., 2020).

When a user participates actively and constantly in social networks, one of the
objectives is the search for personal significance and validation by other users, this is
no different in the case of parents, however, the problem when using children is that this
digital identity is altered. In fact, several examples can be verified in which the personal
brand of the parents is imprinted, whether the motivation is economic or not. This happens
because even unconsciously parents self-represent themselves through their children
on social networks.

This type of activity is detrimental to the children, as it shapes them as if they were
an object to obtain validation or simply an extension of the «digital self» of the parents.
This self-representation, moreover, does not end with social networks and the digital
world, but continues outside the digital world (Blum-Ross & Livingstone, 2017).
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In these cases, the children would act as a simple means to achieve the parents’
aspirations, recognition and quest for success. This type of harmful behavior can be
identified when parents provide information related to children’s health, or other personal
data such as location, intimate information, or directly acts of promotion and advertising
that can be directly qualified as exploitation. (Moser et al., 2017).

Some authors have shown that in cases of overexposure of minors a number of factors
come into play that increase or decrease sharenting itself:

— First-and second-degree family unitmembers, who may act as critical voices to the parents
themselves for the commodification of minors, or increase sharenting beyond the parents’
involvement, as is the case with other close family members (Jiménez-lglesias et al., 2022).

— The comments of consumers of this type of content, who are often critical of the
commercialization of minors.

The extension over time of «abusive sharenting» suggests that it will have an important
influence on the formation of the digital identity of minors, especially when they are
protagonists of these family platforms from a very early age.

Currently, even when a minor consents to participate in these videos and is satisfied
with the realization of these videos, he/she has no real ability to discern what the long-term
consequences are. In fact, the modality of «<monetized sharenting» is precisely the one that
is generating the most judicial conflicts (Azurmendi et al., 2021).

Even isolated conflicts have value inillustrating the extent to which «abusive sharenting»
can be harmful, the current reality is that many parents are in the habit of sharing all kinds
of photos and videos almost compulsively, which can negatively affect the parent-child
relationship and also the formation of the child’'s digital identity. In cases where there is
monetization for this content, the feeling that is transmitted is an absolute lack of respect
for the rights of the child (Azurmendi et al., 2021).

Conclusions

Internet and social networks have been one of the great advances in the development
of modern society, however, they also pose one of the greatest dangers with respect
to the protection of personal data and some fundamental rights such as privacy.
This danger is even more extreme with respect to data protection and digital privacy in
the case of minors, as to manage in the digital environment requires a certain maturity
and knowledge to treat privacy correctly.

This study has shown that minors are vulnerable to the social networks available
to them, and that in many cases the overexposure of their personal data comes not only
from their own actions, but also due to the actions of members of their own family, usually
their parents.

The current legal situation is somewhat scattered regarding the treatment of minors
on the Internet, there are some specific issues that can be deduced from the study
of the legal framework. For example, there are two categories: a minor with sufficient
maturity and a minor without sufficient maturity. A sufficiently mature minor can manage
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his or her own social network and generally has more mechanisms to be heard in a case
of abusive sharenting.

The key to solving these conflicts is the need to provide adequate training not
only to minors, but also to their parents and guardians, and even to their educators,
because in many cases their actions are based on a lack of knowledge of the possible
consequences of the indiscriminate uploading of content to the Internet. It is important
that both minors and adults are adequately trained and aware of the risks involved
in order to be able to use the Internet responsibly and safely.

It is necessary that the legal framework indicates the way forward, first of all
in an international manner, which also limits the activities that are considered dangerous
and that exceed social uses, especially in cases in which an economic consideration is
received and the minor can be instrumentalized.

Thelaws mustincorporate all the protective measures that social agents are advising,
and also some that are already present in other legal systems such as the United States,
thus establishing a legal regime that provides suitable and sufficient protection for such
a vulnerable group as minors.

*The social network belongs to Meta, which is recognized as an extremist organization, its functioning
is prohibited in the territory of the Russian Federation.

** The foreign person owning the YouTube informational resource violates the legislation of the Russian
Federation.

*** The social network belongs to Meta, which is recognized as an extremist organization, its functioning
is prohibited in the territory of the Russian Federation.

**** The social network blocked in the territory of the Russian Federation for disseminating unlawful
information.

**xk* The social network blocked in the territory of the Russian Federation.
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AHHOTauUuA

Lenb: onpenennTb npaBoBble NMNOCNeACTBUA WWEepeHTUHra Kak aedaTesibHO-
CTW, KOTOpasd CTaBUT NoJ yrpo3y OCHOBHbIe NMpaBa HECOBEPLUEHHOJIETHUX,
noaBepraa pUCKy nx YaCTHYHO XXU3Hb.

MeTopabl: npoBeeHHOE UCCNef0BaHNE CTPOMTCA NPEXAE BCEro Ha aHanu-
3€ eBpOMEeNCKOro N aMepuKaHCKOro onbiTa 3aKOHOAATENIbHOIO Perynnpo-
BaHWsl, KOTOPbI M3naraeTcs B CPaBHUTEIbHO-NPABOBOM acneKTe C npume-
HEHVEM [OKTPUHANbHbIX MOAXOL0B M KOHLIEMLUIA, MONTYYMBLLIMX OTPaXXeHNe
B HayyHbIX Ny6auKauusx no faHHoW TeMe. ITO CMOCO6CTBOBAIO B TOM
yncne KpUTUYECKOMY OCMbICIIEHUIO BbISIBIEHHbIX PUCKOB, @ TakXe npeg-
CTaB/IEHVIO CYLLECTBYHOLMX MPaBOBbIX MOAXOAOB U (GopMynMpoBaHuto
NpeanoXeHW, HanpaB/eHHbIX Ha 3alMTy HEMPUKOCHOBEHHOCTU YacTHOM
YXU3HW HECOBEPLUEHHOMNETHUX B COLMANbHbIX CETAX.

PesynbTaTbl: U3y4eHO BUsIHWUE COLMarbHbIX CETEN Ha NpaBa HECOBEPLLEH-
HONETHMX B YaCTWN HEFAaTUBHOIO NX BO3ENCTBUS, BOSMOXKHbIX PUCKOB U pac-
NPOCTPaHeHMUs coumanbHbIX KOHGIMKTOB. OcyLecTB/ieH aHaIn3 OCHOBHbIX
nosioXkeHui 3akoHogatenobcTea Ucnanum, dpaHuum n CLUA ¢ uenbio BbisiB-
NIEHUA KIKOYEBBIX MOMEHTOB OTHOCUTENIbHO AEeATENbHOCTU HeCcoBepLUEeH-
HOJIETHUX B COLMalbHbIX CETSAX U ceTn UHTepHeT, Heo6xoANMMOCTM Bbipa-
YKEHUS UMM COrMlacusl Ha ony6IMKoBaHWe NNYHOW MHGopMauun. OnucaHbl
Hambonee pacnpocTpaHeHHble KOH(MIMKTbI, 06YC/IOB/IEHHbIE LUEPEHTUHIOM,
1 BO3MOXHble rMbKne 3aKoHoiaTesIbHble peLleHUs COPOB, KacatoLLMxcs ce-
MEWNHbIX OTHOLLEHWUIA U CBAI3aHHbIX C AeATeNbHOCTbIO B COLMANbHbIX CETAX.
CdopMynupoBaHbl NPeaoXKeHUs1 No paspeLleHnto KOHPNKTHbIX CUTyauui
1 npo6nemMbl UMPPOBON MAEHTUYHOCTH, BOSHUKAOLLMX B MPOLIECCE LLIEepPEeH-
TUHra B Crlyyae 3/10ynoTpebneHus.
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CTbltO coLManbHbIX CETEN U MHTEPHET-aKTUBHOCTbHO neTen n ux pO,D,MTEﬂeVI,
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MpakTuyeckasa 3HaYMMOCTb: NPeACTaB/EHHOE UccnefoBaHne nokasbliBa-
€T, YTO HecoBepLUEHHONETHNE OCOBEHHO YA3BMMbI B MHHOPMALMOHHO-Te-
NIEKOMMYHUKALMOHHOM NpocTpaHcTBe. Bo MHOrMx cny4dasix ypesamepHoe
pacKpbITUE UX JINYHbIX faHHbIX MPOUCXOAUT He TONTIbKO M3-3a X COOCTBEH-
HbIX AENCTBUN, HO N U3-3a AEACTBUN YNEHOB NX CEMEN, KakK NpaBuio, po-
auTteneil. CpaBHUTENbHO-NPaBOBOE UCCNeAOBaHWE MPUHATBLIX 3aKOHO-
OaTeNbHbIX MEP U UX MHTEpPNpeTaunin B NpaBOBON AOKTPUHE MO3BOJISET
OXxapaKTepn3oBaTb COBPEMEHHYHO NPaBOBYO CUTYaLUIO B OTHOLLEHUWN HECO-
BEpLUEHHONETHNX B LIM(POBOM MPOCTPAHCTBE Kak hparMeHTapHyto 1 Npea-
NIOXXUTb 3aKOoHoZaTeNlbHble NOAXOAbl U PeLleHus, NO3BOSIsoWME N36exaTb
WM MMHUMW3MPOBATb BO3MOXHbIE KOH(JIMKTHbIE CUTYaLIMN U PUCKM, TaKne
Kak undpoBoe npecnefoBaHne UNKN HapyLLeHWe Npaea Ha HEMPUKOCHOBEH-
HOCTb YaCTHOW XXM3HU, KOTOPble MOIYT BO3HMKAaTb B NpoLecce AasnbHenLule-
ro pasBuUTUSI TEXHOMOIMA U pacnpOCTPaHEHUS LLUEPEHTUHTA.
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