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Keywords Abstract

cryptography, Objective: to demonstrate the complex legal landscape which is being
cybersecurity, changed under the influence of the modern digital landscape developing
digital technologies, with the integration of cryptographic technologies into international trade
intellectual property rights and especially into the field of information and communication technology
protection, products.

international agreements, Methods: the study of the documents is built primarily on a set of ways
international trade, of interpreting legal acts, which allows analyzing the content of primary
law, legal sources, namely the provisions for cryptographic products circulation,
non-discriminatory regime, and proposing solutions to fill the gaps in this area. Also, secondary sources
regional trade agreements, were collected and summarized to form an idea of the study subject.

World Trade Organization Results: areas of uncertainty in the protection of digital cryptographic

products under the WTO agreements have been identified, raising questions
about the adequacy of existing protection measures. It is noted that in some
countries this situation has led to restrictions or bans on the import and
export of cryptographic technologies and encrypted data on security grounds.
The authors pay attention to the concept of non-discriminatory treatment
of cryptographic products, which is being developed primarily within
the framework of regional trade agreements to address the shortcomings
of WTO agreements. It is emphasized that regional trade agreements,
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although stimulating cooperation and competition in international trade,
demonstrate various approaches to the regulation of cryptographic
products. The authors note that this creates challenges for business
and it must be prepared to take into account the specificities of regional
agreements, local legislation and evolving legal requirements. A conclusion
is made that itis important to balance the innovation protection with
the promotion of trust and cooperation, between the cryptographic
technologies development and the issues of security and intellectual
property rights protection.

Scientific novelty: a vision of the complex legal landscape surrounding
cryptographic products is presented, showing the differences in approaches
to regulating relations around digital and non-digital products under WTO
agreements and approaches to regulating cryptographic products applied in
regional trade agreements.

Practical significance: the study results are of interest to government
agencies, policy makers, commercial entities and individuals involved
in international trade in cryptographic technologies, as they can help all
stakeholders to make informed decisions, navigate the complexities
of regulating these relationships and advocate for fair treatment in the
evolving digital trade environment.
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Introduction

The global cryptographic product landscape, spanning encryption tech, hardware,
and software, has evolved significantly, raising regulatory concerns in international
trade (Kumar et al., 2020; Primo Braga, 2005; Kennedy, 2000). This analysis explores
the regulatory framework within WTO and Regional Trade Agreements (RTAs), touching
on matters of business trust, intellectual property rights, and global trade. While WTO
lacks specific cryptographic product provisions, the TRIPS Agreement emphasizes
protecting manufacturers’ IP rights without an exhaustive framework (Huang & Li, 2024).
The TBT Agreement permits technical specifications, but they should not unduly restrict
trade. RTAs, like the USMCA and Japan — UK EPA, impose restrictions on cryptographic
product manufacturers, aiming to balance IP protection and trust. These RTAs, however,
may differ in their approaches, presenting challenges for businesses. In summary, the
regulatory frameworks seek a balance between IP protection and trust, with careful
discretion by WTO members to avoid misuse while adapting to a dynamic cryptographic
market. Before the ‘information age’ emerged, cryptography and information security
technology were primarily used for military and intelligence purposes (Rogers, 2021).
In the past, these technologies were regarded as tools of warfare. However, in the last
thirty years, cryptography has gained increasing significance in ensuring individual
privacy in everyday retail and consumer technologies. With the growing concerns
over censorship and privacy laws, consumer security is constantly under threat. This
makes it essential for individuals to actively protect their data. Moreover, technology
has greatly simplified the process of accessing someone’s personal information,
highlighting the need to understand how to safeguard data and keep it updated with
the advancements in data protection technology. Striking this balance has become
more manageable with the integration of cryptography technology in today’s digital
world (Saper, 2013). Cryptography holds paramount significance because it serves as
a vital component in ensuring the safety of e-commerce and electronic communication
systems (Thabit et al.,, 2023). It plays a pivotal role in safeguarding sensitive data
during both storage and transmission. Furthermore, the significance of information
security is on the rise, particularly as information technology products and services
become increasingly prominent in the global market. In addition, companies involved
in foreign direct investment are placing greater emphasis on high-tech sectors, which
carry inherent risks to intellectual property, further underscoring the importance
of information security’.

T Protecting privacy in practice — The current use, development and limits of Privacy Enhancing. (2019,

March 20). Policy Commons. https://clck.ru/3BCb9M
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Hence, the growing dependence on cryptographic technology is evident in the
context of international trade, as it safeguards numerous online transactions and
facilitates swift global payments. Likewise, the evolution of cryptographic technology
significantly influences contemporary business practices, as it plays a crucial role
in shielding corporate secrets and confidential data from threats like identity theft.
Consequently, there is an upsurge in the production of cryptographic products, driven
by market demand. At present, certain nations impose limitations on the import and
export of cryptographic technology.

In contrast, some, like China, Russia, and Israel, place restrictions on the importation
of encrypted data, while others, like North Korea, either restrict or outright ban the use
of encryption within their borders?. In some countries, the act of sending encryption
products abroad necessitates official authorization, regardless of whether these products
are domestically manufactured or not. This authorization requirement extends to both
initially exported items and those re-exported from the country. The primary objective
of this authorization process is to uphold national security and counteract terrorism.

1. Cryptography and Its Technological Products

Cryptography, an ancient art of encoding and decoding, has evolved into a cornerstone
of the digital age, ensuring secure communication and data protection. It uses
mathematical techniques to render data unintelligible to unauthorized individuals. The
goals are confidentiality, integrity, and authenticity. This technology underpins products
such as secure messaging apps, VPNs, hardware security modules (HSMs), data
encryption software, and blockchain security. Cryptographic tools like digital signatures,
Two-Factor Authentication (2FA), and PKI enhance security®. Cryptography plays a vital
role in protecting data, ensuring the authenticity of digital documents, and fortifying
network security through protocols like SSL and TLS. In an interconnected world, it's an
indispensable element of data security and privacy.

Cryptography is a technique that uses encryption and decryption to ensure secure
communication, even in the presence of malicious third parties. It typically involves the
use of a computational algorithm, such as SHA256 as seen in Bitcoin, a publicly shared
key, and a privately held key that serves as a digital signature for the user. Encryption
involves taking a message or document and scrambling it in a way that only the intended
recipients can decipher its contents (Kimani et al., 2020; Zharova & Lloyed, 2018;
Torrubia et al., 2001).

2 Human Rights Watch: Rape common in North Korea. (2018). https://clck.ru/3BCbAM
3 Understanding Digital Signatures. (2021, February 1). CISA. https://clck.ru/3BCbB6
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Cryptographic technology can be integrated into both exported and imported
information and communication technology (ICT) products within the realm of international
trade. A cryptographic product includes a cryptographic module, which means that
safeguarded software capable of generating or regenerating keys or certificates can
also fall under this category (Riebe et al., 2022). Examples of such products encompass
encrypted smartphones and laptops, secure fax machines, VPN devices with encryption
capabilities, point-of-sale devices for financial transactions, inventory management
systems featuring encryption, input devices equipped with encryption functionality,
standard computers preloaded with encryption software, encrypted medical devices,
industrial and manufacturing systems like robotics and heavy machinery, facility systems
such as fire alarms, as well as specialized encryption components like chips, routers,
gateways, and firewalls.

1.1. Cryptographic products and WTO and OECD policy on them

In the digital age, where data privacy and secure communication are paramount,
cryptography plays a vital role in international trade. While not explicitly addressing
cryptography, World Trade Organization (WTO) Agreements indirectly impact information
and communication technology (ICT) products using cryptographic techniques
(Sholihah & Afriansyah, 2020). The Agreement on Technical Barriers to Trade (TBT)
aims to prevent technical regulations from obstructing international trade. While not
mentioning cryptography, it promotes transparent and necessary regulations, ensuring
they serve legitimate objectives like security. The Agreement on Trade-Related Aspects
of Intellectual Property Rights (TRIPS) indirectly affects cryptographic products
by safeguarding intellectual property rights, including patents, copyrights, and trade
secrets related to cryptographic technology. This encourages innovation and trade
in ICT products reliant on cryptography.

The OECD is influential in shaping policies regarding cryptographic products.
It providesguidelinesondatasecurityandprivacy,impactingtheadoptionof cryptographic
solutions. It underscores cybersecurity’s importance, with cryptography as a vital tool,
and influences the development of cryptographic products. The OECD’s work also affects
cross-border data flows and indirectly impacts the industry through economic policies.
In essence, the OECD's influence on cryptographic products’ development and utilization
has global ramifications for businesses and consumers in the digital era*. The OECD has
laid down regulations concerning cryptography. While cryptography can be instrumental
in enhancing the security of information and communication networks and systems,

4 OECD Guidelines for Cryptography Policy — OECD. (n.d.). Retrieved October 16, 2023. https://clck.ru/3BCf50
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its improper use can have detrimental effects on e-commerce functionality and privacy
protection. In 1997, the OECD introduced the Guidelines for Cryptography Policy. These
guidelines outline principles for cryptography policies, one of which is lawful access.
It acknowledges that national cryptography policies may grant legal access to unencrypted
data or cryptographic keys, provided that these policies adhere to the principles outlined
in the other guidelines.

2. WTO Agreements related to Cryptographic Products
2.1. Agreement on Technical Barriers to Trade

The primary goal of the World Trade Organization's Agreement on Technical Barriers
to Trade (TBT Agreement) is to ensure that technical regulations, standards, and conformity
assessment procedures do not create unnecessary obstacles to international trade. While
the TBT Agreement does not contain specific provisions governing technical barriers
related to cryptographic products, it allows WTO Members, under Article 2.2, to establish
technical specifications for products incorporating cryptographic technology, provided
that these specifications are not “more trade-restrictive than necessary to achieve a
legitimate objective”. (Lin et al., 2021). Additionally, Article 5 grants WTO Members the
right to ensure that imported products with cryptographic technology comply with these
technical specifications in accordance with the rules outlined in the Agreement. Regarding
the issue of addressing certain barriers related to cryptographic products in China,
specifically in the context of the Draft revised Encryption Law of the People’s Republic of
China issued by the Office of State Commercial Cryptography Administration (OSCCA),
Canada expressed its concerns (Kang, 1998). Canada sought assurance from China that
the implementing regulations would address these concerns by:

Defining the scope of application in a manner that ensures the pursuit of legitimate
objectives for cryptographic goods.

Clearly specifying that standards would be established in accordance with the
transparency requirements of the TBT Agreement.

Explicitly emphasizing the importance of using international standards whenever
possible.

2.2. Trade-Related Aspects of Intellectual Property Rights (TRIPS Agreement)

The TRIPS Agreement lacks explicit clauses related to cryptographic products. Nonetheless,
Article 10(1) of the agreement mandates the safeguarding of source code when it falls
under the purview of patent, copyright, or trade secrets protection. Furthermore, the TRIPS
Agreement stipulates that computer programs, regardless of whether they are in source
or object code, should be treated as literary works protected in accordance with the Berne
Convention of 1971.

https://www.lawjournal.digital
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2.3. GATT and non-discriminatory treatment of cryptographic products

The concept of “non-discriminatory treatment of cryptographic products” emphasizes
impartial regulation by governments and regulatory bodies. It aims to ensure fair standards
for all cryptographic products, whether domestic or international, recognizing their role
in data security. Key principles include equal market access, protection of privacy, and
international collaboration. This concept prioritizes fairness, transparency, and product
evaluation based on technical merits rather than origin, supporting the evolution
of cryptographyforsecuredigitalcommunicationsanddataprotectioninourinterconnected
world. The GATT, in Article I, mandates that a member state should not show favoritism
among its trading partners, following the “most-favored-nation treatment” principle, and
it should also avoid discrimination between its own and foreign products, as articulated
in Article lll (Baldwin et al., 2000).

Similarly, the GATS requires that foreign services be granted the most-favored-nation
treatment according to Article Il. However, national treatment, as detailed in Article
XVII, is not obligatory unless a Member state has specifically committed to it in their
schedules (Muller, 2017). Despite the GATT and the GATS prohibiting discriminatory
treatment of goods and services, it remains unclear whether “digital products, including
cryptographic products”, receive the same protection as non-digital products under
the WTO agreements. Furthermore, there have been no clarifications from the Dispute
Settlement Body (DSB) regarding the regulation and protection of cryptographic
products under the WTO Agreements. With the increasing delivery of products in digital
formats, concerns about the equitable treatment of “cryptographic products” are gaining
prominence.

Consequently, the concept of non-discrimination is primarily being developed
through Regional Trade Agreements (RTAs) to address the deficiencies of the WTO
Agreements. However, it's important to note that RTAs typically reference the principles
established under the WTO agreements in their application.

3. Regional Agreements related to Cryptographic Products

Regional Trade Agreements (RTAs) have a significant impact on the trade and regulation
of cryptographic products within specific regions. They promote economic integration
andreducetradebarriersamongmember states,encouraging standardization of technical
protocols, lowering tariffs, and enhancing market access (Rahman & Rahman, 2022).
RTAs also influence intellectual property rights and data protection rules for encryption
technologies. They foster security cooperation and competition, driving innovation
in cryptographic products. However, the exact impact depends on agreement terms,

https://www.lawjournal.digital
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industries, and local regulations, requiring vigilant monitoring for businesses in the
sector to adapt to evolving compliance requirements.

These are bilateral or multilateral trade agreements based on mutual preferences,
authorized by the WTO. The GATT, as per Article XXIV:5, permits the establishment of
customs unions, free trade areas, or agreements among the territories of participating
parties (Dam, 1963). Similarly, under Article V:1 of the GATS, members are allowed to engage
in agreements that promote trade liberalization. The following Regional Trade Agreements
have particular stipulations for ICT products incorporating encryption.

3.1. The United States — Mexico — Canada Agreement (USMCA)

The United States-Mexico-Canada Agreement (USMCA) has significant implications
for cryptographic productsin North America. Itaddressesintellectual propertyrights, data
localization, and digital trade, impacting the development and regulation of cryptographic
technologies. USMCA promotes regulatory cooperation and market access, benefiting
cryptographic businesses and consumers®. Additionally, it emphasizes cybersecurity
cooperation, underlining the importance of cryptographic products in ensuring data
security and privacy. Companies in the cryptographic sector should monitor how the
agreement’s provisions affect their operations and compliance in the region.

The North American Free Trade Agreement (NAFTA), which had been operational
since January 1994, was succeeded by the United States-Mexico-Canada Agreement
(USMCA). The USMCA was a trade accord collectively approved by the three countries
on November 30, 2018, and it came into force on July 1,2020. This agreement is seen as
a mutually advantageous outcome for North American workers, farmers, ranchers, and
businesses (van der Linden & Shirazi, 2023).

3.2. Japan - UK Comprehensive Economic Partnership Agreement
(Japan — UK EPA)

The Japan-UK Comprehensive Economic Partnership Agreement (Japan-UK EPA)
primarily focuses on trade and economics but has implications for cryptographic
products. It improves market access by reducing trade barriers, addresses intellectual
property rights, encourages regulatory cooperation, and influences data privacy
and cybersecurity collaboration (Riebe et al.,, 2022). E-commerce and digital trade
considerations also affect the digital market for cryptographic products. Businesses

5 United States — Mexico — Canada Agreement. United States Trade Representative. (n. d.). https://clck.

ru/3BCbhB
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in this sector should stay informed about the agreement’s provisions for compliance
and market opportunities.

The Japan-UK Economic Partnership Agreement (EPA) is a free trade agreement inked
in Tokyo in October 2020. This accord aims to promote trade and investment liberalization,
foster a stronger economic relationship between the participating parties, and include
elements from the WTO Agreements. Notably, Article 1.9 of the Japan-UK EPA prohibits
any actions by the parties that contradict their obligations under the WTO Agreements.
The agreement also contains provisions concerning commercial ICT products incorporating
cryptography.

National treatment in trade agreements like the Japan-UK EPA and USMCA is
crucial for cryptographic products. It ensures equal treatment for domestic and foreign
cryptographic items, fostering fair competition and market access. Japan — UK EPA and
USMCA both uphold this principle, eliminating discrimination based on product origin
(Burri, 2021). This is vital for the sensitive nature of cryptographic technologies, promoting
innovation and cybersecurity. Businesses in this sector must closely follow agreement
regulations to ensure compliance and equal access to markets.

The agreement does not explicitly detail the national treatment of cryptographic
products. Nevertheless, in Articles 2.7 of the Japan — UK EPA and 2.3 of the USMCA
agreement, each party is obliged to provide national treatment to the goods of the other
party, as outlined in Article Il of the GATT (Burri, 2023). Additionally, the agreements
include the incorporation of Article Ill and Article XX of the GATT, making these provisions
a part of the agreements. Consequently, the safeguarding of cryptographic products is
ensured through these specific Articles.

4. The Issue of the Access to Cryptographic Products

Access to cryptographic products is vital for data security and privacy. These products use
complex algorithms to protect information from cyber threats and ensure data integrity.
They are essential for safeguarding personal data, national security, and secure online
transactions®. However, global regulations can impact access, and balancing security with
access is a challenge. International cooperation is key for cross-border data protection,
and cryptographic products come in various forms. Promoting awareness and proper
usage is crucial. Thus, cryptographic product access is essential for data, privacy, and
security in an evolving regulatory landscape.

Accessing cryptographic products entails either transferring or gaining access
to a private key or other confidential parameters, the specifics of the algorithm, or design
details, by a party or a person within that party’s jurisdiction (such as manufacturers

6 OECD Guidelines for Cryptography Policy — OECD. (n.d.). https://clck.ru/3BCf50
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or suppliers)’. The World Trade Organization (WTO) Agreements do not explicitly address
theissueofaccessingcryptographicproducts. However,boththe United States —Mexico —
Canada Agreement (USMCA) and the Japan - UK Economic Partnership Agreement
(EPA) impose restrictions on their members, compelling manufacturers and suppliers
of cryptographic products to transfer or provide access to proprietary information
related to cryptography. The USMCA places stringent limitations on all cryptographic
goods, while the Japan — UK EPA restricts access to commercial information and
communication technology (ICT) products that utilize cryptography, including software.
The rationale behind implementing these restrictions on accessing cryptographic
products is to establish trust within the business relationships among the agreement’s
members and to adhere to the provisions of Article 10(1) of the Agreement on Trade-
Related Aspects of Intellectual Property Rights (TRIPS), which ensures the protection
of intellectual property rights for manufacturers®. In contrast, the Organization for
Economic Cooperation and Development (OECD) Guidelines for Cryptography Policy offer
an alternative approach to accessing cryptographic products. National cryptography
policies may allow lawful access to plaintext or cryptographic keys for encrypted data,
but such policies must also respect the other principles outlined in the guidelines.
Members have the discretion to enact laws regarding access to cryptographic products,
but these measures can potentially be misused.

It is important to note that, under Article 2.2 of the Technical Barriers to Trade (TBT)
Agreement, WTO Members are permitted to establish technical specifications for products
incorporating cryptography technology as long as these specifications do not create trade
barriers that are more restrictive than necessary to achieve a legitimate objective. One
question that arises is whether permitting lawful access to cryptographic products may
constitute a violation of business trust and intellectual property rights.

Conclusion

In conclusion, cryptography, once an ancient art of encoding and decoding, has grown
to become an indispensable cornerstone of the digital age. It plays a vital role in securing
communication, data protection, and ensuring the confidentiality, integrity, and authenticity
of information. From secure messaging apps to blockchain security, the applications
of cryptographic technology are diverse and widespread, underpinning the modern digital
landscape.The integration of cryptographic technology into international trade, particularly
in the realm of information and communication technology (ICT) products, raises complex
regulatory challenges. While World Trade Organization (WTO) agreements do not explicitly
address cryptography, they indirectly impact cryptographic products by encouraging

7 Encryption in the Microsoft Cloud. Microsoft. https://clck.ru/3BChoE
8  WTO. Overview: the TRIPS Agreement. (n. d.). https://clck.ru/3BCbpN
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transparent and necessary regulations that serve legitimate objectives like security and
intellectual property rights protection. The Agreement on Technical Barriers to Trade (TBT)
promotes preventing technical regulations from obstructing international trade, while
the Trade-Related Aspects of Intellectual Property Rights (TRIPS) Agreement indirectly
safeguards intellectual property rights related to cryptographic technology, thus fostering
innovation and trade in ICT products relying on cryptography.

The issue of non-discriminatory treatment of cryptographic products remains
a significant concern, and Regional Trade Agreements (RTAs) like the United States -
Mexico — Canada Agreement (USMCA) and the Japan — UK Comprehensive Economic
Partnership Agreement (Japan — UK EPA) have come to address these concerns by offering
a framework for the treatment of cryptographic products. The complex and evolving
regulatory framework for cryptographic products underscores the need for international
agreements to adapt to the changing landscape of the global cryptographic market.
Balancing the protection of innovations with the promotion of trust and cooperation
is essential in shaping the future of international trade in cryptographic products.
Furthermore, the ongoing debate surrounding the use of export and import restrictions to
hinder encryption technology highlights the significance of this issue on a global scale.

Therefore, as the world becomes increasingly interconnected and reliant on
cryptographic technology, international agreements, national regulations, and regional
trade pacts will continue to play pivotal roles in shaping the trajectory of cryptographic
product policies, ensuring both innovation and security in the digital age.
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[paBoBOe perynupoBaHne MeXayHapoaHOH
TOProBAN KpuntorpachuyeckKumm NpofyKTaMu
M TEeXHONOrUAMM: MHCTpYMeHTbI BTO

M pernoHasnbHble cornalueHus

Canep Kyapat Xawwmmm (® =

Maicypckuin yHusepcuteT, Mawcyp, MHaua

IxekcoH CumaHro Marore

YHusepcuteT UpuHra, UpuHra, TaHsaHus

KnioyeBble cnoBa

BcemupHas Toproeas
opraHusaums,

3alUMTa MHTeIeKTyanbHOM
COBCTBEHHOCTH,
Knbep6e3onacHoCTb,
KpunTtorpadws,
MeXxAyHapogHasi TOproens,
MeXlyHapoHble cornalleHus,
HeANCKPUMMUHALMOHHDIN
pexum,

npaseo,

pervoHasnbHble TOproeble
cornatueHus,

LuMPpoBbIe TEXHOIOIUK

B KoOHTaKTHOEe nnuo

AHHOTauUuA

Lienb: nokasaTb C/OXHbIV NpaBOBOW NaHAWadT, MEHAKOLWMIACS nog BOS3-
OencTBNneM coBpeMeHHoro uudpoBoro naHgwadTa, pa3BMBatOLLErOCS
B YC/IOBMAX UHTErpaLMmn Kpuntorpaduyeckux TEXHONIOMMIA B MeXAyHapos-
HYHO TOProBJIt0 U 0CO6eHHO B chepy NPOoAyKTOB MHHOPMaLMOHHO-KOMMY-
HUKALMOHHbIX TEXHOIOTUIA.

MeTogbl: UCCnefoBaHME JOKYMEHTOB MOCTPOEHO MPeXAe BCEro Ha COBO-
KYNHOCTM CNoco60B TOJIKOBAHMUS aKTOB, NMO3BOJISIHOLLMX NPOaHannanpoBaTb
copep)XaHue nepBuYHbIX UCTOYHUKOB MpPaBa, @ UMEHHO MOJIOXEHWI, pery-
NMpyoWwmx 060poT KpunTorpacduyeckmx NPOAYKTOB, U MPeasioXNUTb peLue-
HKSA, BOCMOJIHSAIOLLME CYLLIECTBYIOLLME NPo6esbl B 3To 0651acTu. Takxe Ans
(hopMurpoBaHUA NpeAcTaBeHUs 0 NpeaMeTe UccnefoBaHNUs 6b1n cobpaHbl
M 0606LLEHbI BTOPUYHbIE UCTOYHUKM MO UCCNeyeMoi NpobieMaTumKe.

PesynbTaTthbl: BbIiBNI€Hbl 06/1aCTU HeonpeaesieHHOCTU B 3alinTe undpo-
BbIX KpunTorpaduyeckux NnpoayKToB B pamMKax cornaweHnin BTO, yto cTa-
BUT NOJ COMHEHUE aJeKBaTHOCTb CYLLLECTBYHOLWNX Mep 3awuTbl. OTMeva-
€Tcs, UTO B psifie CTpaH Takasa cuTyauus NpUBOAUT K OrpaHUYEHUAM Un
K MOJSIHOMY 3anpeTy Ha UMMOPT M 3KCMOPT KpUnTorpapmyeckmx TeXHOso-
rMi 1 3awnMdpoBaHHbIX AaHHbIX NO CooBpaXeHUsaM 6e3onacHoCcTU. Yae-
NIeHO BHWMaHWEe pacCMOTPEHUIO KOHUENnuuuM HeauCKPUMUHALUMOHHOIO
OTHOLIEHUA K KpunTtorpaduyeckum MpoAyKTaM, paspabdaTbiBaeMom
B MEpPBYIO ovyepefb B paMKax pernoHasibHblX TOProBbIX COrfalleHuH,
4YTO6bl YCTPAHWUTb HegocTaTKu cornaweHuin BTO. MNMogyepkuBaetcs, 4To
pervoHanbHble TOProBble COrnalleHus, HECMOTPS Ha CTUMYNMPOBaHUS
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poCTa COTPYAHWYECTBA U KOHKYPEHUMW B MEXAYHApOAHOM TOProsne,
OEMOHCTPUPYHOT pa3/iMyHble NOAXOAb! K PEryIMPOBaHUIO Kpuntorpaduye-
CKMx npoaykToB. OTMeyvaeTcs, YTO 3TO co3faeT NpobnemMbl ANnst 6usHeca,
KOTOPbIN [0MXKeH 6bITb FOTOB K Y4eTYy 0CO6EHHOCTEW pernMoHasnbHbIX corna-
LUEHMI, MECTHOIO 3aKOHOAATENIbCTBA M MEHSIIOLLMXCA NPaBOBbIX TPe6oBa-
Hui. [lenaeTcs BbIBOA, O BaXXHOCTW HanaHca Mexay 3aluToi MHHoBaL Wi
N COQENCTBMEM JOBEPUIO U COTPYAHUYECTBY, Pa3BMTMEM KpunTtorpaduye-
CKMX TEXHONOrMi 1 BonpocamMu 6e30nacHOCTU U 3allUThbl NPaB UHTENEK-
TyanlbHOM COBCTBEHHOCTM.

HayuyHasa HOBM3Ha: NPeACTaBNEHO BUAEHWE C/TOXHOrO NMpaBOBOro NaHz-
wadhTa, OKpYXXatoLero Kpuntorpaguyeckme nNpoayKTbl, NokasaHbl passiu-
ynsl B NOAX0AAX K PEryIMpOBaHMIO OTHOLLEHWI, CBA3AHHbIX C LMPPOBbIMM
¥ HeuudpoBbIMU MPOLYKTaMM B pamkax cornaweHuit BTO, u nogxopbl
K perynMpoBaHunio Kpuntorpamyeckunx npogyKToB, NpUMeHsIeMble B peru-
OHasIbHbIX TOPrOBbIX COMJIaLIEHMSIX.

MpakTuyeckas 3HaYMMOCTb: pPe3yNbTaTbl UCC/IEAOBAHUA MPeaCTaBsAoT
MHTEpeC AN rocyAapCTBEHHbIX OPraHoOB, MOMUTUYECKUX AesiTenei, KoM-
MEpYECKMX CTPYKTYP M YacTHbIX NUL, YY4acTBYHOLMX B MeXAYHapOAHOM
TOProBJie C UCMONb30BaHNEM KPUNTOrpaduUUeCcKnx TEXHOMOM i, NOCKONbKY
MOTYT NOMOYb BCEM 3aUHTEPecOoBaHHbIM CTOPOHAM NPUHUMATb 060CHO-
BaHHble PELLUEeHNs, OPUEHTUPOBATLCS B C/IOXKHOCTSAX PEryIMpoBaHUS yKa-
3aHHbIX OTHOLLUEHWUI U OTCTanBaTb CNpaBeaIMBoOe OTHOLLEHWE B pa3BuUBa-
toLerics cpefe unMppoBON TOProBJu.
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