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Abstract

Objective: to identify the main legal factors of cross-border data exchange
inthe context of digital technology proliferation and government digitalization,
including legal guarantees, security issues, cybersecurity risks, approaches
to regulating and improving the efficiency of data management in various
jurisdictions.

Methods: the study relies on synthesis and critical analysis of various
aspects of the stated problem, including analysis of primary and secondary
sources. By the example of the regulatory policies of China, the US, the EU
and EAEU member states, different approaches regarding the restriction
or encouragement of free cross-border data transfer are compared.
A comprehensive meta-analysis and literature assessment provided insights
into the methods used for data protection in different jurisdictions and
allowed outlining the framework and directions of the public policy required
for effective cross-jurisdictional data transfer.

Results: the main challenges associated with cross-border data transfer
inthe context of digital technology proliferation and government digitalization,
such as growing inequalities in digital development, legal uncertainties,
privacy and cybersecurity, etc., were identified. The legal framework
of cross-border data transfer in the context of government digitalization
and its implementation were analyzed. It contributed to the search for ways
to improve the government efficiency in the context of transnational data
transfer, including rendering services and promoting openness and public
participation.
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Scientific novelty: based on the analysis of various jurisdictions’ approaches
to legal, security and sovereignty issues caused by transnational data
transfer, the author reveals the role and applicability of international law,
as well as the unique challenges arising in the member states of the
Eurasian Economic Union on the way to the formation of transboundary
trust space.

Practical significance: the study of these issues may help various public
agencies, first of all, governmental and legislative bodies to the elaborate
well-targeted political and legal decisions, aimed at achieving a balance
between data availability and data security, between the effectiveness
of public administration and respect for the human rights. The results
obtained will also be of importance for other subjects of relations in
cross-border data transfer and regulation of these relations.
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Introduction

Transboundary transfer of data in the realm of digital government entails the crossing
of national borders with personal or sensitive data for diverse objectives, encompassing
the delivery of governmental services, fostering international partnerships, and facilitating
data exchange between government agencies and private-sector collaborators.
The transfer of data across borders within digital government is essential for enhancing
government services and fostering international cooperation. This practice plays a vital
role in the advancement of government services and the promotion of global cooperation.

Nevertheless,itpresentslegal, security,and sovereigntyissuesthatnecessitateresolution
through international accords and robust data protection measures. Striking a balance
between data accessibility and safeguarding is an intricate endeavor, demanding careful
navigation by governments while upholding citizens’ rights and adhering to international
legal frameworks.

Furthermore, currently, there isn't a single globally accepted, harmonized law or
regulation regarding transboundary data transmission or comprehensive data regulation
that can be unanimously approved by members of the international community. It is
worsened by the increasing inequality in proliferation of digital technologies, which are
not equally available for all the nations regardless of their GDP.

1. Transboundary data transfer and its role in digital government
1.1. Categorization of transboundary transfer of data

Transboundary transfer of data is divided into four main categories of types, which
include: Inter-Governmental (or Government to Government: G2G) data exchange
among government agencies from distinct nations, serving objectives like diplomatic
collaboration, law enforcement coordination, and disaster response. It is commonly
accepted practice when international law enforcement agencies frequently exchange
data to combat global crime. For instance, EuroPol facilitates information sharing among
European law enforcement agencies to address organized crime and counter terrorism
(De Moor & Vermeulen, 2010). In times of international crises, governments collaborate
by sharing data to manage disaster response and humanitarian aid efforts. For example,
the United Nations Office for the Coordination of Humanitarian Affairs (OCHA) facilitates
data sharing during humanitarian emergencies (Bennett, 2002).

Second one is Government to Enterprise (or Government to Business: G2B) Data
sharing with private-sector organizations to facilitate public-private cooperation or
privatization of government functions (e.g., outsourcing tax administration to private
companies). Data pertaining to international trade and customs, including shipping
particulars and cargo manifests, are exchanged between governmental entities and
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customs authorities to expedite the seamless transit of commodities across international
boundaries. In order to prevent firms and people from paying multiple taxes on the same
income, tax authorities from several countries may exchange taxpayer information as part
of double taxation agreements (Niu et al., 2021).

Then the third one is Government-to-Individual (or Government to Citizen: G2C) Cross-
border transfer of citizens’ data for international services (e.g., accessing healthcare while
overseas). When citizens from one nation travel abroad, their medical records may be
accessible internationally to ensure consistent healthcare. For example, the EU’'s eHealth
Digital Service Infrastructure (eHDSI) allows EU citizens to access healthcare data while
traveling within the EU (Bruthans & Jirakova, 2023).

Legal frameworks and compliance of transboundary data transfer in digital government
play an essential role, which encompasses Data Protection Laws and International
Agreements in this regard. If in the first one (Data Protection Laws) data transfers should
adhere to the data protection regulations of both the originating and receiving nations, here
as anillustration, the European Union’s General Data Protection Regulationimposes stringent
conditions on transboundary transfer of data, focusing on adequacy determinations,
standard contractual clauses, and binding corporate rules, along with that concerning this
it would be worth mentioning Chinese Personal Information Protection Law (PIPL), which
also has extraterritorial reach and requirements for both government and non-government
sectors. Whereas in the second one (International Agreements) certain countries establish
bilateral agreements to regulate data transfers. One such agreement was the EU-U.S. Privacy
Shield, which facilitated data exchanges between the EU and the United States until it was
invalidated in the “Schrems II” case.

Sovereignty concerns along with data localization are gradually becoming one of
the most sensitive topics within cross-border data flow. Certain nations enforce data
localization mandates, necessitating that specific data categories are kept within their
own territory. As an illustration, Russia’'s data localization regulations dictate that the
personal data of Russian citizens must be stored on servers located within Russia
(Gurkov, 2021). As another example, just a recent case of Russian branch Yandex.
kz in Kazakhstan!, where Ministry governors and Yandex's representatives came
to the agreement to physically relocate its servers to Kazakhstan after the incident
of site’s block on the territory of Kazakhstan due to the company’s unwillingness to abide
by the agreement’s conditions.

When data is transferred across international borders, security and cybersecurity are
equally important. Data must be protected to avoid unwanted access or breaches. In order

T Yandex transfers its structure to Kazakhstan under the threat of blocking (August 21, 2023). CNews.
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to guarantee the privacy and security of transferred data, it is essential to use encryption,
secure protocols, and strong cybersecurity measures.

Improving government services and promoting international cooperation within
digital government requires cross-border data sharing. However, it raises challenges
related to sovereignty, security, and law that must be resolved by international agreements
and strong data protection protocols. Finding a balance between data accessibility
and security is a complex process that requires governments to navigate carefully while
respecting the rights of their citizens and following international legal frameworks.

1.2. Data privacy and security concerns in transboundary transfer of data

The data transfer across borders in digital government gives rise to substantial
apprehensions regarding data privacy and security. These concerns emanate from
various factors, including legal safeguards, security vulnerabilities, cybersecurity
risks, jurisdictional complexities, intricate regulations, and the necessity for strong
data management. Effectively tackling these concerns mandates the implementation
of legal protocols, cybersecurity tactics, and data management procedures aimed
at safeguarding the private information of citizens within an ever more interlinked digital
realm.

As new advanced technologies continue to evolve, people’s expectations for enhanced
services and improvements in various aspects of life are on the rise. Technological
advancements bring forth better solutions to existing problems while also introducing
new concerns related to security and privacy. The digitization of information resources
presents increasing challenges to digital data and infrastructure. While advanced nations
have rigorously tested security measures and optimization techniques, developing
countries still face inadequacies in addressing these issues?2.

Transboundary transfer of data involves adhering to legal bases and regulatory
requirements that are essential for the unobstructed movement of data. These
requirements apply to both internal transfers within an organization that extends across
national boundaries and external transfers to organizations in different countries.
For instance, many jurisdictions, including the EU, UK and China have established
regulations stipulating that to ensure the safe and lawful transfer of data from one
country to another, the recipient country must uphold privacy standards for personal
information that are at least on par with those of the sending country. Only when this
equivalency is verified can an adequacy decision be granted by a data privacy regulatory

2 UNGA. Nearly Half of the World's Population is Excluded from ‘Benefits of Digitalization’, the Speaker stresses

as the Second Committee Debates Information Technology for Development. https://clck.ru/39086M
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body or government authority (in the EU case itis conducted by the European Commission),
allowing for the unrestricted flow of data across borders.

2. Securing and enhancing transboundary transfer of data
2.1. Security mechanisms in the transboundary transfer of data

In order to comprehensively cover the current environment of security in the cross-border
data-transfer, this chapter, examines the practices of various range in place. Despite
the fact that there is no worldwide framework for certifying data protection adequacy
to enable transboundary transfer of data, nevertheless, numerous countries and regional
groups have implemented their own rules and regulations to oversee these data transfers
across borders. For transboundary transfer of data there are five widely used mechanisms
that are in place:

1. Decisions on adequacy: Some data protection rules allow data to be transferred
to areas recognized by a public body as having data protection standards that are on par
with or higher than those of the home country. The European Commission, under the EU’s
General Data Protection Regulation, is responsible for issuing adequacy determinations.
Research conducted by the IAPP reveals that 74 jurisdictions authorize public entities, such
as data privacy regulators or government authorities, to issue adequacy determinations
for data transfers3. It's critical to understand that adequacy rulings are not always final
and could be reevaluated in response to changing circumstances or modifications to data
protection laws.

2. Contractual agreements: or data transfer contracts are employed to authorize data
transfers beyond the boundaries of an organization'’s jurisdiction. These contracts guarantee
the strict observance of pertinent compliance standards, such as those pertaining to data
processing and storage. Standard Contractual Clauses (SCCs) are the most commonly
used contractual clauses in practice. These are pre-written clauses that can be included
into contracts between data importers and exporters for transboundary transfer of data.
The European Commission has approved them as complying with the GDPR. 71 countries
presently have drafts, templates, or standardized contractual clauses available, according
to the IAPP’s evaluation®.

3. Intra-organization transfers or Binding Corporate Rules (BCRs) represent a collection of
internal policies and agreements that govern data compliance and authorize transboundary
transfer of data within a single organization. The recognition of BCRs extends to various
jurisdictions, including the EU, UK, Brazil, Singapore, and South Africa. Many organizations
opt to adopt EU BCRs to structure their global data privacy compliance initiatives. However,

3 International Association of Privacy Professionals. Infographic: Global Adequacy Capabilities. https://
clck.ru/39088u

4 |bid.
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implementing BCRs can be an intricate and time-consuming process, as it necessitates
approval from pertinent data protection authorities.

4. Certification mechanisms: Several jurisdictions acknowledge certifications issued
by approved data authorities for transboundary transfer of data. To achieve certification,
businesses must secure approval from an independent Accountability Agent (AA). These
AAs can be either public entities or private organizations. Presently, the sole certification-
based transfer mechanism in use is the APEC Cross-Border Privacy Rules (CBPR) System.
This certification validates compliance and holds recognition in eight countries: Australia,
Canada, China, Japan, South Korea, Mexico, Singapore, and the US.

5. User consent: While challenging to scale, securing user consent has traditionally
been the primary approach for transboundary transfer of data, especially in complex
legal environments where consent is the central element amidst various data transfer
frameworks. User consent must meet specific criteria, including being informed, explicit,
and unambiguous, with standards for obtaining consent varying across jurisdictions. Under
the GDPR, user consent may serve as a transfer mechanism only when no adequacy decision
or suitable safeguards, such as SCCs or BCRs, are available. The lack of a global framework
for the certification of adequate data protection can make it challenging for organizations
to navigate the complex landscape of data protection regulations.

In this regard numerous governments are actively addressing the challenge of
transboundary transfer of data. They are collaboratively striving to create a favorable setting
for legitimate cross-border data flows, all the while safeguarding individual privacy rights
and upholding data security.

2.2. Governments' initiatives enhancing the efficiency of transhoundary
transfer of data

Here are some recent initiatives undertaken by particular governments to enhance the
efficiency of transboundary transfer of data.

The European Unionand United States have collaborativelyintroduced anew EU-U.S. Data
Privacy Framework (DPF)3. This framework replaces the former Privacy Shield framework,
which was invalidated by the Schrems Il ruling in 2020. The European Commission has been
instructed not to approve the framework until it has been updated to adequately address
the concerns expressed by the Schrems Il case by both the EU Parliament and the EU Data
Protection Board (Gao & Chen, 2022).

Under the leadership of Japan, G7 governments are actively developing the Institutional
Arrangement for Partnership (IAP)S. This partnership aims to bridge the gap in creating

5 International Association of Privacy Professionals. (n.d.). EU-U.S. Data Privacy Framework: Guidance and
Resources. https://clck.ru/3908Dg

6 World Economic Forum. (2023, April 26). How and why data must flow freely and responsibly across

borders. https://clck.ru/3908Gf
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an effective and trusted international cooperation mechanism for operationalizing Data
Free Flow with Trust (DFFT).

As of June 1, 2023, China implemented the Measures on the Standard Contract for the
Transboundary Transfer of Personal Information. These measures mandate that specific
personal data processors, even those handling data for fewer than 1 million individuals,
must enter into contracts with overseas recipients before transmitting data abroad. China’s
overarching legislative framework for managing data security encompasses three key laws:
the Cybersecurity Law, the Data Security Law, and the Personal Information Protection Law.
These laws are supported by a range of governmental regulations that are consistent with
the legal framework. Under these laws, the central government has established its regulatory
system for the export of personal data.

Additionally, a Global Cross-Border Privacy Rules (CBPR) forum has been established
(Joel, 2023). Member economies of the Asia-Pacific Economic Cooperation (APEC),
including the United States, Canada, Japan, Singapore, and others, have initiated this forum
with the objective of setting up an international certification system based on the APEC
CBPR System and related Privacy Recognition for Processors (PRP) Systems.

As the digital economy undergoes rapid transformation, organizations must remain
agile and proactively update their methods and protocols to align with the ever-changing
regulatory environment. This is particularly crucial for large organizations with extensive
global operations, as non-compliance can result in substantial fines. In 2021, forinstance,
European data protection supervisory authorities imposed fines amounting to nearly
$1.2 billion USD, with the largest fine levied against a US-based online retailer’. Chinese
companies based within the country, aiming for international initial public offerings,
continue to grapple with the repercussions of the China’s Cyberspace Administration
(CAC) fining the prominent ride-hailing firm, Didi Global, a substantial 8 billion yuan
($1.2 billion) last year for violations of national security and personal information
protection regulations?®.

Given the various mechanisms available for facilitating transboundary transfer of data,
it is incumbent upon each organization to evaluate and choose the most suitable options
based on their specific needs. There is no one-size-fits-all solution. Depending on the use
cases, governments may discover the need to employ multiple frameworks to address their
particular requirements. It is also vital to consider how the data transfer approval process
can be seamlessly integrated into existing workflows. Failure to establish an efficient
and appropriate process can result in prolonged and costly endeavors when seeking
clearance for data transfers on an ad-hoc basis.

7 EDPB. (2023, May 22). 1.2 billion euro fine for Facebook as a result of EDPB binding decision. https://clck.
ru/3908HK

8  Webster, G. (2022, July 21). Chinese Authorities Announce $1.2B Fine in DiDi Case, Describe ‘Despicable’

Data Abuses. DigiChina. https://clck.ru/3908KA
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3. The relevance of international law in regulating transboundary
transfer of data

3.1. Different approaches of jurisdictions on transboundary transfer of data

Needless to say, that the role of international law in the regulation of transboundary transfer
of data is quite crucial, serving as a cornerstone for safeguarding privacy, upholding
human rights, ensuring cybersecurity, facilitating trade, resolving conflicts, and establishing
customized agreements. Itlays the groundwork and outlines the standards for the appropriate
management of data across international borders, promoting responsible data governance
and nurturing confidence in digital interactions.

It was noted that the internet “cannot be regulated”. The nation-state is irrelevant, not
laws; that is the difference (Chuanying, 2020). A joint study commissioned for the Defense
Department in 1998 observed:

It may be that the real problem created for governments by the proliferation of the Internet
(and other IT-enhanced communications media) is not the proliferation of information so
much as the proliferation of actors on the governmental and diplomatic stages. Organized
groups and individuals can build, and in fact are building, coalitions, both domestic and
international, that can bring unprecedented pressure to bear on national governments
regarding virtually any activity or area of interest. These groups may in fact create faits
accomplish that require no more action of governments than to accept what has already been
accomplished. This raises the question of whether the nature of sovereignty has changed
in the area of instant and ubiquitous communications and, if so, how (Press et al., 1998).

An associate professor at the University of Maryland, College Park Dr. Virginia Haufler
disagrees, stating, “The decentralized, open, global character of... the Internet makes
it difficult to design and implement effective regulations through top-down, government-by-
government approaches” (Haufler, 2013).

The devastating circumstances of the 9/11 terrorist attacks and the terrorists’ use
of the Internet for communication accelerated the developed world’s adoption of content
restriction. According to an advocacy group that backed journalistic freedom, as early as
September 2002, the United States, the United Kingdom, France, Germany, Spain, Italy,
Denmark, the European Parliament, the Council of Europe, and the G8 countries had all
expressed worries about their rights and freedoms online (Nijboer, 2004).

International governmental organizations have faced significant challenges as a result
of substantial differences in state objectives for content restriction. During the inaugural
session of the World Summit for the Information Society (WSIS) in December 2003, this
division was made evident. The wording employed to address the consequences of any
agreement on the management of Internet speech was one of the key areas of contention
during the WSIS negotiations. China, not insignificantly, voiced its disapproval of the press
freedom text that reflected American influence. As a result, the Declaration of Principles did
mention press freedom, but it did so in a way that was more subdued and added language
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emphasizing the integration of national sovereignty? (Berleur, 2007). Governments were
required by the Action Plan to take necessary measures to address harmful and illegal media
content while upholding the right to free speech (Jensen, 2006). External observers agreed
that the plan of action covered up irreconcilable disagreements on content regulation and
provided little guidance for the future (Souter, 2004).

As an example, the United States and the European Union have different approaches
to data privacy. The American position on private rights is based mostly on the notion
of non-interference from the government. As a result, there hasn't been much support in
the US for extensive state laws pertaining to data privacy. Bessette and Haufler (2001) have
observed that the US prefers a more market-driven method of data collection. “If private
sector privacy protections can be adopted internationally, that would naturally become the
prevailing method for safeguarding privacy”, stated Ira Magaziner, one of the representatives
of President Administration (Farrell, 2003).

In contrast, privacy is regarded in Europe as a fundamental right that needs to be
safeguarded by the government. Bessette and Haufler point out that “European nations,
in particular, have putin place robust privacy safeguards, defining privacy as a fundamental
human right” as a result of past instances of privacy infringements by the government
(Mai'a, 2023). The European Union passed the comprehensive Data Protection Directive
in 1995, giving European businesses clear regulations and enforcement mechanisms.
This directive was designed to prevent companies from operating outside of EU jurisdiction
in order to evade the law. It prohibited the transfer of personal data belonging to EU citizens
to nations that did not offer adequate security. In late 1998, the directive was scheduled
to go into force (Long & Quek, 2002).

In view of the extent to which this prohibition was, nations like Australia, Canada, and
Eastern Europe were compelled to change their own legal systems to comply with EU
standards. Nevertheless, the US retaliated by pressuring US multinational corporations
to establish self-regulatory frameworks compliant with EU laws.

Totalitarian regimes have employed straightforward yet efficient methods for regulating
Internet content. There were cases of restricting use of personal computers, controlling and
prohibiting objectionable content (in regards of pornographic materials; immoral websites;
religious and politically sensitive content) which eventually led to the Internet censorship
using filtering system extensively (Drezner, 2004).

Scholars studying globalization have frequently oversimplified the intricate web
of governance interactions in international politics by focusing exclusively on the binary
opposition between state and nonstate power. A more perceptive view of the effects

9 MccCarthy, K. (2003, December 8). Internet Showdown Side-stepped in Geneva. The Register Newsletter, 8.
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of globalization is offered by acknowledging the possibility of diverse global governance
arrangements. An examination of Internet governance shows that governments may
nevertheless intervene when necessary to further their own goals, even if they choose
to assign governance duties to commercial organizations.

Whenever major powers are unable to cooperate, but other international players support
no less than one of the main nations, the result is commonly referred to as “rival standards”.
Two instances of such rival standards were identified in the case studies: data privacy
and regulations for genetically modified organisms (Trump et al., 2023). In both of these
cases, the USA and the EU have each propagated distinct sets of rules for regulating these
matters. Both parties have managed to secure some level of support, yet neither standard
has achieved universal acceptance.

Lastly, it is projected that if the major powers concur but their interests do not align with
those of other international actors, the outcome will be “club standards”. These standards
represent one of the most captivating facets of regulatory processes. In this scenario,
the influence of major powers is readily apparent as they exert pressure on and negotiate
with other states to establish a standard. This often begins with a small yet influential group,
such as the OECD or the Financial Action Task Force on Money Laundering. These coalitions
of like-minded states have the capacity to formulate regulations and subsequently persuade
or persuade other states to conform to them.

3.2. The privacy shield of the EU-US and its impact on transboundary
transfer of data between the EU and the US

The U.S.-EU Privacy Shield was a framework designed to regulate the transfer of personal
data from the European Union to the United States. Ensuring that these data transfers
followed European data protection regulations was its main goal. After the ECJ overturned
the Safe Harbor framework in the wake of the 2015 “Schrems |” decision, this new structure
was implemented in 2016. Establishing a legal framework for the transfer of EU personal
information to the US and making sure US organizations upheld data protection standards
comparable to those in the EU was its main goal.

The European Commission determined that the Privacy Shield offered a suitable level
of data protection in the US, and as a result, the EU data protection framework awarded it
an “adequacy decision”. All pertinent facets of a data transfer operation, or series of related
acts, were to be taken into account when determining the protection level. Many variables
were considered in this review, including “the legal regulations, both overarching and
specific to the third country involved, as well as the professional standards and security
measures followed in that country” (Hijmans, 2006).

In order to prevent companies from processing data outside of the EU for the purpose
to obtain an exemption from the 1995 Directive, the transfer limitation was implemented
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(Drezner, 2008). Some nations did change their laws in an effort to achieve adequacy
standards as a result of this clause. But rather than supporting enforceable legislative
measures, the United States supported self-regulatory options that were consistent with
the federal data privacy policy’s self-regulatory nature (Voss, 2019).

Numerous studies have contrasted US and EU approaches to internet regulation
policymaking. The results show that the EU generally produces broad and comprehensive
legislation. But this legislative procedure frequently moves more slowly, which can be
problematic, especially when dealing with the internet’s rapid evolution and emerging
technology. The US, on the other hand, has a more decentralized regulatory framework with
multiple agencies and occasionally incompatible regulations (Reidenberg, 1996).

The substantial disagreement between the two stems from differences, further
exacerbated by distinctions between data and metadata. US federal law grants law
enforcement significant authority to access metadata (Schneider, 2009).

But with regard to the Privacy Shield, the European Commission’'s Decision
No. 2016/1250 was declared illegal by the CJEU. This resulted from the decision’s failure
to guarantee a degree of personal data protection equivalent to that required by European
legislation (Furramani, 2023).

2016 marked the establishment of European Commission Decision No. 2016/1250,
which allowed the transfer of personal data from the EU to the US. This framework was
used by EU and EEA businesses to send personal data to US entities listed under the Privacy
Shield, offering specific safeguards for data protection (Furramani, 2023).

The case concerned a Facebook'® user who was an Austrian national and disputed
that his data have been transferred to the US because the US did not offer the same level
of protection as required by EU legislation. This disagreement resulted in a 2013 complaint
that the Data Protection Commissioner initially took an examination at.’" After reevaluating,
the Commissioner concluded that the transfer of personal data to the United States did
not comply with Articles 7, 8, and 47 of the European Charter of Fundamental Rights'2.
This prompted the case to move to the High Court.

According to the High Court, the US did not ensure adequate protection for personal
information in line with EU Charter of Fundamental Rights Articles 7 and 8. The Court
identified several issues, including the application of the Fourth Amendment to European
nationals, concerns about the National Security Agency’s activities without judicial oversight,

10 A social network blocked in the territory of the Russian Federation for disseminating illegal information.
11 CJEU, Schrems II, 2020, July 16, paras 50, 51 and 52.
12 CJEU, Schrems 11, 2020, July 16, paras 55 and 56.
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and the Privacy Shield’s Ombudsperson not meeting Article 47 of the Charter. In light
of these matters, the High Court referred the case to the CJEU'3.

As stated in Article 45 of the GDPR, the CJEU’s decision established that transfers
of personal information from the EU or EEA to a third country must be predicated on an
adequate decision made by the Commission. If such a decision is not made, data may be
transferred in accordance with Article 46 of the GDPR’s “appropriate safeguards”, which
guarantee subject rights and legal remedies™*.

The Court highlights the importance of national supervisory bodies with respect
to protecting personal information, in line with GDPR Articles 51(1) and 57(1). It highlights
that national authorities are in charge of ensuring that the norms specified in EU regulations
are adhered to when personal data is transferred from the EU or European Economic Area
(EEA) to other nations or international organizations™s 6.

National supervisory authorities should be able to look into complaints and assess
if transferred dataconformswith GDPRrules eveninsituations wherethe European Commission
has approved an adequacy judgment allowing the transfer of personal information'” 8.

According to the CJEU, the Privacy Shield does not guarantee data subjects’ rights
that are enforceable and effective in the face of interference, as stated in the European
Union’s Charter of Fundamental Rights. The right to a fair trial and an effective remedy are
guaranteed by this charter. Furthermore, the CJEU determined that, in accordance with
Article 47 of the Charter, the Secretary of State’'s designated Privacy Shield ombudsperson
is neither an autonomous entity nor a tribunal™®.

The CJEU concluded, in essence, that the USA does not offer a level of data protection
that is effectively comparable to that of the European Union, as required by Article 45(1)
of the GDPR, taking into account Articles 7, 8, and 47 of the Charter. These articles
guarantee the right to efficient legal protection, respect for one’s privacy and family life, and
protection of one’s personal data. As a result, the sufficiency ruling was overturned. In light
of this, data transfers between the US and the EU must rely on extra precautions specified
in EU Regulation Chapter V, namely Article 46(2), which outlines appropriate safeguards.

On June 4, 2021, the European Commission approved two sets of standard contractual
agreements in reaction to the withdrawal of the Privacy Shield?°. The purpose of these
regulations is to make it easier for personal data to be transferred from the EU to third

13 CJEU, Schrems 11, 2020, July 16, para. 65.

14 CJEU, Schrems I1, 2020, July 16, paras. 91 and 92.

15 CJEU, Schrems I, 2020, July 16, para. 107 and case C-362/14, 2015, October 6, Schrems |, para. 47.
16 This perspective aligns with the Court's reasoning in the Schrems Il case of 2020 and the Schrems | case
of 2015, as well as insights presented by scholars such as Piroddi in 2021 and De Mozzi in 2022.

17" CJEU, Schrems |1, 2020, July 16, para. 120.

18 This principle was upheld in the Schrems Il case of 2020.
19 CJEU, Schrems 11, 2020, July 16, para. 168.

20 commission implementing decision of 4 June, Nos. 2021/914/UE and No. 2021/915/UE.

https://www.lawjournal.digital




Journal of Digital Technologies and Law, 2024, 2(2) elSSN 2949-2483

countries. These commercial agreements cover the requirements for personal data
transfers in compliance with the ECJ’s Schrems Il case judgment, as well as provisions
to accommodate the variable number of parties adhering to the contract (De Mozzi, 2021).

3.3. Transboundary transfer of data within the Eurasian economic union

Digital technologies present novel opportunities for customs authorities to enhance both the
speed and quality of their decision-making processes. The next phase in advancing digital
government administration is closely linked to data centralization. This involves structuring
public governance, where decisions increasingly rely on objective data (Vovchenko et al., 2019).

Creating a common platform for digital data exchange and transmission is another
essential component in digitizing the customs regulatory system in the EAEU, which is
highlighted in its Cross-Border E-Trust Space along with the treaty of the organizations,
particularly in its Art. 23.

Additionally, the Eurasian Economic Commission has laid the groundwork for
a transnational takeover of the digital economy. This was made possible by the October 11,
2017, Supreme Eurasian Economic Council No. 12 decision, which approved the primary
plans for implementing the digital agenda of the EAEU through 2025 (Kolodnyaya, 2018).

Even though the bulk of the aforementioned laws were passed within the EAEU, there
are still a number of barriers that make a smoother transition for all of the union’s members
more challenging. The persistent problem, remaining as a major obstacle of regulating data
circulation throughout the Union is a significant barrier to the implementation of the digital
agenda. Many digital ecosystems planned for implementation involve cross-border data
exchange in various interaction formats, including G2G, G2C, G2B, B2B, and B2C. However,
numerous aspects of data circulation in the EAEU remain underdeveloped. Consequently,
thereis alack of terminological consistency in key concepts related to data, and the regulation
in the category of data is inadequately developed, lacking common approaches to the legal
categorization of data and risk management in this domain. Legal matters stemming from
cross-border data exchange have yet to be addressed. As a result, regulatory measures
are lagging behind practical considerations, impeding progress in the digital agenda.
The situation is further complicated by requirements outlined in the national legislations
of EAEU Member States, particularly those concerning the localization of personal data.
As aresult, it is crucial to create and enact legislation as well as an appropriate data
protection mechanism for cross-border data circulation inside the EAEU, comprising both
non-personal and personal data (Mikhaliova, 2022).

The Union has been engaged in prolonged discussions regarding the development
of an international agreement concerning data circulation and data protection. However,
the process of aligning approaches and crafting such an agreement continues to be intricate
and time-consuming.

Moreover, challenges in the realm of electronic document management persist.
Consequently, there is a need for legislative enhancements and the formulation of shared
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approaches in the domain of electronic signatures. The issue of mutually recognizing
electronic signatures stands out as a prominent barrier to seamless trade, significantly
complicating interactions with suppliers in the internal market of the EAEU and the
procurement process. The effective utilization of the Union's digital infrastructure remains
unattainable without the resolution of these legal gaps.

A more intricate obstacle to the realization of the digital agenda pertains to the issue
of unequal digital advancement among the Member States of the Union (Filatova et al.,2018).
To demonstrate this challenge, we can examine the performance of these Member States
within the Networked Readiness Index.?!

The World Economic Forum created the Networked Readiness Index in 2002 and now
administered by the Portulans Institute and provides a measure of the degree of information
and communication technology development in different nations. This index assumes
a pivotal role in assessing a nation’s technological and innovative capabilities and provides
a valuable means for conducting comparative evaluations of ICT progress across states.

Concerning information and communication technology advancement within the EAEU
region, there is a noticeable disparity. For example,in 2022, the ICT development gap between
Russia and Kyrgyzstan was a substantial 45 points. Armenia, Belarus, and Kazakhstan have
reached comparable levels of ICT development, but their disparities with Russia are also
considerable. Currently, the focus is on enhancing the connectivity of government bodies
in EAEU Member States, updating the integrated information system, and implementing
secure and continuous electronic document management, which has mitigated this issue
to some extent.

However, in the future, as the Union’s digital initiatives directly impact the interests
of the population, this digital divide could significantly impede the efficiency of project
implementation. Additionally, the current digital initiatives rely on the pre-existing national
services, and the varying levels of development in these services complicate the execution
of collaborative projects (Bolgov & Karachay, 2016). To expedite the digital transformation
of the Member States, it is imperative to intensify the international exchange of digital
technology expertise and the expansion of best technological practices.

Crucially, the internal digital infrastructure of the Union, notably the integrated
information system, has yet to be fully established. Additionally, the execution of several
pivotal projects within the digital agenda is experiencing delays. The primary hindrances
impeding the advancement of the Union'’s digital ecosystem include deficiencies in the legal
framework, a lack of coherent conceptual alignment in the implementation of national digital
economy strategies, and disparities in ICT development across the region.

In recent years, the EAEU-states have been actively establishing their respective national
digital ecosystems. These efforts have spanned both the realm of public administration
and the advancement of digital economies within their own borders. However, the progress

21 Network Readiness Index Homepage. https://networkreadinessindex.org
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of the EAEU's digital agenda has not kept pace with the development of national digital
ecosystems. The initial delays have created challenges in harmonizing collective approaches
and strategies, ultimately resulting in a decrease in the number of proposed digital initiatives.

To effectively realize the goals and objectives outlined in the digital agenda, it is
imperative to consolidate the endeavors of EAEU-states in the field of digital economic
transformation. This consolidation should involve a more robust engagement of national
competence centers and the enhancement of national digital infrastructures.

Conclusion

It is obvious, that currently the international community more than ever needs a regulatory
coordination framework, which concerns transboundary transfer of data that come along
with legal safeguards and can highlight security vulnerabilities, cybersecurity risks and
jurisdictional complexities.

Harmonized standards are established when there is significant agreement between major
countries, major powers and other international entities. Instead of being managed by local
or exclusive organizations, these norms are expected to form a vast “regime complex” that is
overseen by “universal” intergovernmental organizations. One good example of harmonized
standards, as it was mentioned earlier, is the widespread use of the TCP/IP Internet protocol.
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AHHOTauuA
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K perynnmpoBaHuto 1 noBblweHnto 3hPeKTUBHOCTM yrpaBieHUst AaHHbIMU
B pa3HblIX HOPUCANKLMSX.

MeTogbl: nccnegoBaHme onuvpaeTca Ha CUHTE3 U KPUTMYECKUI aHanus
pasfiMYHbIX acrneKToB 3asiB/IEHHOM MPO6AeMbl, B TOM 4YuCile Ha aHanu3
KaK MepBMYHbIX, TaK N BTOPUYHbBIX UCTOYHUKOB. Ha npumepe cpaBHeHUs
nonutnku perynuposaHus Kutas, CLUA, EC v rocyaapcte-uneHoB EA3C co-
NOCTaBAAKTCS PasfIMyHble NOAXOAbl OTHOCUTENIbHO OrPaHNYeHUst UIN No-
oLlpeHus cBO6OAHONM TpaHCrPaHUYHOM nepeaayn AaHHbIX. KOMMIeKCHbIN
MeTa-aHanu3 1 oLeHKa iMTepaTypbl NO3BONMAN chOPMUMPOBaTh NpeacTaB-
NleHne 0 MeTohax, UCroNb3yeMblX AJ1A 3aluUTbl AaHHbIX B pa3HbIX HOpUC-
ONKUMSIX, @ TaK)Ke 0603HaYUTb paMKM U Harnpae/ieHUs rocyfapCTBEHHOM
NonnTUKN, HeobxoauMble ansa apdeKTUBHON nepefayvm AaHHbIX Mexay
HOpUCANKLUUAMMN.

PesynbTaTbl: BbIIB/IEHbl OCHOBHblE NMPO6JIEMbI, CBA3aHHble C TpaHCrpa-
HUYHOWN Nepefayelt AaHHbIX B KOHTEKCTe pacrnpocTpaHeHUs LUndpoBbIxX
TEXHOJIOTMI U undpoBU3aUUN YyNpaB/IeHNs, Takne Kak pacTyllee Hepa-
BEHCTBO B PasBUTMM LUGPOBBLIX TEXHONOIMMIA, NpaBoBas HeonpenesneH-
HOCTb, 06ecneyeHne KOHbOUAEHLMANBHOCTM U KMbep6be3onacHOCTM U Ap.
MpoaHanusnpoBaHbl NpaBOBble OCHOBbI TPAHCIPaHUYHOMN Nepeaayn AaH-
HbIX B KOHTEKCTE UMdpoBM3aLnmN rocyqapCTBEHHOro ynpaBfieHUs U npak-
TUKa WX peanusauuu, 4YTo CNoCcO6CTBOBANIO MOMCKY MyTeil MoBblLIEHMUS
93¢ (dHeKTUBHOCTU yNpaBneHUsl B YCOBUSIX TPaHCHALUMOHaNbHOW nepegayn
JaHHbIX, BKJlOYasl NpefocTaBieHne YCnyr, pasBUTUE OTKPbITOCTU U yya-
CTNSA 06L,ECTBEHHOCTH.
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HayyHasa HOBM3Ha: Ha OCHOBE NPOBELEHHOIO aHaM3a NOAXOA0B Pas3NYHbIX
HOPUCAUKLMI K Npo6sieMaM FopUMANYECKOTO XapaKTepa, Borpocam obecrie-
YyeHnsa 6e30MacHOCTU U CYBEPEHUTETA, 06YCIIOBNEHHbBIM TPaHCTPaHUYHOM
nepefavert AaHHbIX, BbIBAIEeHbl posib ¥ MPUMEHUMOCTb MEXAYHAPOLHOMO
rnpaBa, a TakXXe YHWKasbHble BbI30Bbl, BO3HMKAIOLLME B rocylapCTBax-usieHax
EBpa3niickoro aKOHOMMYECKOro COo3a Ha NyTu GopMUPOBaHKWs TpaHerpa-
HWUYHOrO NPOCTPAHCTBA AOBEpUS.

MpakTuyeckas 3HaYMMOCTb: UCCIelOBaHME YyKa3aHHbIX BOMPOCOB UMeeT
3HaueHue A1 BbIpabOTKU U MPUHATUAA B3BELUEHHbIX MOUTUKO-NPABOBbIX
PELUEHNN TOCYAapCTBEHHbIMU CTPYKTYpamu, Mpexae BCero npaBuTeNb-
CTBEHHbIMU U 3aKOHOAATENbHbIMU OpraHaMu, HanpaseHHbIX Ha JOCTUXe-
Hue 6anaHca MeXJy AOCTYMHOCTbIO AaHHbIX U UX 6€30MacHOCTbIO, MeXAay
3 PeKTUBHOCTbLIO rocyAapCTBEHHOrO yNpaBfieHns U cobnoeHneM npas
rpaxgaH. MNonyyeHHble peaynbTaTbl 6YAYyT UMETb 3HaueHMe TakKxe ANA
WHbIX CY6bEeKTOB OTHOLLIEHMI, CBA3AHHbIX C TPaHCrpaHUYHON nepegavei
JlaHHbIX 1 BOMPOCaMU PEryIMPOBaHUA YKa3aHHbIX OTHOLLEHWIA.
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