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crimes against humanity, Objective: the development of wireless technologies and digital infrastructure
cybersecurity, has radically changed the human habitat, giving rise to a new type of space —
cyberspace, acyberspace. The uniqueness and peculiarities of this environment, including
cyberterrorism, anonymity, boundlessness and problems related tothe determination
digital technologies, and establishment of jurisdiction, have become a breeding ground for
human rights, the emergence of a new global threat — cyberterrorism. The latter is
international private law, characterized by a high level of latency, low detection rate and incomparably
international public law, greater danger than “real world” crimes. Countering new forms of crime has
jurisdiction, required the development of universal tools that overcome the limitations
law of traditional jurisdiction and allow states to prosecute terrorists in

cyberspace. Identifying the relevant tools and identifying the political-legal
obstacles to their implementation is the objective of this study.

Methods: to achieve the set goal the formal-legal method was used
to analyze legal sources, including judicial practice, national legislation,
and international acts. The doctrinal approach was also used, which
allowed, on the basis of scientific works and theoretical constructions,
explaining the complexity of the modern phenomena and predicting their
future development. This said, the main focus is on criminals to prove their
antagonism with humanity in accordance with theoretical views. Finally, the
study analyzes the theories of universal and traditional jurisdiction and how
they are applied to prosecute terrorists.
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Results: the paper provides a critical analysis, reviewing and adapting
the concept of jurisdiction as applied to a global, borderless and decentralized
digital environment (cyberspace) and to the struggle against new forms
of terrorism (cyberterrorism). Various jurisdictional models applicable
in cyberspace are presented. The author bridges the gap between the main
branches of law: international private law and public law by linking, in relation
to cyberterrorism, the two theories: the “responsibility to protect” (R2P)
theory and the application of universal jurisdiction. The trends of universal
jurisdiction development are revealed.

Scientific novelty: the study develops the accumulated scientific knowledge
while justifying the introduction of foreign jurisdiction in a state territory
to prosecute cyberterrorists. It also establishes a link between the theory
of universal jurisdiction in private international law and the “responsibility
to protect” (R2P) theory in public international law, recognizing the latter
as arelevant basis for the introduction of universal jurisdiction over
cyberterrorism. Such traditional concepts as sovereignty and jurisdictional
independence are reviewed. The gap related to the consideration
of cyberterrorism as a crime against humanity in international law is bridged.

Practical significance: the implementation of the proposed conclusions will
contribute to the strengthening of international prosecution of cyberterrorism
and harmonize the international and national legal tools to struggle against
this crime.
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Introduction

International scholars acknowledge the duties entitled in the “Responsibility to Protect”
theory to protect human rights. Also, they admit the global nature of cyber-terrorism
destruction. Consequently, this theory is the appropriate reasoning for imposing universal
jurisdiction regarding cyber-terrorism. The research introduces the “Responsibility
to Protect” (further — R2P) theory as the pillar to impose universal jurisdiction regarding
cyber-terrorism. It establishes a link between the two international law theories: Universal
Jurisdiction from international private law and the Responsibility to Protect from
international public law.

The research contributes to knowledge by providing the international community
with the legal justification to impose foreign jurisdictions within a state territory
to prosecute cyber-terrorists. It establishes a link between the universal jurisdiction theory
in international private law and the responsibility to protect in international public law.
Therefore, it bridges a gap between these major branches of international law. Besides,
it recontextualizes traditional concepts, e.g., sovereignty and jurisdictional independence,
to achieve prior humanitarian aims. Furthermore, it bridges the gap in knowledge by linking
cyber-terrorism to the established concept of crimes against humanity in international
law; it proves the applicability of the latter elements to cyber-terrorism as an international
illegal activity. Thus, the R2P theory could be utilized to impose universal jurisdiction
regarding it just as CAH.

The research analyzes the structure of cyber-terrorism and explores its camouflaged
elements under cyberspace’s ambiguity. The limitlessness of the latter requires developing
atool that transcends the odds of traditional jurisdictions. This tool is universal jurisdiction;
it permits states to prosecute terrorists in cyberspace, regardless of their location. Yet, its
application faces obstacles, legal and political. Therefore, a theory that includes obligatory
concepts would be an effective tool to support it.

The research enhances international prosecution of cyber-terrorism as it justifies
utilizing global legal toolkits against it. It proves that cyber-terrorism is a crime against
humanity that triggers international intervention under the R2P theory, which it presents
as a regulative legal norm. So, it manifests global solidarity to prevent those serious
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crimes under the UN Charter rules by harmonizing international and domestic legal toolkits
concerning this crime. Consequently, international jurisprudence encircles cyber-terrorism
and eliminates its evil in cyberspace.

Regarding the methodology, the research adopts a theoretical approach to achieve
its objectives. It is established on a doctrinal method to examine legal sources to analyze
the legal prepositions found in primary and secondary legal resources. It includes case
laws, domestic legislation, and international instruments. The analysis depends on logical
reasoning. This approach analyses the norms that the legal materials included to elaborate
the legal understanding of the research question. Besides, argumentized reviews of case
laws and primary law resources contribute to extracting the relevant approaches.

The research reviews the relevant scholarships to disclose the gap in knowledge that
the research bridges. It discusses the contextualization of the R2P theory, emphasizing
its purpose, which is to defend humanity against atrocities. Then, the research explores
the concept of cyber-terrorism to extract its theory from academics. Mainly, it focuses
on the perpetrator’s side of this activity to prove its antagonism to humanity according to
the theorists’ views. At last, the research refutes the outstanding literature on universal
jurisdiction theory and how jurisdictions adopt it to prosecute terrorists.

Besides, it analyzes international and domestic law sources to study how they handled
universal jurisdiction as they prosecute cyber-terrorists. Also, it reviews the relevant literature
to set out the trending attitudes about universal jurisdiction.

1. The Preventive Nature of the R2P Regarding Crimes
Against Humanity (CAH)

International law includes obligations on states to protect humanity against atrocities. These
obligations are binding according to their legal roots. The International Covenant on Civil and
Political Rights (ICCPR) and the International Covenant on Economic, Social, and Cultural
Rights (ICSECR) mention fundamental human rights as the subject of protection. Beforehand,
the 1948 Genocide Convention imposed a duty on states to prevent genocide crimes’. Also, the
UN Charter adopts these duties to defend humanity by securing international peace. Indeed,
the evolution of the UN doctrine tended to adopt this responsibility as protection from CAH2.
It is clear in the 2005 World Summit report that a global theory of international community
responsibility should be enacted to achieve the UN aims. These legal instruments include
the threshold to trigger the state’s obligations. The binding force of these obligations reflects
their enforceability in the global legal system and the nations determination to protect
humanity. So, the concept of responsibility to protect is rooted in international law.

T The 1948 Convention on the Prevention and Punishment of the Crime of Genocide, Arts 3, 6 and 8.

2 The UN General Assembly. Resolution Adopted by the General Assembly: 60/1 (UN, 2005), para. 139 and
the Resolution A/75/277 (UN 2021), para. 6.
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1.1. The Universalization of the R2P to Prevent CAH

This doctrine affirms the R2P as an international legal norm that aims to prevent
inhumane atrocities. It was mentioned in the UN Security Council resolutions (UNSC)
to justify intervention in preventing CAH3. This attitude shifts the R2P from an innovative
idea to an acknowledged legal principle in international law. Then, it introduces
a systematic legal foundation to intervene in preventing CAH (Cantini & Zavialov, 2018).
CAH imply the accountability of the international community to act, regardless
of sovereignty considerations. Thus, the R2P implies facilitating the CAH prevention
measures undertaken by the international community or a foreign jurisdiction (Cantini &
Zavialov, 2018).

Royer claims that states’ political will and the traditional understanding of their
sovereignty hinder the international community interventionto prevent CAH (Royer,2021).
So, he emphasizes that states should integrate the R2P into the interpretation of their
national interests regarding CAH (Royer, 2021). He argues that the R2P does not
manifest a valuable reference for state politics that they might oppose its application.
This fact implies reconceptualizing the international community’s endeavors to combat
evil in a political framework. Yet, while the R2P represents a moral norm, doctrine should
review it as a preventive procedure to protect humanity (Royer, 2021). This integration
supports the R2P in international politics as it eliminates extremist patriotic odds that
oppose foreign intervention. Royer’s reframing of the R2P underlines the severity of CAH
as a common evil that requires global collaboration to suppress it.

Furthermore, Watt argues that the R2P should be constitutionalized in international
law under the authority of the UN institutions (Wyatt, 2019). He claims that the R2P
is an extension of UN humanity protection since it imposes a collective responsibility
on member states to prevent CAH (Wyatt, 2019). In addition, it would overcome the
strict Westphalian view of state sovereignty?, pointing out it from the responsibility
aspect. So, a moral relationship is established between it and cosmopolitan human
protection. Moreover, he considers the UN organs the effective bodies to enforce the
R2P legal order. So, they should surveil the application of the R2P. This constitutional
order guarantees the effective integration of the R2P duties into a firm establishment
of international commitments. It manifests a global level of the solidarity obligation
included in the UN Charter. It provides international diplomacy and doctrine with
a harmonized concept of solidarity to maintain peace and security®. He seeks, through

3 Resolutions 1674 (2006), 63/308 (2009)68 and 1894 (2009).

4 ‘Supreme authority within a territory’, ibid, p. 99.

5 Ibid, p. 156.
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his interpretation, to consolidate the R2P in international law and diplomacy. Trying
to impose the constitutional nature of the R2P on states requires their clear consent
of them as it might contradict their interpretation of sovereignty. Besides, the mentioned
harmonizationimplies unifying the views of states on theirresponsibilities to prevent CAH
from considering the solidarity obligation of the Charter. In practice, politics frustrates
the R2P efforts by considering it a Western imperialism that should be patriotically
resisted. Despite that the NATO intervention in Libya was approved by the UNSC under
the R2P norms®¢, it was criticized as it violated state sovereignty and led to political
chaos therein. It might be overseen exploitation of international justice for political
aims. To overcome this odd, international jurisprudence should contextualize the R2P
legally according to each case separately to ensure its impartiality.

CAH by athird party, e.g., terrorists, on a group of local population trigger international
responsibility to intervene to prevent them if the host state did not respond (Soler, 2019).
External intervention could utilize foreign jurisdictional tools to prosecute these crimes.
This responsibility consists of both state and international community duties to prevent
severe atrocities which violate fundamental human rights (Park & Switzer, 2020) through
the transnationalism of legal procedures’. Therefore, the R2P aims are guaranteed
by this intervention as its humanitarian aspects overwhelm sovereignty claims. This
duty of the international community is sustained by the non-fulfillment of the host state
of its responsibility to protect fundamental human rights. Also, CAH must not exploit
state sovereignty as a shield to avoid prosecution (Soler, 2019). Moreover, international
law permits humanitarian intervention to prevent human rights violations even by use
of force, though its rare cases (Azubuike, 2023). A fortiori, judicial intervention is
an appropriate solution to defend these rights. These rights are rooted in international
law that grants them continuous protection.

Remarkably, the R2P norms could be utilized in cyberspace to suppress terrorist
activities by promoting the collaboration of internet giants and national bodies to enforce
responsible measures to achieve this aim (Park & Switzer, 2020). This supports
the R2P’s existence in cyberspace since it presents this theory as a shield against
cyber-terrorism.

6 The United Nations Security Council S/RES/1973 (2011), para. 4.

7 Kosiba, K. (2018). Is R2P the Remedy for lllegal Deforestation? A Case Study Based on the Systematic
Human Rights Violations in Peru. Master of Arts Dissertation submitted to the Brussels School of Interna-

tional Law. University of Kent. https://clck.ru/36ksvy
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1.2. International Jurisprudence Utilization of the R2P

The International Court of Justice establishes the R2P as the collective obligation
to maintain international peace and security®. So, states must utilize the reasonably
available methods to achieve this purpose. The R2P represents, at its core, a due diligence
obligation since states are not obliged to succeed in preventing those crimes completely®.
Thisjurisprudence proves the flexibility of the R2P in international law that makes it suitable
reasoning for applying universal toolkits, i.e., universal jurisdiction, regarding CAH.

Establishing accountability for CAH enhances the ICC agenda to ensure effective human
protection (Bellamy, 2018). At this point, the R2P accords with the Rome Statute objectives
as it could be employed to provide a legal pillar of the ICC tools. The R2P utilizes non-
military preventive measures of the ICC to suppress CAH under Article 7 of the Statute
(Holvoet & Mema, 2015). Indeed, the ICC proves efficient to achieve this purpose because
of its preventive and permanent characteristics (Holvoet & Mema, 2015). Thus, this
integrated establishment of the ICC tools and the R2P constitutes a shield that protects
humanity against CAH.

This humanitarian end justifies the utilization of these tools even for non-party states,
particularly under the approval of the R2P in the UNSC resolutions. Yet, the R2P, to be
effective, should instrumentalize diplomatic and humanitarian mechanisms (Bellamy, 2018).
This approach includes employing legal toolkits from foreign jurisdictions. For instance,
the ICC imposed its jurisdiction in Kenya and issued an ultimatum to the government about
establishing an ad hoc court for post-election violence (Bellamy, 2018). The ICC’s legal
efforts, in this case, represented the R2P theory as it tended to protect the local population
against violence. Bellamy concludes that both the R2P and the ICC system are integrated
humanitarian establishments to prevent CAH. Despite the skeptics, the implementation
of non-military measures underthe R2P introduces them as alternatives to military operations
(Fehl,2015). They are intermediate stages before waging wars. Thus, their prominence in the
R2P theory is unneglectable, which endorses the judicial intervention measures to prevent
international crimes.

Notwithstanding the ICC and the R2P’s mutual role in preventing CAH, utilizing
the court’'s universal toolkits should be subordinate to the Statute’s aims (Holvoet &
Mema, 2015). This restriction guarantees the effectiveness and trueness of the ICC measures
regarding CAH since it creates judicial surveillance on ICC practices. This mechanism,
consequently, enhances the trustworthiness of the ICC's role against CAH and limits the

8  Application of the Convention on the Prevention and Punishment of the Crime of Genocide (BiH v Serbia
and Montenegro), 26 February 2007, ICJ Reports 2007 p. 43, para 166.

9 Ibid.
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perpetrators’ impunity. As Ercan elaborates, the R2P toolkit defends international justice
and security because it endorses international intervention to guarantee global compliance
with international law (Ercan, 2022).

To sum up, scholarships and jurisprudence agree on establishing the R2P on the
need to maintain peace and security. In this view, it introduces a legal norm that justifies
jurisdictional intervention concerning serious CAH. Thus, it is an appropriate justification
to employ foreign legal rules, particularly universal jurisdiction, within the state of crime
location. Hence, it overcomes sovereignty claims that might hinder defending human security
and encourage the international community to fulfill their duties to protect humanity.

2. The Legal Foundations to Profile Cyber-Terrorism
as “Other Inhumane Acts" under the Rome Statute

It is non-debatable that cyberspace establishes international connections between
separated nations. Because of its technical nature, terrorists exploit its advantageous
facilities to achieve their aims. It enables them to avoid prosecution measures of national
law enforcement authorities. Therefore, they operate globally, threatening world peace.
Cyber-terrorism is an established inhumane activity that imposes international legal efforts
to frustrate it.

Maintaining international peace and security is a leading purpose of international legal
bodies, i.e., the International Criminal Court. It is the competent authority to prosecute global
perpetrators because of its international legal capabilities. Yet, the Rome Statute, which
organizes it, mentions the acts of the court’s jurisdiction exclusively. It does not mention
cyber-terrorism among them. Though, it notes that the court jurisdiction extends to non-
mentioned inhumane acts under certain conditions°.

Therefore, the article introduces the legal pillars to consider cyber-terrorism a crime
against humanity under the Rome Statute of the ICC. The deal of evil of this activity
suffices to profile it with this classification, which drops if under the ICC jurisdiction.
The article analyzes cyber-terrorism and reviews the literature on it to extract its core
elements. Then, it reconceptualizes international law doctrine on crimes against humanity
to prove the applicability of this concept to cyber-terrorism. This objective contributes
to knowledge by providing the legal basis to extend the ICC’s jurisdiction to prosecute
cyber-terrorists. This global criminal activity requires a global legal mechanism to hinder
it. Consequently, the international community cuts off cyber-terrorism, enhancing world
peace and security.

10 The Rome Statute of the International Criminal Court (2002), Article 7 (1) (k), A/CONF.183/9.
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2.1. An Analysis of Cyber-terrorism

In the era of information, terrorism has penetrated cyberspace, shaping a modern threat
to humanity. Cyber-terrorism is the utilization of the Internet to target a group with terror
for political or radical aims (Broeders et al., 2021). It is a distinctive sort of terrorism
that should be analyzed from a broad aspect. Cyber-terrorism exploits the uncontrolled
outreach of the internet that strengthens the ties between nations. The French national
defense glossary adopts the “risk of terrorism” factor concerning illegal cyber activities
(Delerue et al., 2019) to characterize cyber-terrorism. Thus, terrorist groups can act
transnationally, transcending geographic proximity (Albahar, 2019). This feature drives
scholars to study cyber-terrorism from an international aspect. Accordingly, Alexandra
Perloff-Giles profiles cyber-terrorists as “an enemy to mankind” (Perloff-Giles, 2018).
She justifies that by the common features between cyber-terrorism and piracy crimes
since they both threaten international trade interests. She emphasizes that these attacks
jeopardize critical cyber services for a considerable while, which points out the severity of this
activity. In addition, she argues that transnational cyber offenses have three concretes:

- the intentional act that harms innocents, as it should be a deliberate attack
on national infrastructure or governmental, or private, computer systems. This applies to both
governmental and non-state actors. The latter include cyber-terrorists.

— it must occur in cyberspace, exploiting its ambiguity to gain anonymity and
advantageous low-cost attacks,

—and it is transnational modus operandi because the perpetrators operate beyond
national borders. Perloff-Giles indicates that the malware codes they send need no
passport to cross borders. Also, the impacts of their offenses affect several jurisdictions
(Perloff-Giles, 2018).

Moreover, Perloff-Giles claims that cyberattacks, regardless of the perpetrators,
constitute an illegal use of force, triggering the right to self-defense under Article 51
of the UN Charter. This leads to the application of international humanitarian law, which is
a suitable legal set to organize the consequences of cyber conflicts. Yet, she determines the
following provisions to apply it:

— the severity and scale of the attacks. Though, she requires a threshold to qualify them
for the description “an armed attack”,

- and identifying the perpetrators to establish their responsibility. Still, she admits
the difficulty to determine this attribution regarding cyber offenses (Perloff-Giles, 2018).

Therefore, Perloff-Giles points out the prominence of cyber offenses as a unique
pattern of aggression by terrorists. This activity elevates to application of International
Humanitarian Law (IHL) the same as conventional armed conflicts. Thus, this applicability
denotes that cyber-terrorism is a severe threat to humanity that requires the utilization of
international doctrine efforts to crystallize its dimensions and propose the appropriate legal
sets to combat it.
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Likewise, in her book “Defining International Terrorism”, Stella Margariti claims that
terrorism threatens the universal interests of the international community by degrading
fundamental human rights concerning international security and peace (Margariti, 2017).
She sheds light on the international pillar of terrorism as she claims that its impacts
transcend national borders to the international community (Margariti, 2017). Then, since
cyberspace exceeds states’ geographic borders, the international theme overwhelms its
nature. This theme implies the surpassing of criminal acts in cyberspace beyond domestic
limits. Consequently, cyber-terrorism generates inevitable impacts on international
security.

Because of its limitlessness, terrorist groups utilize cyberspace to achieve their
purposes. Itis recorded that militants like ISIS exploit social media websites to spread their
terror by broadcasting their video content. Besides, they use these websites as recruitment
platforms. Thus, they can operate globally beyond geographic borders (Awan, 2017).
This utility grants terrorists an advantage over law enforcement and security measures.
Also, it emphasizes the need to study cyber-terrorism as an independent criminal activity
that combines terror and technology.

Notably, Victoria Correia defines cyber-terrorism as a “cyber-enabled activity
which intends to advance political, social, or religious ideologies against the public,
and cyber dependent activity which further intends to threaten or facilitate damage
against the public, properties, and/or systems. Cyber-terrorism has the potential
to coincide with traditional terrorism” (Correia, 2022). She introduces a dynamic concept
of cyber-terrorism to suit its rapid changes. Also, she requires a particular mens rea,
which refers to the radical motivations behind the conduct. The definition clarifies
that physical impacts are not the sole requirement of cyber-terrorism; it mentions
systems damage that has no physical shape. Thus, she intends, through this definition,
to facilitate international legal collaboration to prosecute and counter cyber-terrorism.
She, also, points out the impacts of cyber-terrorism on inner society, arguing scholars
to study this activity from a collaborative approach to suit the terrorists’ illicit use
of technology (Correia, 2022).

Conversely, non-violent methods do not reflect cyber-terrorism as it is established that
it should result in physical damage regardless of its purposes. As Henschke indicates, the
terrorists’ mere use of the internet to recruit members or spread their radicalism constitutes
a broadcasting activity to deliver their threats to the targeted community (Henschke,
2021). The absence of physical damage deprives these activities of being profiled as
cyber-terrorism. Remarkably, Henschke admits that cyberattacks on IoT'!" actuators

11 The Internet of Things, which means controlling physical equipment by artificial intelligence codes.
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impose effects on the victims physically (Henschke, 2021). So, it constitutes cyber-
terrorism as it penetrates the connection established by the 10T between the informational
internet and physical life. Besides, he argues that the Tallinn Manual prerequisites that the
cyberattack impact in the physical world should be perceptible to the present use of force
(Schmitt, 2013). The Manual indicates that non-destructive cyber activities are not a use
of force, regardless of their moral consequences (Schmitt, 2013).

Dennis Broeders determines that a cyberattack that caused physical damage is not
recorded yet (Broeders et al., 20217). He claims that terrorists do not own the required
technical and financial skills to accomplish cyberattacks. Besides, the UK legislation
requires violence to consider an act as “terrorist”’2 which excludes non-violent acts
of this description. In this regard, Stoddart emphasizes that cyber-terrorism threatens
national infrastructure in the US since it might include state-supported activities. Also, it
might constitute espionage activities which shed light on its gravity though it might not
include a violent manner (Stoddart, 2022).

These views reflect a prima facie analysis of cyber-terrorism since they neglect
the fact that the moral impacts of this activity exceed their physical counterparts.
The national demoralization that cyber-terrorism causes generates hazardous economic
and social results that consider it a mala in se activity. Furthermore, cyber-terrorism
generates anger among the targeted community that it drives them to demand retaliation
by use of force (Shandler et al., 2021) and to respond politically similar to conventional
terrorism (Shandler et al., 2021). Also, both sorts of terrorism are motivated by the same
psychological incentives.

Ad idem, the Crown Prosecution Service (the UK) stipulates the terror motivation
of conduct to consider it “terrorist”'3. Likewise, the Egyptian Combating Terrorism law
decides that the mere mental terrorizing of innocents constitutes a terrorist act, regardless
of its physical damage'. It decides that the intention of terrorizing civilians to realize the
perpetrators’ objectives suffices to criminalize their acts under this law. Therefore, national
legislations prioritize security concerns by disregarding the condition of physical impacts
that Henschke requires (Henschke, 2021). In addition, the Common Position 2001/931/
CFSP considers attacks on national infrastructure or governmental facilities terrorist acts,
subjecting the perpetrators to counter-terrorism measures'. Also, the Austrian Cyber
Security Strategy requires the intention to terrorize civilians to inflict damages to national

12 The Terrorism Act 2006, c.11. 2006. https://clck.ru/34Chci
13 Crown Prosecution Service (2021), Terrorism. https://clck.ru/36kt3Z
14 Law No 94/2015, Art 2 para 1.

15 Article 1(3) of Common Position 2001/931/CFSP, see The EU list of persons, groups and entities subject
to specific measures to combat terrorism, Factsheet on 14 January 2015. https://clck.ru/36kt4j
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infrastructure or economic services to profile an act as a terrorist’®. Hence, domestic
legislations concentrate on the psychological aspect of terrorism since they stipulate
the intention to intimidate innocents into this category of criminal acts; it is the distinctive
theme of cyber-terrorism that might not cause physical damage and the determinant factor
of this category.

Similarly, Margariti argues that the intention to spread terror qualifies an act as
a terrorist, regardless of its motives (Margariti, 2017). This element distinguishes
terrorism from ordinary crimes. It is a specific mens rea that represents the threshold
of this classification. She adopts this standard as a cosmopolitan determinant of
the actus reus of international terrorism, which is required to impose a universal legal
framework upon it (Margariti, 2017).

So, the non-requirement of the physical impacts to consider an act a terrorist enhances
an inclusive theme of cyber-terrorism studies, which aligns with Correia’s definition
discussed above (Correia, 2022). Although its mere moral consequences, cyber-terrorism
threatens world peace and security as it might ignite an armed dispute. Unlike conventional
terrorism, individuals can resort to no shelters against cyber-terrorism; the codes that cyber-
terrorists employ to jeopardize computing systems within the targeted community penetrate
numerous layers of protection. Therefore, this cyber insecurity destabilizes international
peace and security. Cyber-terrorism can be elevated to be an enemy to mankind as Perloff-
Giles describes (Perloff-Giles, 2018).

2.2. The Contextual Elements of Crimes Against Humanity:
Other Inhumane Acts

The Rome Statute includes the term “other inhumane acts” in Article 7(1) (k) to establish
the ICC's jurisdiction on these severe acts. This term passed through historical processing
by both doctrine and jurisprudence. Yet, the objective of this paper implies focusing on
reviewing other inhumane acts elements to construct the comparison required to prove
their applicability to cyber-terrorism, as an international illegal activity. Since this term was
drafted within international law, it is a must to review its elements from the perspectives
of international doctrine and jurisprudence.

Initially, Article 7(7) (k) of the Statute establishes that the classification “other inhumane
acts” is a part and parcel of CAH it prohibits (Broeders et al., 2021). This article constructs
this act on these pillars: inhumane acts, the intention to cause suffering, mental or physical.
They are built on the essential elements of CAH. Still, they show an inclusive approach
to prevent disability to prosecute innovative non-included acts.

16 Federal Chancellery, ‘Austria Cyber Security Strategy’, 2013, 21. https://clck.ru/36kt6E
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Accordingly, Rustam Atadjanov argues that the systematic nature of crimes against
humanity distinguishes them from ordinary local criminal behavior (Atadjanov, 2019).
So, being an organized behavior reflects the element of context required to profile an act
as a crime against humanity. Besides, this systematic nature drives Hobbs argues to argue
that CAH express “extraordinary evil” (Hobbs, 2017). Thus, this element represents their
severity on humanity’s legal interests and their large scale. Nevertheless, Seada Hussein
Adem claims that the CAH term suffers a normative gap in the international doctrine
that the Statute seeks to bridge by counting the elements that qualify an act as CAH
(Adem, 2019). She concludes that the evolution of CAH jurisprudence, as well, bridges this
gap since the ad hoc tribunals and the ICC developed an inclusive approach that settled
the dilemma (Adem, 2019).

The International Law Commission (ILC) requires the systematic approach of deeds and
their widespread to be considered CAH'7. Besides, it argues that they could be committed
by non-state actors™®. Therefore, the ILC permits classifying the acts committed by groups,
or organizations, as CAH, according to the provisions of the Rome Statute. CAH are not
perpetrated by states exclusively but by independent bodies or individuals as well. Besides,
the ILC requires the multiplicity of victims as a major element of this crime. This condition
enhances the widespread requirement and deprives individuals of limited acts of this
classification.

Concerning jurisprudence, the term “inhumane acts” reflects the continued evolution
of crimes against humanity classification, which was used in 18 cases before the ICC as
an alternative response to the legal vacuum (MacNeil, 2021). In Prosecutor v Jean-Pierre
Bemba Gombo'? argues that crimes against humanity have four pillars: a targeted civilian
community, scope of the attack, the acts included, mens rea??. Besides, the ICC considers
inhumane acts that cause mental damages crimes against humanity?!. In Prosecutor
v Germain Katanga and Mathieu Ngudjolo Chui?? the judges decide that severe violations
of fundamental human rights, as established in the international human rights law, are
inhumane acts under Art 7(1) (k) of the Statute?3. John Quigley concludes that this ICC

17 The International Law Commission, Draft Code of Crimes against the Peace and Security of Mankind, 1996
UN Doc. A/51/10 article 18 (k), p 47. https://clck.ru/36kt7d

18 Ibid.

19 Case No. ICC-01/05-01/08.

20 |bid para 117 and (Park & Switzer, 2020).

21 |bid, see ‘The Elements of Crimes’ Published by the International Criminal Court (2013), ISBN 92-9227-232-
2, ICC-PI0S-LT-03-002/15_Eng. https://clck.ru/36ktC8

22 1cC-01/04-01/07.

23 |bid, para 448. The ICC adopts the same principle in Request for authorization of an investigation pursuant

to article 15 regarding the situation in the People’'s Republic of Bangladesh and the Republic of the Union

of Myanmar, ICC-01/19, para 128.
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Chamber affirms that the contextual elements of other inhumane acts are: intentional
great suffering or mental or physical injury (Quigley, 2023). It is an independent category
of criminalization that does not require a connection to other included crimes (Quigley,
2023).

Moreover, the International Criminal Tribunal for the former Yugoslavia (ICTY) decides
that acts that injure human dignity are “inhumane acts” under the Statute?4. Thus, the Tribunal
extends the interpretation of that term to exceed the Statute, covering novel criminal acts.
The Tribunal opinio juris is a result of a doctrine vacuum regarding a disciplined definition
of “inhumane acts”. Besides, the ICTY stipulates these elements for an act to constitute an
inhumane act:

— serious behavior,

- the harm, which may be mental or physical or injury to human dignity,

— and the mens rea?>.

It, also, concludes, in Prosecutor v Milorad Krnojelac?$, that inhumane acts compromise
deliberate deeds that inflict severe mental or physical damage to innocents?’. This jus
cogens qualifies perpetrators’ acts to be crimes against humanity because of the severity
of their impacts. The European Court of Human Rights (ECHR), in Liu v Poland?® and M.T.
and Others v. Sweden??, utilize the term inhumane to describe acts that degrade a person’s
dignity and violate his fundamental rights.

Thus, international jurisprudence establishes that these acts are CAH, precisely under
the “other inhumane acts” category. It adopts this term as a residual clause to broaden its
jurisdiction concerning the prosecution of crimes against humanity to provide effective
protection to humanity. Hence, it expresses a flexible jurisprudence to utilize the included
legal terminology to contextualize the non-included atrocities under the Rome Statute.

2.3. The applicability of “Other Inhumane Acts"” to Cyber-terrorism

The literature on the contextual elements of the term “other inhumane acts” underlines their
severity; it comes from their damage to the mental and physical well-being of innocents.
The analysis of these elements reflects the unordinary evil of these acts. Thus, other acts
that reflect the same evil should be classified as other inhumane acts if the contextual

24 prosecutor v Muci'c et al, Trial judgment, 16 November 1998, IT-96-21-T, (Celebici", Trial judgment), paras
521-522.

25 prosecutor v Karadzi'c, Trial judgment, 24 March 2016, IT-95-5/18-T, (Karadzi'c, Trial judgment), para 494.
26 T-97-25-T.

27 |bid, footnote 382.

28 Application no. 37610/18, on 6 October 2022.

29 Application no. 22105/18, on 20 October 2022.
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elements apply. Put differently, the determinant factor of this classification to an act is the
applicability of these elements to it.

Initially, cyber-terrorism violates the core principles of IHL (Werle & JeRberger, 2014).
It, first, threatens the minimum standards of humanity by spreading terror. Then, the civilian
damages it causes transcend the proportionality standards, predominantly the terrorists’
animus nocendi is non-discriminatory. Cyber-terrorists prioritize accomplishing their
objectivesregardless ofinnocentcivilian sufferings. This nondiscriminatory theme of cyber-
terrorism accords with the Rome Statute demonstration of crimes against humanity3°.
The Statute requires that an act should be collected against civilians to constitute
a crime against humanity. International jurisprudence admits that the damage of these
crimes is both physical and mental. It claims that the mere disregarding of human dignity
considerable damage to establishing an accusation3'.

Furthermore, Stella Margariti victimizes the international community regarding cyber-
terrorism since it targets international peace and security (Margariti, 2017). Besides, the
systematic nature of crimes against humanity that Hobbs points out is shared between
cyber-terrorism and crimes against humanity (Hobbs, 2017). Besides, they both have
transnational impacts that ground for international involvement. They both constitute
a threat to humanity which implies categorizing them in the same classification. Also,
as Atadjanov indicates, the element of systematic nature applies to cyber-terrorism
since it threatens international peace and security and constitutes a widespread
nondiscriminatory organized attack on civilians (Atadjanov, 2019). Indeed, cyber-terrorism
generates critical suffering for the international community because the perpetrators
intend to jeopardize fundamental human rights. Their systematic manners disrupt
the “peaceful cohabitation” (Atadjanov, 2019) of the targeted communities because
they negatively affect the concretes of humanity, protected under the UDHR 194832,
Furthermore, the systematic nature of CAH, as a contextual element, applies to cyber-
terrorism since it threatens international peace and security and constitutes a widespread
nondiscriminatory organized attack on civilians.

This opinio juris supports the discussed claim that cyber-terrorism that causes
nonphysical damages is a crime against humanity. This conduct targets civilians without
discrimination and the perpetrators deliberately ignore civilian casualties to accomplish
their objectives. Furthermore, the International Law Commission, in its draft of a convention
on the prevention and punishment of crimes against humanity, considers mental harm

30" The Rome Statute, Art 7.
31 Prosecutor v Karadzi'c, Trial judgment, 24 March 2016, IT-95-5/18-T, (Karadzi'c, Trial judgment), para 494.
32 The Universal Declaration of Human Rights, the United Nations, GA-Res 217/1948. https://clck.ru/36ktDK
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adequate to profile an act as a crime against humanity®3. So, in international law doctrine,
physical damage is not a core requirement of crimes against humanity. Similarly, international
jurisprudence establishes that mental suffering suffices to qualify perpetrators’ acts to be
crimes against humanity under Art 7 (1) (k) of the Statute. This approach underlines the
gravity of mental damage that cyber-terrorism inflicts.

Nonetheless, Maguir does not require the nondiscriminatory clause to describe an act
as a crime against humanity (Maguir, 2022). He argues that they must be systematic against
civilian groups with the aware deliberate mens rea of the perpetrators. Likewise, the Appeals
Chamber of the UN Special Tribunal of Lebanon pointed out this mens rea should be the intent
to spread terror through means that danger civilians34. It, also, mentioned that customary
international law does not limit terrorism to certain means. Thus, it is admitted that terrorists
can utilize cyber tools to achieve their aims. The determinant factor is the public terror intent,
regardless of the criminal conduct’s shape.

Moreover, Tsilonis addresses that the concept of “organizational policy”, that Art 7 (2)(a)
of the Rome Statute includes, expands to non-state actors, e.g., terrorists (Tsilonis, 2019).
The terror activity might not be state backed but the ICC can prosecute the perpetrators.
The purpose of this provision is to enhance humanity’s protection against severe crimes.
The legal aims of Art 7 implement transcending the literal interpretation of the mentioned
term to entail terrorist conduct.

The pillars of inhumane acts coincide with the definition of cyber-terrorism that Correia
proposes (Correia, 2022). Both international jurisprudence and doctrine argue that intentional
grave acts that target innocent civilians, causing damage to their fundamental rights,
regardless of their shape, are inhumane acts under Art 7 of the Rome Statute. Obviously,
the examination of these pillars proves their applicability in the context of cyber-terrorism.
By targeting national infrastructure, cyber-terrorists affect civilians. Besides, the widespread
attack is required to achieve the perpetrators’ aims of terrorizing societies, which is the
distinctive theme of their activity. Then, the conduct of cyber-terrorists against civilians,
regardless of its sort. Finally, the perpetrators should intend to terrorize innocents to achieve
their goals. Perloff-Giles'’s analysis of cyber offenses elements (Perloff-Giles, 2018) accords
with the jus cogens that international courts establish, particularly the ECHR illustration
of inhumane acts as violations of human rights. Indeed, cyber-terrorism manifests human
dignity degrading deeds under this illustration.

33 The International Law Commission, “Report of the International Law Commission”, Seventy-first session
(29 April-7 June and 8 July—9 August 2019) A/74/10, p12. https://clck.ru/36ktFT

34 The UN Special Tribunal of Lebanon Interlocutory Decision on the Applicable Law: Terrorism, Conspiracy,
Homicide, Perpetration, Cumulative Charging, 16 February 2011, Case No. STL-11-01/1 (STL Decision).
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To conclude, scholars and jurists enhance the doctrine of counting cyber-terrorism as
a crime against humanity under the Rome Statute. They target victims systematically and
generate serious unlimited impacts. Their transnational consequences provide grounds
for international concern. Regardless of its method, the state of terror the perpetrators tend
to imposesufficestoconsidercyber-terrorismacrimeagainsthumanity. Also, the extension
of the ICC's jurisdiction to prosecute cyber-terrorists profiles their conduct as crimes
against humanity. The inhumane acts category entailed in Art 7 (1) (k) of the Rome Statute
can include cyber-terrorism. This conclusion implies utilizing universal legal mechanisms
under the jurisdiction of the ICC to prosecute cyber-terrorists. Consequently, ruthless
cyber-terrorists are subject to the ICC jurisdiction as in the case of other crimes against
humanity perpetrators.

3. Universal Jurisdiction in Prosecuting CAH

The evolution of international judicial cooperation innovated the universal principle
of jurisdiction. It means the ability to prosecute and try criminals regardless of their
location or nationality. It seeks to achieve international justice that requires transcending
the traditional jurisdiction determinants to cut-off severe acts of crime. Jovana Blesic
constrains the application of universal jurisdiction to international crimes as they impose
an erga omnes obligation to prosecute the perpetrators (Blesi¢, 2022).

Universal jurisdiction presents a significant progression of international criminal
justice since it enables states and the concerned bodies to prosecute international
criminals globally, regardless of their nationality (Mung'omba, 2022). Thus,
universal jurisdiction restricts their impunity which enhances international criminal
justice. It constitutes a right of the international community to intervene wherever
CAH are committed to prosecuting the perpetrators (Mung'omba, 2022). Notably,
Mung’'omba mentions that universal jurisdiction does not require a direct link between
the prosecuting judicial body and the crime (Mung'omba, 2022). Universal jurisdiction,
in his view, “stands out” of the basic jurisdictional norms, which suits its mission in
enforcing international criminal justice (Mung’omba, 2022)35. It is based on the need
to enforce justice and deterrents regarding CAH (Mung'omba, 2022). Thus, universal
jurisdiction is crystalized in international law as a unique set of CAH prosecution and
trying. On the UN level, states delegations at the 73 Legal Session decided that universal

35 See (Mung'omba, 2022). He, however, decides that the perpetrator should be present in persona before
the court under the Princeton Principles, ibid 96, see also Global Policy Forum. (2021, June 2). Princeton
Principles on Universal Jurisdiction: Princeton Project on Universal Jurisdiction. https://clck.ru/36ktLY
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jurisdiction represents an effective toolkit to prosecute core crimes. Among them, they
enlisted CAH36.

Kittichaisaree argues that states impose national jurisdiction on both a subjective
and objective basis (Kittichaisaree, 2017). International jurisprudence limits national
jurisdiction to traditional factors3®’, especially as there is no convention adopting
universal jurisdiction. Furthermore, domestic courts should impose their “presumptive
jurisdiction” regarding crimes against humanity. Maguir claims that the victims'’
interests justify the priority of the national prosecution of those crimes (Maguir, 2022).
However, Soler criticizes this jurisdiction because it would reflect a power abuse
of certain states that deprives a defendant of their right to a fair trial (Soler, 2019).
Hence, practicing universal jurisdiction regarding CAH should be equitable and
proportionate to guarantee effective justice (Soler, 2019). These conditions maintain
the balance between confronting CAH and respecting national sovereignty. Also,
he calls for drafting a unified international understanding of aut dedare aut judicare
refusal reasons to restrict the impunity of CAH perpetrators, which is considered the
major reason for core crimes continuation (Maguir, 2022). This appropriate application
of universal jurisdiction, therefore, enhances international criminal justice since
it stretches jurisdictional tools to prosecute and extradite CAH perpetrators. Moreover,
it supports states to fulfill their obligations concerning prosecuting core crimes,
which protects victims’ human rights and enhances the traditional understanding
of the rule of law (Maguir, 2022). Remarkably, he advocates the right of a third state
to prosecute CAH perpetrators as he argues that universal jurisdiction fills up the
vacuum caused by the absence of territorial jurisdiction and nationality jurisdiction
(Maguir, 2022). Universal jurisdiction, hence, falls under state obligations to prosecute
core crimes (Maguir, 2022).

Notwithstanding that universal jurisdiction limits the perpetrators’ impunity,
it was considered, in certain cases, aggression on national sovereignty and
stability®®. The African Union refused a Spanish arrest warrant against Lieutenant-
General Emmanuel Karenzi Karake, considering it a violation of international
law and an abuse of the principle of universal jurisdiction. It, also, condemned
the European judicial attempts to subordinate the African judiciaries via the

36 The 6th Committee of the UN General Assembly - Legal (73" Session), ‘The scope and application of the
principle of universal jurisdiction (Agenda item 87)’, see resolution 72/120. https://clck.ru/36ktQV
37 See the Lotus Case (France v. Turkey), Judgment of 7 Sept. 1927, Series A No. 10.

38 African Union Doc PSC.PR/COMM.(DXIX) Communiqué, Peace and Security Council 519th, 26 June 2015,

paras 4-5. https://clck.ru/36ktSW
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misuse of universal jurisdiction®°. This statement reflects the controversial theme
of universal jurisdiction. Although it is a mechanism to prosecute core crimes, ending
their impunity, its application suffers shortages. Nyawo justifies this fact by the
absence of an international treaty or instrument that defines universal jurisdiction
and explains its applications (Nyawo, 2023). He argues that universal jurisdiction
is indispensable to confront CAH since all states have major interests in this
(Nyawo, 2023). Furthermore, he justifies universal jurisdiction by the moral global
duty that the natural theory includes (Nyawo, 2023, p. 225). This duty obliges the
international community to cooperate against the evil deeds that threaten world
peace and security. The UNSC mentioned the obligation to prosecute universal crimes
and punish the perpetrators universally4%. This resolution reflects the international
interpretation of CAH severity that endorses a universal scheme to prosecute
the perpetrators.

Human Rights Watch representative Lotte Leicht argues that the UN developed
a mechanism to prosecute CAH perpetrators. It includes a standing prosecutor who
initiates the investigations of CAH without establishing an ad hoc court. His jurisdiction
extends universally to overcome judicial or political odds*'.

3.1. Aut Dedere Aut Judicare Cyber-terrorism

International jurisprudence affirms that terrorism accusations imply the application
of universal jurisdiction due to their severity (Soler, 2019). Since aut dedare aut judicare
composes a general principle in international law, the international community should
utilize it to confront cyber-terrorism. Its qualitative severity, the deficiency of international
human rights protection, and the threat to world peace that cyber-terrorists’ impunity
support the application of universal jurisdiction by both international and domestic
courts to prosecute and extradite them. Then, the international deterrent is guaranteed
regarding cyber-terrorism.

According to her profiling of cyber offenders as an enemy to mankind (Perloff-
Giles, 2018), Perloff-Giles supports imposing universal jurisdiction to prosecute
and extradite cyber-terrorists. Besides, she argues that states can prosecute pirates

39 |bid para 6.
40 UNSC/S/RES/138, 23 June 1960, para 4. https://clck.ru/36ktdL

41 The European Parliament. (2018, June 28). Workshop: Universal jurisdiction and international crimes: Con-
straints and best practices. Brussels, EP/EXPO/B/COMMITTEE/FWC/2013-08/Lot8/21.
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wherever they are active on the “high seas” under the UNCLOS*2. Then, she stretches
the “high seas” term to include cyberspace as she considers it a transnational sphere
of interactions (Perloff-Giles, 2018). She establishes her view on a US court judgment
deciding that being on the “high seas” is not a condition to apply universal jurisdiction
against piracy3. Her comparison shows that both piracy and cybercrime endanger
international commerce as cyberattacks can disrupt commercial and financial services
websites. So, universal jurisdiction is an effective approach to suppress transnational
cybercrimes.

Kittichaisaree claims that technical issues complicate universal jurisdiction support,
such as cloud computing as in cyberspace, several states may claim their extraterritorial
jurisdiction over cloud-based activities (Kittichaisaree, 2017). As he reviews international
legal instruments, he mentions that the permission to extraterritorially prosecute
an “unauthorized broadcast” from a vessel located on high seas** extends to cyber-
facilitated broadcast (Kittichaisaree, 2017). So, he applies the broadcasting term
to internet broadcasting websites like Facebook* and Twitter4¢. These online platforms
are used by terrorists to broadcast their ideologies and recruit their personnel, which
provides a reason for states to impose their jurisdictions. Besides, the 1973 Convention
on the Prevention and Punishment of Crimes against Internationally Protected Persons,
establish universal jurisdiction regarding criminal acts, which applies to cyber-terrorism,
if they target the personnel included in Article 147. It demands the Party States utilize
their legal tools to suppress these activities, achieving the Convention’s aims. Due
to the accelerated development in internet access meanings, cyberterrorism is cheap
if compared to its impacts (Kittichaisaree, 2017). Thus, the Budapest Convention
on Cybercrime should be universalized to establish a global network, facilitating the
prosecution of cyber-terrorists.

As Maguir argues, prosecuting cyber-terrorism by a national court proves efficient
as it is motivated by the victims’ trust in their courts*®. Besides, the presumptive
jurisdiction reflects, at its core, imposing universal jurisdiction over these crimes; it

42 Article 101 ¢ of the United Nations Convention on the Law of the Sea, 1833 U.N.T.S. 397 (entered into force
Nov. 16, 1994).

43 United States v. Ali, 718 F.3d 929, 935-38 (D.C. Cir. 2013).

44 Art 109, the UNCLOS.

45 The organization is recognized as extremist, its activity is prohibited in the territory of the Russian

Federation.

46 A social network blocked in the territory of the Russian Federation for disseminating illegal information.

47 Art 3 of the 1973 Convention on the Prevention and Punishment of Crimes against Internationally Protected
Persons, entered into force on 20 February 1977.

48 gee the Lotus Case (France v. Turkey), Judgment of 7 Sept. 1927, Series A No. 10.
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prevents the victims from jurisdictional vulnerabilities related to cyber-terrorism
prosecution (Kittichaisaree, 2017). Hence, this attitude complies with the extraterritorial
punishment of cyber perpetrators, regardless of their location or nationality. Nonetheless,
the transnational impacts of cyber-terrorism may involve several jurisdictions that lead
to their conflict. So, the complementarity principle of the ICC retains its significance
to cure state authorities’ deficiency in cyber-terrorism prosecution. Yet, this system
of fallback complementarity expresses the vertical order between the ICC and its Members
to prosecute core crimes (Burens, 2016). So, Laura Burens argues that a horizontal inter-
state mechanism of complementarity enhances universal jurisdiction to prosecute these
crimes under the Statute. Besides, she introduces the state where the perpetrator is
located as the obliged member to utilize universal jurisdiction in the prosecution process
(Burens, 2016). This integration of vertical and horizontal complementarity eliminates the
odds before universal jurisdiction due to the transparency of the subsidiarity principle
(Burens, 2016, p. 89)4%. Also, Resolution 72/120 mentions that the utilization of universal
jurisdiction should fall under international law and the subsidiarity principle to prevent its
abuse or inefficiency®. Soler, for his part, claims that this integration is required for the
adequate application of universal jurisdiction to overcome the deficiency of the subsidiarity
principle (Soler, 2019).

Regarding national laws, the UK Legislation extends its jurisdiction over
terrorism crimes, regardless of their actus reus, according to the purposes entitled
in article 63B>'. This extraterritorial jurisdiction enhances protection against cyber-
terrorism; the Crown Prosecution Service can utilize its legal tools to prosecute
the perpetrators extraterritorially®? if their mens rea was included in the mentioned
article. Furthermore, the UK judiciary in R v. Kumar Lama®3, outlined that a domestic
court should utilize universal jurisdiction to prosecute grave crimes. Though, Hovell
criticizes this trial because of shortages of abroad evidence gathering that led the court
to consider Colonel Lama not guilty®4. Likewise, Combating Information Technology

49 | Burens claims that this principle maintains the balance between states sovereignty and the international
interest to prosecute core crimes.

50 Resolution 72/120, Supra 17.

51 Terrorism Act 2000, the UK, 63A- 63D.

52 The Crown Prosecution Service (2021), ‘Jurisdiction’, (CPS: Legal Guidance on 26 July 2021). https://clck.
ru/36ktjD

53 Case no. 2013/05698 (Central Criminal Court, London, 2016).
54 Hovell, D. (2017, April 6). The ‘Mistrial’ of Kumar Lama: Problematizing Universal Jurisdiction. EJIL Talk —

Blog of the European Journal of International Law. https://clck.ru/36ktkR
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Crimes Law®® extended the Egyptian jurisdiction largely over cybercrimes to include
offenses committed by non-nationals provided that®¢:

- the crime was committed on board any naval or aerial or land transportation registered
in Egypt or raising its flag;

- the victim is Egyptian;

- the crime was planned or surveilled or funded in Egypt;

— the criminal is an organized group working in several countries among them Egypt;

— the crime might harm any of Egypt'’s interests or security or any citizen's or residents’
interests or security;

— the criminal was found in Egypt after committing the crime and was not yet extradited.

This broad approach by the Egyptian Legislator is a result of the legal vacuum that the
Egyptian judges suffered regarding cyber-terrorism. Indeed, it manifests a comprehensive
view of the application of universal jurisdiction in cyberspace to enhance the legal protection
against cyber-terrorism.

To conclude, the transnational nature of cyber-terrorism, along with its severity on
international peace and security, pushes the international community to adopt universal
jurisdiction to prosecute and punish the perpetrators. It is a suitable mechanism to confront
them because it aligns with the obligations of the state to prosecute core crimes, as
recognized in international customary law. Indeed, the ongoing impunity of cyber-terrorists
leads to an increase in their crimes. So, the international community should unify its legal
efforts to develop a unified global understanding of universal jurisdiction to avoid the legal
vacuum.

4. Bridging the Gap

It is recognized that cyber-terrorism is a major sort of illegal activity in cyberspace due
to the capabilities provided by the latter; its ambiguous nature, which extends through
the real world, allows them to roam and work effectively for their objectives. This manner
crystallizes the international theme of cyber-terrorism which requires the utilization
of international legal mechanisms to confront. However, the international character of these
tools might introduce them as intervention schemes in the internal affairs of independent
states. Put simply, states might oppose them justifying that on a sovereignty basis. This fact
creates a dilemma concerning prosecuting and trying cyber-terrorists and, also, enhances
their impunity in the actual international legal practice. Thus, world peace and security
become more fragile against their threats. So, these international mechanisms require

55 Law No 175/2018.
56 |bid pt 1 Art 3.
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a firm legal basis to overcome states’ opposition and persuade them to cooperate against
cyber-terrorism as an international danger.

4.1. Explaining the Dilemma

The application of international legal norms, regardless of their stability, is yet to be palatable.
Interests of states and their interpretation of international law concepts complicate creating
a unified manner of the application of international jus cogens. Regarding the research
question, international legal practice discloses that both international law norms, the R2P
and universal jurisdiction, are continuously refuted. Skeptics are either jurists or diplomatic
statements. They reflect the absence of a unified international understanding of these
theories. Thus, trying to establish universal jurisdiction on the R2P theory is unfruitful unless
the research contains its critiques and contextualizes them within its trajectory.

International legal practice reveals that the application of universal jurisdiction
to confront cyber-terrorism is yet to be palatable. States, and even international
organizations, might oppose it and frustrate foreign legal measures adopting universal
jurisdiction as a basis. This opposition appears apparently in the statement of the African
Union when the organization claimed that universal jurisdiction violated the stability
of the whole continent®’. Although the judicial measures were taken by a European court
to prosecute CAH in Rwanda, they were reviewed in a merely political context relevant
to the European colonization of Africa memories. Such attitudes enhance the perpetrators’
impunity and hinder the enforcement of justice.

Furthermore, at the 12" Meeting of the Sixth Committee of the UN General Assembly, the
representatives’ discussions reveal a considerable gap regarding universal jurisdiction. While
Germany presented thejudicial experience of adomestic courtin prosecuting CAH committed
by Syrian officials®8, Columbia stipulated that the application of universal jurisdiction should
be under a bilateral or international treaty®®. The majority of the representatives pointed
out that the effectiveness of universal jurisdiction requires its incorporation within national
legal systems®9. This report crystalizes the diversion of states’ attitudes towards universal
jurisdiction that deepens the gap in its conceptualization and application. Besides, states
might oppose universal jurisdiction since they might neither permit a foreign jurisdiction
to prosecute a cyber-terrorist within their territory nor extradite a national terrorist to a foreign

57 African Union Doc PSC.PR/COMM.(DXIX) Communiqué, Peace and Security Council 519, 26 June 2015,
paras 4-5. https://clck.ru/36ktSW

Speakers Disagree on How, When, Where Universal Jurisdiction Should Be Engaged, as Sixth Committee
Takes up Report on Principle. (2022, October 12). UN Press. https://clck.ru/36ktp8

59 |bid para 7.
60 |bid paras 3,4, 5 & 8.
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jurisdiction. In addition, Blesi¢ claims that political will is the determinant factor of universal
jurisdiction application (Blesi¢, 2022). It depends on the existence of bilateral treaties
between states.

Moreover, the decentralization of international criminal justice enforcement leaves
universal jurisdiction relying merely on states’ will and actions (Nyawo, 2023). This presents
a crucial deficiency in it as it might lead to political conflicts between states, particularly
under the absence of international guiding rules about universal jurisdiction. Thus, drafting
an international legal instrument is a must to stabilize the judicial status regarding CAH
prosecution. So, to overcome this barrier, universal jurisdiction requires a universal
justification that accords with its purposes and nature.

International doctrine points out that the R2P theory has several critiques. Royer
notes that international law practice reveals that states might profile the R2P principle
as a reflection of Western imperialism (Royer, 2021). He argues that the utilization of the
R2P theory to justify military interventions against CAH promoted this picturization of that
humanitariantheory (Royer,2021). Also,the R2P would threaten the balance betweenjustice
and order (Royer, 2021), which leads to chaos within the targeted state. This dichotomy
is the basis of the R2P critiques (Royer, 2021). Therefore, he suggests that jurists should
focus on that aspect of the R2P to guarantee the impartiality of its utilization (Royer,
2021). Furthermore, he argues that doctrine should judge the intervention under the R2P
according to each case separately (Royer, 2021) as the selective application might trigger
injustice in international legal practice (Royer, 2021). The generalization of judging the
R2P endangers the reliability of this humanitarian concept; its misuse should never permit
its abandonment. So, to overcome this obstacle, the circumstances of each case per se
are the determinant of the R2P utilization. This mechanism liberates this principle from
the states’ political will and enhances its impartial application. Lastly, Royer considers
the critiques of the R2P a failure to estimate the consequences of evil that this theory
confronts.

Hence,theneedtoadoptuniversaljurisdictionagainstcyber-terrorism exceedsthe states’
limited opposition. This international criminal act requires the utilization of international
toolkits that transcend domestic legal borders and prosecute cyber-terrorists regardless
of their location. The R2P theory is the appropriate justification to impose universal
jurisdiction regarding cyber-terrorism.

4.2. The Solution: The Validity of the R2P to Impose Universal Jurisdiction
Against Cyber-Terrorism

Doctrineconsiderscyber-terrorismaninternationalevilbecauseofitsimpacts(Margariti,2017).
Its severity on world peace and security matches the ordinary CAH. The international
community is the victim of both crimes (Margariti, 2017). However, its cyber theme
distinguishes it as a modern enemy to humanity (Perloff-Giles, 2018). It is an evolved sort
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of CAH that falls under the category: other inhumane acts. The congruence of cyber-
terrorism elements with the contextual elements of CAH, as jurisprudence concludes®’,
solids this categorization. Hence, it requires universal jurisdiction as a global mechanism
to prosecute and extradite terrorists. Still, due to the opposition to universal jurisdiction®?,
it requires a firm pillar to justify its application that overcomes these obstacles. This pillar
is the R2P theory.

The previous review of doctrine points out the prominence of the R2P theory
in international law. It was developed into a tool to defend humanity. The R2P’s fundamental
purpose is protecting humanity against atrocities. Thus, its employment to confront CAH
proves its worth in international doctrine and jurisprudence. The R2P, as Royer introduces,
is a humanitarian tool to prevent evil since it justifies legal intervention to haunt CAH
perpetrators (Royer, 2021). It prioritizes protecting individual human beings rather than
maintaining sovereignty under the Westphalian understanding®3.

Royer praises the flexible theme of the R2P as it harmonizes its application with
the humanitarian needs to prevent CAH (Royer, 2021). He presents a moral reframing
of the R2P as he constructs it based on confronting evil (Royer, 20217). As a consequence,
political will cannot oppose norms that are built on it. Instead, the R2P combines states’
political interests and humanity’s morals in a shield against evil (Royer, 2021). De facto,
it is a political moral R2P that defends individuals against evil deeds (Royer, 2021). This
reframing of the R2P proves its validity to utilize other international law norms to suppress
CAH. Remarkably, Royer’s vision of the R2P harmonizes it with state sovereignty; the latter, at
its core, is a shield against evil as it organizes the autonomous administration of internal
affairs. Hence, it limits national disorder that evil could exploit to spread (Royer, 2021). So,
sovereignty reflects the state’s responsibility to protect individuals against evil.

As the ICC practice discloses, the collective obligation on states exhorts them to adopt
universal toolkits to eradicate CAH to secure world peace®®. The nature of universal
jurisdiction is compatible with this purpose; prosecuting CAH internationally limits their
occurrence and enhances justice. Since the R2P justifies military intervention against CAH,
it rather justifies judicial intervention, i.e., imposing universal jurisdiction. As the research
concludes that cyber-terrorismis a CAH, the R2P should justify prosecuting cyber-terrorists
universally. This conclusion implies that a court or a sole prosecutor can prosecute a

61 Prosecutor v Muci'c et al, Trial judgment, 16 November 1998, IT-96-21-T, (Celebici", Trial judgment), paras

521-522; Prosecutor v Karadzi’c, Trial judgment, 24 March 2016, IT-95-5/18-T, (KaradZi'c, Trial judgment),
para 494, |T-97-25-T.

Discussed in the previous section.

63 Resolutions 1674 (2006), 63/308 (2009)68 and 1894 (2009).
64

62

Application of the Convention on the Prevention and Punishment of the Crime of Genocide (BiH v Serbia

and Montenegro), 26 February 2007, ICJ Reports 2007 p. 43, para 166.
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cyber-terrorist located within another jurisdiction if the territorial jurisdiction is lax in that. The
horizontal complementarity applies in this case according to Burens’s explanation (Burens,
2016). The R2P justifies this judicial intervention because of the international community’s
duty to prevent CAH as established in international customary law. Judicial intervention to
confront CAH is better than military intervention since it enhances global trustworthiness in
international criminal justice and eliminates cyber-terrorists’ threats to humanity.

Conclusion

The research studies the R2P norm and analyzes its pillars to create a comprehensive
image of it in international law. It is a preventive instrument that protects humanity against
atrocities. Its firmness could be concluded from its continuous adoption by the UNSC
and the international community to intervene to suppress CAH. It is a general principle
in international law. Furthermore, legal analysis proves the flexible feature of the R2P
since its employment should be on a case-by-case basis. Being utilized to justify military
operations permits the R2P to justify legal intervention to prosecute CAH. These facts prove
the suitability of the R2P for this mission.

Also, the research analyzes cyber-terrorism. It is a modern criminal activity that inflicts
damage on states. Doctrine considers it a mutual enemy to humanity as it threatens world
peace and security. By analyzing its elements, the research compares them to the contextual
elements of CAH. It concludes the congruence between them. This means that cyber-
terrorism is a CAH under the Rome Statute. The category of other inhumane acts extends
to include cyber-terrorism. Hence, the international community should act to prosecute
and punish cyber-terrorists to eradicate their impunity.

External judicial intervention is achieved in international private law through universal
jurisdiction. It includes utilizing domestic judicial tools within other jurisdictions. So, it faces
several obstacles from states and even regional organizations. These obstacles frustrate
internationallegal effortsto suppress cyber-terrorism. This factimplies finding a suitable legal
justification for universal jurisdiction. A justification that paves the way for the international
community to prosecute cyber-terrorists.

Then, the research introduces the R2P principle as the required justification for
universal jurisdiction regarding cyber-terrorism. Since the latter is an international threat
to world peace and security, the international community must act to eradicate its dangers
via universal jurisdiction mechanisms. This intervention complies with international law
because it safeguards human rights, which is its favored interest.

Finally, the research closes the gap between international public law and international
private law; it employs the R2P theory from the former to justify universal jurisdiction from
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the latter. This combination manifests the complementarity of international law branches,
which is required to produce a strong understanding of international cyber issues.
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pbl paguKanbHbiM 06pa3oM M3MEHWNO cpely ObUTaHUs 4YesloBeYecTBa,
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NaTeHTHOCTHU, HUSKMM YPOBHEM PacKpbIBaEMOCTU U HECPAaBHUMO 6oJIbLLEN
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W BbiIBNEHUE MpensaTCTBUMA MOMUTUKO-IOPUANYECKOro XapakTepa no ux
peanusaumnm ABASETCH Lefblo MPOBEAEHHOMO UCCIEA0BAHMS.

MeTogbl: Ansi OOCTMXXEHUSI MOCTABMEHHONM LieNIM UCMONb3YeTCs, Npexae
Bcero, dhopManbHO-HOpUANMYECKUA MeToA, NMpUMeEHSeMblid Ans aHanusa
NpPaBOBbIX UCTOYHMKOB, K KOTOPbIM OTHOCHATCSA cyaebHasi NpaKThKa, HaLmo-
HaNbHOE 3aKoHOAATEeNIbCTBO U MeXAyHapodHble aKTbl. Takxe 6bin 3a-
JleiicTBOBaH AOKTPWHASIbHbIM NOAX0A, NO3BOMMUBLLMWA Ha OCHOBE HayYHbIX
TPYAOB U TEOPETUYECKUX KOHCTPYKLIMIA O6bACHUTD CJIOXHOCTb HOBbIX SIB-
NEHUI COBPEMEHHOI0 MMPa U CNPOrHO3UpoBaTh UX pasBUTUE B ByayLLEM.
OCHOBHOE BHMMaHWe Mpu 3TOM yAenseTcs CTOPoHe NMPeCcTyrnHUKa, YTo6bl
JloKas3aTb ee aHTaroHW3M C YeJIOBEYECTBOM B COOTBETCTBMM C TEOPETU-
yeckuMu B3rnsgamMn. HakoHel, B UCC/ielOBaHMM aHAIU3UPYIOTCA TeopUn
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PesynbTtatbl: B paboTe [aeTcs KpUTUYECKUWA aHann3 nepeocMbiClieHUst
M aganTaummn KOHUENMLUMM KOPUCANKLUN NPUMEHUTENBHO K rNobanbHowm, 6es-
rpaHUYHON 1 AeLleHTpanu3oBaHHOM UMhpoBoit cpeae (KM6epnpocTpaHCTBO)
¥ NMPOTUBOAENCTBUIO HOBbIM (hopMam Teppopuama (KubepTeppopusm); npu-
BOASATCH pa3/fiNyHble OPUCAMKLMOHHbIE MOAENN, MPUMEHNMblE B KN6epMnpo-
CTpaHCTBe; MPeofiofIeBaeTCs paspbiB MeX 1y OCHOBHbIMU OTpacnsiMu rnpasa:
MEeXAYyHapOAHbIM YacTHbIM U Ny6ANYHBbIM NPaBOM — MyTeM YCTaHOBJIEHUS
B3aMMOCBSI3 B OTHOLLEHUUN K KNGEPTEPPOPU3MY LBYX TEOPUI: KOHLIEMNLMMA
«06513aHHOCTM 3awmwaTb» (R2P) u npuMeHeHusi yHUBepCasibHOMN IOpUCANK-
LMK; BbiSIBNIEHbI TEHAEHLUN Pa3BUTUSA YHUBEPCAIbHON IOPUCONKLNN.

HayyHas HOBM3Ha: uccrnefoBaHWe pas3BMBAET HAKOMJIEHHblE Hay4yHble
3HaHMSA B 4YacTM OOGOCHOBaHMS BBELAEHWS WHOCTPAHHOW HOPUCAMKLUMM Ha
TeppuTOpUKM rocyaapcTea ANA MpecnefoBaHUs KMOepTeppopuCTOB; yCTa-
HaBNMBaeTCs CBfA3b MeXAy TeOpusMU YHUBEPCANbHOW HOPUCAUKLUNU
B MEXJYHapOo4HOM YaCTHOM MpaBe U «06s3aHHOCTbIO 3almwaTb» (R2P)
B ME&XAYHapOAHOM MNy6NMYHOM MNpaBe; Npu 3TOM MOCNeAHAs Mpu3HaeTcs
B KayecTBe MPUrofHOM OCHOBbI A/l BBEAEHUSI YHUBEPCAIbHON HOPUCAUK-
UMM B OTHOLUEHUM KMBEPTEPPOPM3MA; NEPEOCMbICIMBAKOTCA Takue Tpaju-
LIMOHHbIE MOHATUSA, KaK CYBEPEHUTET U IOPUCAUKLMOHHAs HE3aBUCUMOCTb.
YcTpaHseTca npoben B 3HaHUSAX, CBSA3aHHbIX C PACCMOTPEHNEM KnbepTeppo-
pv3Ma Kak NpecTynyieHus MPOTUB YeNI0BEYHOCTU B MeXAYHapOAHOM MpaBse.

MNpakTuyeckas 3Ha4YMMOCTb: peanusaunsa npeasioXeHHbIX BbIBOAOB 6yaeT
crnoco6cTBOBaTb YCUNEHUIO MEXAYyHapoAHOro npecneaoBaHna Knuéeprtep-
pOpU3Ma; rapMOHU3aLMN MEXAYHAapPOAHOrO U BHYTPUrOCYAapCTBEHHOMO
NMpPaBOBOro UHCTPYMEHTApPUS B OTHOLLEHUWN AAHHOMO NMPECTYN/IEHUS.
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