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Abstract

Objective: elucidating the potential of digital transformation for elaborating the
optimal means and methods of collecting evidences and introducing scientific
organization of labor of the officials implementing criminal procedure.
The scientific approach within the concept consists in minimizing the costs
of collecting evidentiary information in criminal cases in electronic form
and by electronic means, as well as storing the criminal case materials
in electronic form.

Methods: dialectic method occupies the leading position among the
research methods, the issues of electronic documentation being considered
in theinteraction and interdependence with information-technological
development of the society. The set of scientific cognition methods within the
research creates prerequisites for objective and comprehensive approach
to the problems under study.

Results: the authors’ concept of electronic evidence is a system of information-
technological and legal views on the criminal-procedural form, which
is intended for optimizing the process of collecting, registering and preserving
them in the criminal case materials. The concept development is aimed at
elaborating new approaches to organizing the work of investigation agencies
and courts, taking into account the achievements in the sphere of information
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technologies, providing new techniques of collecting criminal-relevant, criminal-
procedural, criminological significant information when investigating and
hearing of a criminal case. The proposed concept is also aimed at improving
interaction and in-service communication of the officials of the preliminary
investigation bodies with the officials of information-technological systems
for the purposes of collecting evidentiary information in electronic form.
Scientific novelty: the changes were systemically analyzed, which are taking
place in the contemporary information society, through the prism of the
emerging problems between the sectoral criminal-procedural evidentiary law
and more modern technological means of collecting evidentiary information.
The article demonstrates a new approach to creating technological
interaction using digital technologies, on the scientific base of organization
of proving activity, intended to optimize and rationalize the process of proving
in criminal procedure.

Practical significance: the research materials can be used to prepare
proposals on making changes and additions in the current legislation
with aview of implementing the practice of already functioning models
of criminal-procedural activity of foreign countries, an inexhaustible potential
of information-technologies, software, and artificial intelligence to rationalize
proving in criminal cases.
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Introduction

The process of proving in criminal cases is predominantly a cognitive sphere of human
activity; it has logical content, hence, it operates with multiple theoretical notions, although
of great practical significance. A critical role in improving the criminal-procedural proving
is played by the notion of evidence, as the criminal procedure is practical activity consisting
in collecting, checking and estimating evidences. Like any notion, evidence has its content
and volume, i. e. such a set of essential signs, reflected in that notion, so as to provide a law
enforcer with the maximally admissible freedom in collecting, checking and estimating
them, at the same time possessing the properties of relevance, admissibility and reliability.
Establishing the essential signs related to the notion of criminal-procedural evidence
requires utmost precision, because in criminal procedure all decisions are made on the
basis of evidences, including the decisions on restricting rights and freedoms, guiltiness
or guiltlessness. That is why it is inadmissible for such important decisions to be made
based on erroneous or false information.

Realizing the importance of essential signs for establishing the restrictive content and
volume of the notion of evidence as the basic element of the proving process, we believe
that the notion of evidence must be stipulated in law, taking into account the changing
conditions of the society development. While digital transformation has changed all basic
principles of the society, the law must correspond to the changing conditions. If law,
which is conservative by nature, does not change in compliance with the transformation
of the society, then a law enforcer will have more and more problems.

The digital transformation of the society that unfolded, the growth of cyber crime,
hence the growing evidentiary significance of digital traces of crimes, mass de-facto use
of electronic evidences in the practice of law-enforcement agencies — all this is fraught with
the problem of the absence of the notion of “electronic evidences” in the criminal-procedural
law. Thus, the key objective of the article is to substantiate the need to include the notion
of “electronic evidence” into the criminal-procedural law in order to optimize the proving
process and increase its efficiency.

We interpret efficiency as the ratio between the resources used and the results obtained.
In the information society, the huge volume of electronic information on the modern
infrastructure creates difficulties for any person working with information, while at the same
time opening great possibilities for investigation agencies. In this regard, a logical question
arises: how to achieve maximal result with a minimal amount of power, means, and time.
This is the conceptual idea of efficiency in the ratio between the resources used and the
results obtained. The authors intend to demonstrate the potential of the information society,
reveal the content of electronic evidences in the normative system of criminal-procedural
evidences, and formulate the concept of electronic evidence, hence, a more effective
proving process. To achieve the set objective, we analyze the trends of electronic evidences
development in certain systems of foreign states.
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The research was carried out in compliance with dialectic method, which allowed
the authors to consider the problem of electronic documentation in interaction with
information-technological development of the society.

1. Methods and scientific approaches to the notion of electronic evidences
in the Russian law

The ongoing scientific discussion about the notion, essence; features of collecting and
preserving; checking electronic evidences testifies to the ambiguous approach to the said
aspects. When discussing the issue of introducing the electronic evidentiary information
as evidences into criminal procedure, we stated that it can be presented in the classical
system of criminal-procedural evidences. Practice shows that electronic evidentiary
information is presented in another document, requested from the subjects of information-
technological systems, such as information possessor, system administrators, personnel
of the information security agencies, Internet providers, communications service providers,
personnel of banking and payment systems, operators of video surveillance systems.
Often electronic evidentiary information was presented in a material evidence, namely,
electronic carriers of information such as smart phones, tablets, notebooks. After expert
investigations, such information is presented in an expert's (specialist’s) conclusion.
We asserted that it is not expedient to change the criminal-procedural legislation in order
to include “electronic evidence” as a new type of evidence. We offered an extended
interpretation of the current notion of evidences (Pastukhov, 2019). The existing signs
of the notion of evidences in the form of “any information”, reflected in Article 74 of the
Russian Criminal-procedural Code (further — CPC) do not seem to make exceptions for any
information. The extended interpretation of the notion of evidences is confirmed by Article
84 CPC, stipulating the consolidation of the evidentiary information not only in the written
form (“other documents”), but also on other carriers of information, to which electronic
carriers of information may be referred.

We were stemming from the fact that the relative novelty of electronic information, the
imperfection of digital infrastructure forced researchers to speak of a new type of “electronic
evidence” as a separate criminal-procedural source of evidences. At that, we assumed that
with the society adapting to numerous gadgets and information systems the fears regarding
electronic information would disappear in and of themselves. This thesis can be traced
as each of us masters a smart phone, a computer and their applications. Today, a smart
phone in our hands is a bank, a mailing service, a TV, and, actually, a working place. Each
of us easily receives information, creates and transfers it, i.e. performs all informational
functions. Our thesis is confirmed by the state and corporate trends of abandoning paper
money, bank cards, certificated securities, work record and savings books, paper medical
records, etc.
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Analyzing various views, we may highlight the proponents and opponents of attributing
an independent status to electronic evidences. For example, V. G. Golubtsov, objecting
to recognition of electronic evidences, writes that electronic-digital technologies do not
possess the signs and essential features entailing the need to change the basic institutes
of procedural legislation (Golubtsov, 2019).

Denying the self-sustained value of electronic evidence, L.A.Golovko emphasized
the absence of novelty (Golovko,2019), saying that the criminal-procedural category
of evidence is much broader and may comprise all electronic data.

Inclusion of electronic evidences into the sphere of proving is advocated
by M. . Voronin (Voronin, 2019). In his opinion, the criminal-procedural legislation should
include the notions “electronic evidence”, “electronic document” and “electronic carrier
of information”. The author proposes to take the notion “electronic document” from the
Federal Law “Oninformation, information technologies and protection of information”.
The main law on information technologies defines an electronic document as documented
information presented in electronic form (clause 11.1 of Article 2). We highlight the key sign
of an electronic document in the legislative definition — the ability of a human to perceive
it using electronic computational devices. This sign is the key one, because during a criminal
procedure the readability by humans is of critical importance when working with the complex
information-technological environment. Besides, one more sign should be highlighted -
the possibility to transfer the electronic document via information-telecommunication
networks or to process it in information systems. This legislative definition is extended
to any electronic information circulating in the digital environment. Backing up the inclusion
of electronic evidences, S. V. Zuev believes that they must meet distinct requirements
of admissibility, relevancy and reliability (Zuev & Sutyagin, 2016).

Taking into account the disputability of the notion, essence and prospects of using
electronic evidences, we have elaborated a new approach and formulated the concept
aimed at information-technological breakthrough in modernizing the criminal-procedural
proving and the criminal-procedural activity as a whole. The proposed concept is aimed
at separation from the obsolete (archaic) documentary (paper) technique of registering
evidences by including the normative interpretation of the notion of “electronic evidences”
into the criminal-procedural legislation and accompanying acts. This novelty would resolve
the lingering problem of archaic documentary form of certifying evidentiary information
and would allow using more advanced, scientifically grounded means of electronically
preserving evidentiary information when executing investigation and other procedural
actions, or initially request for evidentiary information from the information holders, receive
and store it in electronic form. An essential element of the proposed concept is separation

T 0On information, information technologies and protection of information. No. 149-FZ (2006). Collection

of legislation of the Russian Federation, 31 (Part 1), Article 3448.
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of electronic information from the documentary (paper) investigation protocol and electronic
carrier of information with the prospect of forming an electronic workflow.

The proposed notion of electronic evidences should provide overcoming the archaic
methods when processing electronic evidentiary information and introduce scientific
methods of work organization; hence, it is important to reveal not only its potential but
also all modern information-technological competitive advantages of electronic means
and forms of proving activity. Proposing the said novelties, the authors believe that the
electronic form of gathering evidences must provide all the necessary properties and
requirements in terms of their reliability and admissibility. Earlier, we have already come
to the understanding of the need to stipulate in the criminal-procedural law of the notion
of “electronic evidences” in the context of elaborating new approaches to information
provision of criminal-procedural activity; we proposed including it into Article 5 of the
Criminal-procedural Code in the following edition: “..electronic evidence is juridically
significant information registered by electronic means or presented in electronic form,
in compliance with the criminal-procedural requirements applied to evidences with a view
of establishing the truth in a criminal case” (Pastukhov, 2022a).

The notion of “data” is also of utmost importance, as information society
is the “society of data”, where information cardinally changes all living conditions,
while the speed of information circulation in the digital infrastructure has increased
manifold; hence, there is an urgent need to provide a law enforcer with the possibilities
to use electronic data without bound to a paper or electronic carrier of information.
It follows from the above that we see the solution to the stated problem in eliminating
the excessive formalization, in simplifying the criminal-procedural form, elaborating new
requirements for admissibility of evidences by developing the concept of electronic data
and electronic evidences.

1.1. Notion of electronic evidence in the Russian
criminal-procedural legislation

As has been mentioned above, the Russian legislative definition of evidences, being
“any information based on which the officials implementing proceedings establish the
circumstances subject to proving in the criminal case”, is stipulated in Part 1 of Article 74
CPC RF2. Such broad interpretation of evidences, allegedly, makes it easy for the preliminary
investigation agencies and courts to use evidentiary information in any form, including
electronic one.

2 Criminal-procedural Code of the Russian Federation of 18.12.2001 no. 174-FZ. (2001). Collection
of legislation of the Russian Federation, 52 (Part 1), Article 4921.
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However, proclaiming the freedom of collecting evidentiary information in the form
of “any information”, Part 2 of Article 74 CPC RF limits the list of criminal-procedural
sources of evidences as means of proving to seven types: testimony of the suspect, the
defendant; testimony of the victim, the witness; conclusion and testimony of the expert;
conclusion and testimony of the specialist; material evidences; protocols of investigative
and judicial actions; other documents. As can be seen, among the listed criminal-procedural
means of proving the electronic data are not mentioned, which is the main problem, creating
a contradiction between the traditional conservative investigation model and more modern,
hence more effective methods of working with evidentiary information. This contradiction
is the main problem of the present article. As was mentioned above, the Russian model
of criminal proceedings is an “investigative” one, which means the presence of a separate
stage of preliminary investigation, associated with forming evidences in the written
materials of a criminal case. The term “preliminary” has two meanings: first, it precedes
the stage of judicial procedure, and second, the conclusions of investigation bodies are
preliminary. The final conclusions on the guiltiness or guiltlessness are made in court based
on the examination of the evidences presented in the criminal case materials.

We generally recognize the importance of the stage of preliminary investigation,
when all circumstances of the case are established, while only the criminal cases having
distinct judicial prospects are directed to court; however, we consider it necessary to mark
the drawbacks of the investigation model, associated with the definition of “evidence”.
One of the significant drawbacks of the Russian investigation model is its written character,
or, to be more exact, its paper form, which impedes effective use of electronic evidentiary
information. An investigator forms all criminal case materials as a book, in the protocols
of which the data obtained are described in detail, instead of more modern, low-cost
means of registering and storing the evidentiary information in an electronic form. This is
due to the fact that in the Russian doctrine the main means of registering evidentiary
information is description in a protocol. All other means of registration are considered
optional, which forces an investigator to describe in detail everything which was already
registered in readable form on various carriers of information, or even rewrite what can
be seen, i. e. the information from video. For an investigator, the Russian CPC is rather
a “guidebook”, deviation from which entails abuse of law or inadmissibility of evidences.
The investigation model does not allow them to broadly interpret the norms associated with
the notion, content and volume of evidences. In the existing legal paradigm and criminal-
procedural practice, any evidentiary information, including electronic, must be registered
in a written form in the protocol of investigation action, as one of the above listed sources
(Part 2 of Article 74 CPC RF).

The identified problem is not solved by the criminal-procedural norm stipulating the
collection of evidences in the form of “other documents” (Part 2 of Article 84 CPC RF),
which reads that the data may be presented both in written and in another form. These may
include photos and films, audio- and video recordings, and other carriers of information.
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The problem is not solved by the said norm due to the requirements to a written procedural
form of the evidence to provide its admissibility. Besides, “other documents” as a type
of evidence are created outside the frameworks of a criminal procedure, but are just
attached by an investigator to the criminal case materials. An absolute majority of evidences
are formed by an investigator by compiling paper protocols during investigation actions.
Although most of the protocols are compiled with computer means, they still must be printed
and attached to the criminal case materials in paper form.

Inclusion of the notion “electronic carriers of information” containing digital evidentiary
information (Part 4 of Article 81, Parts 1 and 4 of Article 81.1, Article 164.1 CPC RF) into
CPC RF in 2012 also does not solve the said problem and does not ensure the efficacy
of the activity. The existing requirements to procedural form oblige an investigator
to compile a protocol and attach to it the evidentiary information copied on an optical disc.
Such approach means manual mode of work and additional expenses. The inadequacy
of the manual mode of work becomes even more obvious in the information society,
where the digital infrastructure automatically registers a large amount of juridically
significant information, which potentially may be criminologically significant and be used
as evidence in criminal cases. Collection of such information during proving must take
place in an automated mode, but for that, the criminal-procedural law must use the notion
of “electronic evidences”. The absence of such notion makes the officials implementing
proceedings on the case collect evidentiary information in an obsolete, archaic way,
storing it in paper protocols. As such order retains, the said contradiction will aggravate,
as the volumes of evidentiary information in the digital infrastructure are growing, while
human resources are limited.

Although the notion of electronic evidences can be seen in Article 186.1 CPC RF, where
the “data on connections” are mentioned, this is just a particular case which does not solve all
problems. Data are facts, notions or commands presented in formalized form and enabling
their transference or processing both in a manual and automated mode3.

Further we specify the advantages of introducing the notions of electronic data
and electronic evidences into the criminal procedure.

2. Results of conceptual research of the advantages of introducing
the notion of electronic evidence

The proposed concept of electronic evidence consistsininclusion of the notions of “electronic
data” and ‘electronic evidences” into the criminal-procedural law with a view of overcoming
the paper mode of registering the criminal case materials. The concept implementation

3 GOST R 50922-2006: National standard of the Russian Federation. Information protection. Basic terms

and definitions. (2008). Moscow: Standartinform.
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is aimed at optimizing the work with evidences in two directions: first, it will allow collecting
evidentiary information from the digital infrastructure electronically; second, it will allow
electronically executing investigation and other procedural actions. In both situations,
the possibility is provided to register and store the obtained evidentiary information in
electronic form in the criminal case materials. We believe that, as a result of this concept
implementation, the procedural and material saving of the proving process will occur in the
following directions.

1. Inclusion of these notions will allow the officials to not only electronically collect
and store evidentiary information without its linking and transferring on an electronic
carrier of information, but also register the traditional analog evidentiary information
electronically, using computer, audio-, and video means of recording. As is known,
collection of evidences is executed in two main modes: 1) by executing investigation
actions and compiling respective protocols; 2) by attaching evidentiary information
from the modern infrastructure. Today, the banking, payment, navigation systems,
communication networks and services, messengers, the Internet information-
communication network, video surveillance systems, a lot of Internet-connected things,
personal devices accumulate a huge amount of criminologically significant information;
thus, attaching of electronic evidentiary information from the listed electronic carriers
is prioritized. The electronic means of eviction and attachment of electronic evidentiary
information from the above listed devices and systems will cardinally decrease the time
for their appropriation.

2. Obtaining of electronic evidentiary information in an integral and unaltered form,
instead of a partial description in an investigator protocol, will allow the investigation
bodies to obtain an original, which is much more informative than a protocol description.
In the Anglo-Saxon system of evidence law there is a best evidence rule, according to which
the primary importance is attributed to the original source containing the data about a fact.
The best evidence rule, aimed at submitting an original recording to court, is stipulated
in Article 1002 of the US Federal rules of evidence*. Regarding electronic data, it is stated
that standard requirement are applied to them: reliable means of creating and storing
the information; reliable means of checking the data integrity; the means of identification
of its creator. Examining the original of the electronic information allows additionally
revealing the criminological significance of metadata, which allows verifying the document
origin, its author, alterations of the electronic document since the moment of its creation
to its acquisition by the investigation bodies®.

3. Obtaining of the electronic information in the original removes contradictions
between the evidentiary information in electronic documents and the electronic carriers

4 Federal Rules of Evidence. (2020). federal_rules_of_evidence_-_december_2020_0.pdf

5 National standard of the Russian Federation. Providing long-term storage of electronic documents. GOST R

54989-2012/I1SO/TR 18492:2005. (2013). Moscow: Standartinform.
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of information. This thesis is important because discussion continues in scientific literature
concerning the recognition of electronic information as material evidence (Articles 81,
82 CPC RF) or another document (Article 84 CPC RF). The problem of using an electronic
document is not resolved even after attributing a legal status to an electronic document in the
courts of general jurisdiction in 2016. Federal Law of June 23,2016 no. 220-FZ introduced
into the Russian Criminal-procedural Code Article 474.1, stipulating the order of using
electronic documents in criminal procedure. The parties are entitled to apply to court with
petitions, applications, claims, submissions in the form of electronic documents signed
with an electronic signature, by filling in a form placed in the official website of the court.
By the Order of Judicial Department, the possibility of using an electronic document was
detailedinthe courts of general jurisdiction®. Later the legality of the electronic document
status was confirmed by an Enactment of the Plenum of the Supreme Court of the
Russian Federation in 2017. According to the above acts of normative interpretation,
an electronic document is a document created in electronic form without preliminary
documenting on a paper carrier, signed with an electronic signature in the order stipulated
by the legislation of the Russian Federation’. The said acts introduced the notion
of an “electronic image of a document” (electronic copy of adocument produced
on a paper carrier), i. e. transferred into electronic form by scanning the document
produced on a paper carrier, notarized with a simple electronic signature or a qualified
electronic signature in compliance with the Order of submitting documents. Despite
the said acts explaining the normative interpretation of the necessity to use electronic
documents in criminal proceedings, no breakthrough occurred in terms of digitalization
of the criminal procedure.

4. Under the development of digital technologies, guarantees have been elaboration
against modification of electronic evidentiary information, its integrity, consistency,
which are implemented in its copying, duplicating, and calculating the checksum;
the requirement toits preservation both at the place of its seizure and in the departmental
information system of the infrastructure of law enforcement bodies. One of the most
accurate and reliable methods against modification is the calculation of the checksum,
i. e.the hashvalue, which is a bit string with a result output of the hash value®. Application
of hash values allows compressing electronic documents up to a fixed number of bits, i. e.
calculating the unique “dactyloscopic record” of the respective documents, which can

Order of Judicial Department under the Supreme Court of the Russian Federation no. 251 of 27.12.2016.

(2017). Bulletin of acts in the judicial system, 2.

7 Enactment of the Plenum of the Supreme Court of the Russian Federation no. 57 of 26.12.2017 (2017,
December 29). Rossiyskaya gazeta.

8  GOSTRISO/MEC 27037-2014. National standard of the Russian Federation. Information technology. Methods

and means of safety provision. Guidelines on identification, collection, receiving and storing of evidences

presented in electronic form. (2014). Moscow: Standartinform.
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be used for identification and consistency of information®. When checking the evidences,
checksums of the original and the copy of electronic evidentiary information are compared,
which must coincide for verification. To create and ensure the reliable means of obtaining
evidences, the said standard requires storing electronic data with the method based on
a 128-bit hashing algorithm MD5, which substitutes an electronic signature with a fingerprint.
Criminological significance of the hashing algorithm consists in obtaining a fixed length
of the file digital information instead of a discretionary one, which serves as an indentifying
property of the electronic document obtained. An additional guarantee of using hash values
is storing of the generated record in several copies (two or three) on different electronic
carriers of information and on different devices. For example, one copy remains at the holder
of the obtained information, similar to a copy of a search protocol, while the second one may
be kept of a server of the law enforcement body or on a digital platform. The said technical
procedures will comprehensively solve the problems with identification of the obtained
electronic evidentiary information.

5. Recognition of the electronic method of recording evidentiary information opens
up opportunities and prospects for remote proving. This problem became especially acute
during the coronavirus pandemic, quarantine, and isolation. The need to implement justice
made electronic online justice almost main direction of development of the Russian legal
system. The elements of distant proceedings in criminal cases are already implemented
through using video conference systems. Moreover, the video conference technologies
are being expanded to procedures at the stage of preliminary investigation. At first, video
conferencing was applied solely in appellation (Part 2 of Article 389 CPC RF) and cassation
(Part 2 of Article 401 CPC RF) courts, and only for the persons under custody. In the courts
of the first instance, video conferencing was applied for considering claims in the order
of Article 125 CPC RF and issues related to execution of sentence (Part 2 of Article 399 CPC
RF). The most promising were the provisions of CPC RF in terms of using video conferencing
in the courts of the first instance for questioning witnesses and victims situated in different
settlements (Part 4 of Article 240 CPC RF). We consider the most promising the decision
of a Russian legislator to expand the electronic method to perform questioning, face-to-face
interrogation, and identification during a preliminary investigation (Article 189 CPC RF) since
January 2022.

6. Attributing a legal status to electronic evidence will enable to integrate the information
opportunities of managerial, information-technological, operative-investigative, technical-
criminological and criminal-procedural activities. Integration of legal branches and types
of law enforcement activity will ensure the cumulative effect of criminal-procedural
proving. Uniting the information opportunities can be seen in introducing digital platforms

9 National standard of the Russian Federation. Providing long-term storage of electronic documents. GOST R

54989-2012/I1SO/TR 18492:2005. (2013). Moscow: Standartinform.
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as the mostappropriatecomplexhardware-software solutionsto provideinterdepartmental
electronic interaction of both the criminal prosecuting agencies and all participants
of the criminal procedure, defense and court. Through using digital platforms, a new
form and content of automated information interaction are created, which compensate
for the languidness of a human factor. The digital technology of communication of the
preliminary investigation authorities with the information system officials increases the
speed of information exchange and facilitates feedback between the bodies and officials
(Zaytsev & Pastukhov, 2019). Examining the practice of law enforcement bodies shows
trends towards creating digital platforms: Ministry of Internal Affairs, Prosecutor’s Office,
Defense Attorneys, to say nothing of corporate organizations. The use of digital platforms
must transform paper record-keeping into an electronic document flow.

7. Inclusion of the “electronic evidence” notion opens up the prospects for using
artificial intelligence, big data, video analytics and video semantics (Zaytsev et al., 2021;
Pastukhov, 2022b; Reedy, 2023; Horsman, 2023; Wu & Zheng, 2020; Chen et al., 2020)
as most rational automation methods of collecting evidences. The artificial intelligence
combined with digital platforms opens up a new epoch of automation and robotization
in proving activity in terms of collecting evidences from communication networks,
navigation systems, information systems and databases. Automated examination
of various databases will largely increase the information-analytical opportunities
of criminological registration, accounting of police and other law enforcement bodies,
enabling to process great volumes of data through a set of approaches, tools and methods
of automated processing of structured and unstructured information coming from a large
number of various sources, including discrete or loosely-coupled, in the amount which are
impossible to process in manual mode in a reasonable time (Horsman, 2021).

8. Due to electronic evidences, proving will become a process of identification
of a personality (de Hert et al., 2018), information-technological devices, people’s actions,
events, and results. ldentification will take place by digital methods based on digital
identifiers, digital face profiles (Hoile et al., 2011), digital platforms, interdepartmental
electronic interaction system, accounting of criminological registration and other types
of automated registration.

9. Using the Uniform system of identification and authentication, which has proved
its efficiency in the recent decade, with a view of introducing digital platforms for
interdepartmentalinteraction oflaw enforcementbodies and courts foruseridentification©.
By now, amore effective systemhas been developed — auniformbiometric system providing
processing, including collection and storage, of biometric personal data, their checking
and transfer of information about the correlation to the submitted biometric personal

10 Enactment of the Government of the Russian Federation no. 584 of 10.07.2013. (2013). Collection

of legislation of the Russian Federation, 30 (Part Il), Article 4108.
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data of a physical person with a view of identification and authentication of the physical
person’. The uniform biometric system using information technologies enables to most
quickly identify a person by unique physical signs such as DNA, face, fingerprints, voice,
signature, and identity papers (Zaytsev & Pastukhov, 2022).

10. Using of electronic evidences opens up the prospects for forming an information-
technological mode of proving, new strategies of crimes investigation and solving
(Wu & Zheng, 2020). Establishing the new mode testifies to the transition “from documents
to data”, transferring paper document flow into the digital form. In the new digital mode
of the society, a promising technology of document flow is the blockchain technology, based
on the principle of context dependency. The use of this technology ensures verity, reliability,
inalterability and safety of electronic documents.

11. At the stage of litigation during court investigation, checking of electronic
evidences is provided by visualizing the evidentiary information using computer, audio- and
video means by all participants of the litigation, not only the state prosecutor holding the
paper materials of the criminal case. Visualization of the originals significantly simplifies
demonstration of technical details of electronic data, such as metadata, chronology,
geolocation, digital identifiers and other numerical, temporal, navigation data on electronic
maps.

12. Introduction of electronic document flow as a necessary condition for
procedural and material saving, as a final significance of legalization of the electronic
evidence notion. The use of the notions of electronic data and electronic evidences
in legal systems of various states shows that paper (documentary) criminal case
materials have become an anachronism and an atavism in the recent two decades.
We believe that the use of the notions of electronic data and electronic evidences
in the criminal-procedural legislation is of key significance for introducing the electronic
document flow.

To implement the above provisions of the proposed concept, it is necessary to analyze
the foreign criminal-procedural legislation.

3. Research of the electronic evidence in the legal systems
of foreign countries

Inadmissibly slow changes in the Russian legislation and cardinal changes in foreign legal
systems demonstrate the advantages of using electronic evidences in criminal-procedural
legislations in terms of application, in particular, for introducing the electronic document
flow.

11 Bank of Russia. Main directions of development of the financial market of the Russian Federation for 2022

and for the period of 2023 and 2024. (2022). https://www.cbr.ru
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The analysis of the notions of electronic evidence in the Anglo-Saxon legal system shows
that digital evidences are defined as information and data valuable for investigation which
are stored, received and transferred using an electronic device'. This said, the evidences
obtained from electronic devices, such as computers and their peripherals, computer
networks, mobile telephones, digital cameras, data storage devices, as well asfrom
the Internet, are used in the proving process on the same legal bases as the traditional
forms of evidences (Rogers et al., 2023; Reedy, 2023; Horsman, 2023). Legislative regulation
of electronic evidences in Great Britain is stipulated by the Police and Criminal Evidence
Act of 198473, All digital evidences are regulated by the same rules and law as documentary
evidences'.

The authorities of the police stipulated in Article 19 of the Law on Police are expanded
to vindication of any information, including in electronic form. The key condition is that
electronic evidentiary information refers to commitment or prevention of crimes, and that its
seizure facilitates prevention of concealment, loss, falsification or destruction of evidences
in any form. Similar approaches to digital evidences are stipulated in the guide for British
police™>.

Dictionaries of Anglo-Saxon law define digital evidence broadly — as information having
evidentiary value, stored or transferred in digital form, i. e. any data recorded or stored on any
carrier in a computer system or another similar device, which can be read or perceived
by ahuman or a computer system'®. Another law dictionary defines digital evidence
or electronic evidence as any evidentiary information, stored or transferred in a digital form,
while a party of a judicial dispute may use it during litigation”.

Article 402 of the US Federal Rules of Evidence interprets digital evidence and both
data and media storing the data'®. The broad interpretation of the notion of evidences
and using the notion of “data” in legislation has long enabled the United States to apply
electronic document flow in criminal procedure. To implement this technology, guidelines

12 National Institute of Justice. (2008, April). Electronic CSI, a Guide For First Responders, Electronic Crime

Scene Investigation: A Guide for First Responders, Second Edition (ojp.gov).

13 police and Criminal Evidence Act 1984. (1984). https://www.legislation.gov.uk/

14 pigitally Stored Evidence Standard Operating Procedure. Police Service of Scotland Standard Operating

Procedure (SOP). (2018). https://www.scotland.police.uk/spa-media/ercbdgot/indecent-images-children-
digital-media-sop.pdf
15 ACPO Good Practice Guide for Digital Evidence. (2012, March). https://www.digital-detective.net/digital-

forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf

16 | awinsider. 2021. https://www.lawinsider.org/

17 ys Legal Forms. 2022. https://uslegal.com/wp-signup.php?new=www.definitions

18 Federal Rules of Evidence. (2020). federal_rules_of_evidence_-_december_2020_0.pdf (uscourts.gov)
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were elaborated’?, as well as the guiding rules for courts of all levels and regulations
for document presentation, technical requirements to electronic documents copying,
scanning, to their format, volume, including using electronic automated databases?°.
Placement of criminal case materials in the information-technological environment
grants the participants of a criminal procedure access to the criminal case materials
for familiarization and notification. The published guidelines and practice of using
the electronic document flow (Case Management and Electronic Case Files (CM/ECF)
system)?! attribute the key importance to a user account or personal page. The officials
implementing the procedure, lawyers and applicants must create an account and
automatically receive a generated password?2. Abuse of one’s account entails strict
disciplinary and legal liability.

Introduction of the electronic document flow significantly simplifies the electronic
registering and proceedings?®. The elaborated guidelines stipulate requirements
to the quality of electronic criminal-procedural documents and the distributed access
of parties?4.

3.1. Notion of electronic evidence in the legislations
of European states

In the continental system of law in the European Union, the extensive interpretation
of electronic evidences as “any information, created, stored or transferred in a digital
form, enabling to disavow a fact disputed during litigation"2°> demonstrates their most
effective use in criminal procedures. In the era of digital technologies, the most intensive
work over the introduction of electronic evidences in the EU countries began after the

19 Electronic case filing administrative policies and procedures manual. (2020, October). https://www.azd.

uscourts.gov/sites/default/files/documents/adm%20manual.pdf

20 Federal Rules of Evidence. R. 402. 2 Federal Rules of Evidence. R. 803. (2020). https://www.uscourts.gov/
sites/default/files/federal_rules_of_evidence_-_december_2020_0.pdf

21 Flectronic case filing administrative policies and procedures. https://www.ncmd.uscourts.gov/sites/ncmd/

files/ecfprocman.pdf

22 Flectronic case filing (ECF) Manuals and Training. (2016). https://www.kywd.uscourts.gov/ecf-manuals-

and-training

23 SEC Center for Complaints and Enforcement Tips. (2021). https://www.sec.gov/whistleblower/submit-a-tip

24 Enforcement Manual. (2017, November 28). https://www.sec.gov/divisions/enforce/enforcementmanual.

pdf

Electronic evidence guide. A basic guide for police officers, prosecutors and judges. Version 2.1, Strasbourg.
(2020, March). https://au.int/sites/default/files/newsevents/workingdocuments/34122-wd-annex_4_-_

electronic_evidence_guide_2.0_final-complete.pdf
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European Parliament adopting Regulation providing cooperation mechanisms in 2018.26
The extensive interpretation of electronic evidences and the adoption of the Regulation
endowed the law enforcement and judicial bodies with contemporary tools for collecting
evidences in electronic form, thus accelerating the process of their protection and obtaining
from the subjects of information-technological systems, regardless of a country’s jurisdiction
(Horsman, 2023; Hoile et al., 2011; Mason, 2014).

Recognition of electronic data as criminal-procedural evidence in the EU countries
facilitates interaction when investigating criminal cases in different countries. In order
to developlegal assistanceincriminal cases and operatively store the evidentiaryinformation,
the European Parliament adopted a Regulation stipulating mandatory European warrants
for storing electronic data (European Preservation Order). According to the established
procedure, an order is issued, which is confirmed by a judicial body of the requesting
country. Non-submitting of the information requested entails strict administrative liability
in the form of fines. Alongside with the orders on information preservation, the European
Parliament adopted a European Production Order. The executors of the orders are holders
of digital evidentiary information in information-technological networks, such as the Internet
providers, communication providers, system administrators, and the so called providers
of electronic communication services.

3.2. Notion of electronic evidence in the People's Republic of China

The information-technological potential created in the People’s Republic of China (further —
PRC) forms the basis for collecting electronic evidentiary information, providing a new
information-technological regime or proving. Digital development in China cardinally changes
the information-analytical and information-technological provision of crime investigation.
The changes which occurred in China made it possible to transfer from documents
to data, simultaneously simplifying the procedural form of criminal proceedings. The new
approaches actually allowed eliminating the documentary (written) character of proceedings
and transferring to an electronic format of a criminal case.

The epoch of electronic evidences started with the adoption of amendments
to the Criminal-procedural Code of the People’s Republic of China in 2012. Electronic data
were added to the existing oral evidences: claims of victims, testimonies of witnesses,
testimonies and explanations of suspects and defendants; material and written evidences;
conclusions of experts; protocols of examination and survey; video- and audio materials?’.

26 proposal for a Regulation of the European Parliament and of the Council on European Production and
Preservation Orders for electronic evidence in criminal matters. (2018). https:/www.eclan.eu/en/
eu-legislatory/proposal-for-a-regulation-of-the-european-parliament-and-of-the-council-on-european-
production-and-preservation-orders-for-electronic-evidence-in-criminal-matters-e-evidence

27 Criminal-procedural Code of the People’s Republic of China. (2012). https://asia-business.ru/law/law1/

criminal/procedurallaw/
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Thus, since 2012, the Criminal-procedural Code of the People’s Republic of China recognizes
“electronic data” as evidences, although this notion is not explained in the criminal-procedural
law (Yunshehn, 2014).

Developing the criminal-procedural law, PRC elaborated a joint Enactment “On solving
certain issues related to collecting, receiving and analyzing electronic data in criminal
cases”, which stipulates the notion of electronic data. Article 1 of the said Enactment
defines “electronic data” as information collected within the frameworks of a criminal case,
preserved and transferred in electronic form, which may serve as evidence in a criminal
case"28,

Article 2 of the Enactment provides a classification of electronic data recognized
as evidence in a criminal case, among which: websites, blogs (online diaries), microblogs,
pages in social media, identifier applications (for example, WeChat), forums, online discs
(online storages). Most significant arethe communicationsinthe Internetand communication
networks, such as mobile messages, electronic mail, social media messages. Of utmost
importance is identification information, obtained during user registration on websites,
electronic transactions, from registers.

After the electronic evidences were included into the criminal-procedural legislation,
some researchers optimistically marked that the era of electronic evidences would
provide a historic improvement in the theory of evidences (Guo, 2023; Wu & Zheng, 2020;
Chen et al., 2020).

To ensure the guarantees of integrity and consistency when collecting electronic
evidences, Article 7 of the Enactment stipulates their withdrawal by two investigators
simultaneously. The Enactment postulates strict observance of all the listed technical
standards and legal requirements under the threat of their inadmissibility, stipulated in the
criminal-procedural legislation.

During the withdrawal, the source data carrier is sealed and minutes of the state
of storage of the source data carrier are produced. The sealing of the source data carrier
and its photographing are to protect information from editing. If the source data carrier
and the electronic data contained in it cannot be withdrawn, minutes are produced stating
the reasons for impossibility to withdraw the source data carrier and the place of its storage.
The electronic data located outside the PRC can be withdrawn via the Internet. After the
criminal case investigation is finished, the source data carrier or the electronic data collected
must be transferred with the case in a sealed form. Besides, reserve copies are transferred
to the People’s Prosecutor’s Office and the court (Yuan, 2017).

28 Epactment of the Supreme People’s Court of PRC, Supreme People’s Prosecutor’s Office of PRC and
Ministry of Public Safety of PRC. (2016). https://splcgk.court.gov.cn/gzfwww//spyw/spywDetails?id=84b

a1d7cbc0540d59fe49341f8b1ef85
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When electronic data are checked in the Prosecutor’'s Office and the court, the legality
of their acquisition, their verity and relevance (actuality) should be analyzed.

In all jurisdictions, problems occur with storage of electronic data in the investigation
bodies and transference of case materials to court. Globally, digital platforms are developed,
databases are created, interdepartmental information networks are used. In this regard,
PRC created an integrated database with online storage technology (similar to iCloud)
to register, store and transfer criminal case materials in electronic form to court. The main
functions of the cloud storage of the Chinese law enforcers are not only storing and
archiving but also rapid search of the necessary materials in large massifs of electronic
data. The developers of this information platform included the functions of surveillance
over all stages of criminal-procedural activity, from monitoring the preliminary investigation
to readjudication by superior authorities.

Thus, analysis of the Chinese criminal-procedural legislation as regards recognition
of electronic data as evidences in PRC testifies to modernization of the criminal procedure
in China.

3.3. Elaboration of international standards for electronic evidences

All international documents on cybercrime emphasize that digital data are the basis
of most investigations and that effort is made towards further legal regulation.
The European Convention on Cybercrime defines computer data as any presentation
of facts, information or notions in the form suitable for processing in a computer system,
including software capable of making a computer system execute a certain function
(clause “b” of Article 1)2°.

The Convention defines “flow data” as any computer data referring to transmittance
of information by a computer system, which are generated by a computer system being
a constituent part of the relevant communication chain and indicate a source, purpose,
route, time, date, size, duration or type of the respective network service (clause “e”
of Article 1). The Conventionusesthenotion of “data” for operative provisionand preserving,
searching and withdrawal of the stored computer data. The most promising provisions are
contained in Article 20 of the Convention, which stipulates online collection of data about
information flows. In particular, states were charged with obligations to adopt legislative
and other measures necessary to provide competent bodies with authorities to collect
and record online, using technical means, the data about information flows and, within
legal cooperation, to transfer the data to the party concerned.

29 Convention on Cybercrime (ETS no. 85). https://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=IN
T&Nn=13526#0B9%nUTgvfe6Gfbu1l
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International Criminal Police Organization, known as Interpol, is the organization
facilitating police cooperation in member countries. The Interpol rules on information
exchangedefine“data”asanyinformation,regardlessofiits source, referringto the constituent
elements of general criminal offenses, investigation and prevention of such offences,
criminal prosecution of offenders and punishment for them3°. The Interpol Guidelines
for handling electronic evidences when executing search and withdrawal, their identification
using methods guaranteeing their integrity, recommend handling them like any other
traditional evidences. It should be taken into account that some electronic devices require
special procedures of collecting, packing and transporting, either because they are subject
to damage by electromagnetic fields or because their contents may change during handling
and reserving3'.

The Russian Standard on information technologies, methods of providing safety,
revealing and disclosing of electronic information introduces a new notion of “electronic
discovery”, serving as a driving force both when performing investigations and
collecting and processing evidences32. Electronic discovery (e-discovery) is the process
of revealing and presenting the relevant electronically stored information (ESI) or data
by one or several parties participating in the investigation or litigation, or in similar
procedures. As stipulated by the Standard, the constituent elements of e-discovery are
collection, provision of preservation, presentation, and transfer of the information stored
in electronic form. This is one of the modern standards based on earlier standards
which also viewed evidences presented in digital form (digital evidence). This standard
reads that the information or data stored or transferred as a binary code can be used
as evidence33,

Conclusions

Finalizing the research, we should mark that the authors’ concept of electronic evidence
is a system of information-technological and legal views on the criminal-procedural form,
which is intended for optimizing the process of collecting, registering and preserving
them in the criminal case materials. The main goal of the proposed concept consists

30 Interpol’s Rules onthe ProcessingofData.(2021,March). https://www.interpol.int/content/download/16243/

file/Guidelines%20t0%20Digital%20Forensics%20First%20Responders_V7.pdf

31 Guidelines for digital forensics first responder. Best practices for search and seizure of electronic and digital

evidence. (2021). https://www.interpol.int/content/download/16243/file/Guidelines%20t0%20Digital%20
Forensics%20First%20Responders_V7.pdf

32 GOST R ISO/MEC 27050-1-2019 Information technologies. Methods of safety provision. Identification and
disclosure of electronic information. Part 1. Review and concepts. (2019). Moscow: Standartinform.

33 1S0/IEC 27037:2014 “Information technology — Security techniques — Guidelines for identification, collection,

acquisition and preservation of digital evidence”. (2014).
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in modernizing the criminal-procedural proving while revealing the potential of electronic
evidences in the said directions.

Implementation of the proposed concept will facilitate a breakthrough in the archaic
system of evidentiary law and move beyond the written (paper) form of registering evidences.
Thefirststeptoimplementingthe said conceptshouldbeinclusionofthe “electronic evidence”
notion into the Criminal-procedural Code; this will entail the unobstructed use of electronic
evidentiary information by investigation agencies and courts and using it as a means
of proving. An essential element of the proposed concept is separation of electronic
information from the documentary (paper) investigation protocol and electronic carrier
of information with the prospect of forming an electronic workflow on an interdepartmental
digital platform.

We propose to consider the notion of electronic evidences, earlier proposed by the
authors in the context of elaborating new approaches to information provision of criminal-
procedural activity, within the frameworks of a broader concept and to include it into Article
5 of the Criminal-procedural Code in the following edition: “...electronic evidence is juridically
significant information registered by electronic means or presented in electronic form,
in compliance with the criminal-procedural requirements applied to evidences with a view
of establishing the truth in a criminal case” (Pastukhov, 2022a).

Alongside with introducing the notion of electronic evidences, Article 84 of the Criminal-
procedural Code should include the notion of electronic data, with a view of breaking the
obsolete system of documentary “other documents”.

Under the information society, well-developed digital infrastructure, inclusion
of these notions will create the information-technological regime of proving based
on scientific organization of labor. Practically speaking, it will enable to ensure, in a new
way, the informational advantage of investigation agencies and courts against criminal
activity in terms of collecting and registering of electronic evidentiary information. In terms
of interaction of the preliminary investigation bodies with any subjects of information-
technological systems it will significantly reduce the temporal, procedural and material
costs through electronic workflow. Inclusion of this notion will allow the officials to not only
collect and store evidentiary information in electronic form without its linking and transferring
on an electronic carrier of information, but also register the traditional analog evidentiary
information electronically, using computer, audio-, and video means of recording.
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Llenb: packpbiTve noteHuuwana uudposon TpaHchopmauumn ana Bblpa-
60TKM ONTUMAanbHbIX CPeACTB U METOAOB COBMpaHUsA [0KasaTeNbCTs,
BHEJpPEHUs Hay4yHOW opraHuMsaumm TpyAa LO/MKHOCTHbIX SN, OCYyLLecT-
B/ISIOLUUX YrOJIOBHOE CYAONPOM3BOACTBO. Hay4Hblil moaxoh KOHLUenuuu
COCTOMT B MMHMMMK3aLMKU 3aTpaT Ha cobupaHue AoKa3aTeSIbCTBEHHOWM
MHGOPMAaLMK MO YroNoBHbIM AeflaM B 3/IEKTPOHHOW POpME 1 3/1eKTPOH-
HbIM CNOCO60OM, a TaKXXe COXpaHeHWW MaTepuanoB YrosioBHOro Aena
B 3/IEeKTPOHHOM (hopMe.

MeTogbl: Befylllee MeCTO Cpeiv METOMI0B UCCIIeloBaHMA 3aHUMAaET Auanex-
TUYECKUIA METOf, B COOTBETCTBUM C KOTOPbIM Npo6iema a11eKTPOHHOro A0-
KyMeHTa paccMaTpuBaeTcA BO B3aMMOCBS3M U B3aMMO3aBUCUMOCTU C UH-
(hOpMaLIMOHHO-TEXHOSIOTMYECKUM  pa3BUTMEM obLliecTBa. COBOKYMHOCTb
METO/IOB Hay4HOro MO3HaHUA B UCC/eJoBaHNM CO3aeT NPeArnochIKA AJis
06BEKTUBHOIO Y KOMIIIEKCHOMO MOAX0Aa K BblAeSIeHHbIM MpobnemMam.

PesynbTaTbl: aBTOpCcKas KOHLUENUWA 3/IeKTPOHHOro [AokasaTesfibcTBa
npeacTaBnaeT coboit cucTeMy MHPOPMALMOHHO-TEXHONTOMMYECKMX U Npa-
BOBbIX B3r/IiA0B Ha YroNoBHO-NpoLeccyasnbHyto Gopmy, TpUsBaHHyto on-
TUMMW3MPOBATb NPOLECC UX COBUPaHUS, PUKCALMU U COXPaHEHUA B MaTe-
pvanax yrofioBHoro gena. Paseutue KOHLEenLUMmn HaleneHo Ha BbIpaboTKy
HOBbIX NMOAXOA0B K OpraHun3auuny fesiTeNlbHOCTU OpraHoB paccriefoBaHus
W cyfia C y4eTOM AOCTUXEHUI B chepe MHDOPMALMOHHBIX TEXHONOIMUNA,
o6ecrneymBatoLLIMX HOBbIE CMOCO6bI COGMPAHMUS YrONIOBHO-PENEBAHTHOWM,
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YroJIOBHO-NpoLeccyanbHOW, KPUMUHANINCTUYECKU 3HAYUMON MHPOpMa-
LMK Npu paccnefoBaHUM U pacCMOTPEHMM YronioBHOro aena. MNpeacrtas-
JIeHHasa KOHUenuusa HamnpaBfieHa TakK)XXe Ha COBepLIEHCTBOBaHME B3au-
MOZENCTBUSA U CNY)XKEOHON KOMMYHUKALUWN LO/MKHOCTHbIX JIML, OpPraHoB
npeABapuUTENIbHOrO paccnefoBaHUs C AO/MHKHOCTHbIMU InuaMu nHopop-
MaLMOHHO-TEXHONOIMMYECKUX CUCTEM AN COBMpaHUS foKa3aTeNlbCTBEH-
HOM MHbOpPMaLMK B 9NEKTPOHHON dhopMme.

HayuyHaa HoBM3Ha: CMCTEMHO MpoOaHaNN3UPOBaHbl U3MEHEHUs, Npouc-
xoAsiline B COBPEMEHHOM MH(OPMALMOHHOM O6LLECTBE Yepes Mpu3My
BO3HMKAOLWMX NPo6aeM Mexay OTpacneBbiM YrofoBHO-MpoLeccyanb-
HbIM A0Ka3aTe/IbCTBEHHbIM NMPaBOM U 60Jiee COBPEMEHHbIMU TEXHOJO-
rMyeckMMmM crnocobammu cobupaHusa AoKasaTeslbCTBEHHOW MHbopMaLuun.
B cTaTbe leMOHCTpUPYETCA HOBbIW MOAX0 K CO3AaHMIO TEXHONOMMYECKo-
ro B3aMMOAENCTBMA C UCMOMb30BaHNEM LMMPOBbIX TEXHOSOMUIA Ha Hayy-
HOW OCHOBE OpraHusaLumn foKasaTelbCTBEHHOMN AesATe/IbHOCTH, MPU3BaH-
HOW ONTUMM3MPOBaTb W paLMOHANN3UPOBaATb MPOLECC [0Ka3bliBaHUSA
B YroJIOBHOM CYA0OMNMPOV3BOACTBE.

lMpakTnyeckas 3HaYMMOCTb. MaTepuanbl UccnefoBaHus MOryT 6bITb MC-
NnoNb30BaHbI B pa60Te no nogrotoBke I'IpeJJ,J'IO)KeHMﬂ 0 BHECEHUN USMEHEHWI
W AOMNONHEHUN B AeﬁCTByPOU.lee 3aKoHOAaTeNnbCTBO C UeNibo peanindaunmn
NPaKTN4YEeCKOro onbiTa y>xe ﬂeﬁCTByDMMX mMogaenemn yronoBHo-fnpoueccyasb-
HOWN [eATeNbHOCTU 3aPY6e)KHbIX CTpaH, Henc4yepnaemMoro noteHunana WUH-
CI)OpMaLl,I/IOHHbIX TEXHONOI NN, nporpaMmMHoOro obecneyeHus, NUCKYCCTBEHHO-
ro UHTeNNEKTa ANA paynoHannsaumn oKasbliBaHUA NO YroJIOBHbIM AeaM.
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